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Abstract:

Web service composition is a distributed model to construct new web service 
on top of existing primitive or other composite web services. The advantage 
of web service composition has already been demonstrated and highlighted 
for its capability to compose autonomous services to achieve new
functionality. However, an important question is whether this distributed 
model will be realized or not, due to the reliability problem of composite web 
services.

We take the position that the trend of web service composition will not be 
terminated because of the reliability problem. We defend the position by 
arguing that the reliability of both constituent web services and web service 
composition itself would be greatly improved due to the emergence of
research providing cost-effective solutions. More interestingly, we show that 
web service composition could even achieve much higher reliability by
leveraging the redundancy intrinsic to the Web. 

As the conclusion, we believe that the high reliability can be achieved by the 
support of existing solutions and ongoing research efforts. And the reliability 
problem will forward rather than reverse the growth of composite web
services. More and more autonomous web service would be composed to 
provide different services to address the wide range of demands.

1. Introduction

Increasing numbers of interesting services are moving online and the Web is fast
transforming from a collection of static pages to a provider of numerous useful services. 
Though those autonomous web services are provided and operated independently, some 
of them are often related to each other in different ways and semantics. Thus, there is an 
inherent need for composing those web services provided by independent providers to 
achieve the new functionality that meets the different needs of end-users.

On the other hand, with the standard protocols like SOAP [1], WSDL [2], and UDDI [3],
Web services are turning the Web into a huge programmatic backbone for various 
applications. Composing new web service on top of existing primitive or composite web 
services are becoming an efficient way to provide new web services. 



Web service composition can take place among big commercial organizations, or across 
cooperative academic institutes, or even in P2P networks in which ordinary user could 
deploy and publish their web services from their own machines.

In the past few years, though the advantage of web service composition has already been 
demonstrated and highlighted for its capability to compose autonomous services to 
achieve new functionality [6], it is still an open question whether this distributed
development model for web services will become reality or not, due to the challenges 
posed by the reliability of composite web services. 

Will reliability kill the web service composition? 

In this paper, we take the position that the trend of web service composition will not be 
terminated because of the reliability problem. We defense our position by arguing that the 
reliability of both constituent web services and web service composition itself would be 
greatly improved due to the emergence of research providing cost-effective solutions. 
More interestingly, we show that web service composition could even achieve much 
higher reliability by leveraging the redundancy intrinsic to the Web. 

The rest of the paper is organized as follow. In Section 2, we introduce the web services 
and composition on top of them. Section 3 states reliability problem in the composite web 
services, and articulates our position in favor of the web service composition. Section 4 
discusses the cost-effective solutions to achieve higher reliability for web service
composition. Furthermore, Section 5 shows that web service composition can also
improve the reliability by leveraging the redundancy in web services. Section 6
summarizes our conclusions.

2. Web Services Composition

A web service is a software application identified by a URI, whose interfaces and 
bindings are capable of being defined, described, and discovered as XML artifacts. It
supports direct interactions with other software agents using XML based messages
exchanged via Internet-based protocols [7].

Web service composition is a distributed development model to construct new web 
service on top of existing web services. We name resulted web service as composite
service, and constituent web service for ones to be composed. A composite service could 
also be the constituent service for another composite service

Composition may take place within an organization. For example, in a big company, each 
department may have a set of web services providing its basic functionalities, such as 
sales, accounting, and warehouse management. Those web services may then be
integrated into much more complex business process by web service composition.



More interestingly, the individual web services can be composed across organization
boundaries. Take a travel agency for example, it could provide a composite travel service 
which is composed from the external web services that provide flight booking, car 
renting, room booking, etc.

3. Reliability of Composite Web Services

As pointed out in [10], failures are inevitable in the modern Internet-Connected
environments due to a fundamental mismatch between traditional high-reliability
approaches(fault-tolerant hardware, careful software testing, vendor-supplied technicians)and the 
realities of current heterogeneous, distributed server environments that provide web services.

Assuming the failure of any individual web service will cause the failure of the composite 
service, the overall reliability of composite service is the product of the reliability of 
constituent web services. Even all the other web services are reliable, one unreliable web 
service could decrease the overall reliability to a very low level. The upper bound of 
overall reliability is often determined by the weakest constituent web services.

Also, since operations of a composite service often span multiple individual web services, 
web service composition itself also brings unreliability with the presence of the failures.
The heterogeneous, distributed, dynamic nature of the web service composition also 
gives rises to many more unpredictable failures, compared with centralized web service.

Consequently, composing the web service on top of web services is often viewed as the 
task destined for unreliability. With such great unreliability with the web service
composition, a fundamental question is raised: will reliability kill the future of the web 
service composition?

Our answer is no. The confidence comes from two arguments. Firstly, we believe that the
reliability of both constituent web services and web service composition would be
improved greatly due to the emergence of research providing cost-effective solutions. 
More interestingly, we believe that web service composition can even help to achieve
much higher reliability by leveraging the redundancy intrinsic to the Web. 

4. Higher Reliability to Web Service Composition

Our discussion on achieving higher reliability for composite web services starts with
revisiting the reliability for the individual web service. We then examine the reliability
issues in the web service composition itself.

4.1 Reliability of individual web service

As we mentioned in Section 3, the very different computing environment and fast 
evolution of the web services make traditional fault-tolerant solutions not effective. 



However, we also found that more and more research efforts are made in achieving high 
reliability in the web services. 

There are two main groups among those researches. One group tries to extend the 
traditional solutions to address the new challenges in the web services. The guiding
principle for this group is to prevent or avoid the occurrence of the failures, i.e. to reduce
the Mean Time to Fail (MTTF). Those solutions often rely on very expensive and specialized
systems.

Instead of putting huge amount of resource and efforts to avoid all possible failures, the 
other group focuses on how to achieve fast repair or recovery once failures occur. This
group tries to reduce the Mean Time to Recover (MTTR) on the commodity systems
composed of off- the-shelf hardware and software components.

 [11] proposed the recursive micro-reboot techniques to reduce the mean time to recovery 
(MTTR). The key idea of micro-reboot is only to reboot the faulty component instead of 
the whole server. Such a fine-grained reboot technique constrains the negative effect of 
recovery to a very small scope, without affecting other non-relevant components. 

[12] proposed a novel recovery mechanism that gives human system operators the power 
of system-wide undo. As we mentioned in Section 3, human errors are one of the major 
source of the unreliability. In particular, human operators could easily damage a system
by misconfiguration, incorrect updates, etc. System-wide undo allows operators to roll 
back erroneous changes to a service’s state without losing end-user data or updates, to 
make retroactive repairs in the historical timeline of the service system, thereby to 
quickly recover from catastrophic state corruption, operator error, failed upgrades, and
external attacks, even when the root cause of the catastrophe is unknown.

With more and more cost-effective technical solutions becoming available, we believe 
that individual web services will become more and more reliable. In this process, the 
nature of pursuit of the profit will be a driving force for the service providers to adopt 
those techniques. The basic motivation to provide web service is to attract all potential 
consumers and make profit from them. Once they expect the profit gained by improving
the reliability would bypass the cost to take the measure, they will not hesitate to use 
those techniques. 

Naturally, with the higher reliability achieved by constituent web services individually, 
higher composite reliability could be obtained.

4.2 Reliability within the web service composition

As we mentioned in the Section 3, leaving aside the unreliability of individual web 
services, the unreliability introduced by the web service composition itself is the other 
major concern of the overall reliability of composed web services.

The root cause of this unreliability is the fact that the operations of a composite service 
often span multiple individual web services. To make composition reliable, it often



requires atomicity of processing of a set of Web Services requests or the consistency of 
data transformations applied to set of individual Web Services, in the presence of the 
failures.

We found out that there are no standards to keep the consistency of failed transaction 
across multiple constituent services. WSDL and SOAP specifications did not address the 
reliability of web service composition. Even for proposed composition languages like 
WSFL and XLANG there is no reliability specification.

Fortunately, many researches are working on this problem way and several feasible
solutions have been already proposed. We believe these solutions could make web 
service composition itself much more reliable.

[4] outlined ideas for a model of web transactions. The model is based on the OMG/J2EE 
Activity Service specification, an advanced object transaction service. Overall, they
aimed at exploring a practical solution to web transactions that is compliant to web
services standards. In their proposed model, the Activity Service is extended to support 
the communication models available to web services. This will enable flexible “web 
transactions” that span multiple web services and the objects that implement those 
services.

[5] showed how explicit transactional attitude descriptions could be used to automate the 
reliable composition of applications into larger web transactions, while maintaining
autonomy of the individual applications. Provider transactional attitudes (PTAs) are a 
mechanism for Web service providers to explicitly describe their specific transactional
behavior. By making transactional semantics explicit, PTAs can be used in automating
the composition of individual transactional Web services into larger transactional
patterns, while maintaining the autonomy of the individual services.

5. Higher Reliability via Web Service Composition

While the previous section discuss how to make web service composition reliable, this
section will show that web service composition also holds the key to achieve higher 
reliability before needed reliability for all constituent web services are delivered by
service providers individually. We found out that redundancy intrinsic to the web service 
could greatly improve the reliability even the reliability of individual web service is still
relatively low. Web service composition is the right model to leverage this redundancy. 
From this perspective, web service composition is actually one way to achieve higher 
reliability.

5.1 Redundancy in the web services

Looking at reliable systems built on top of relatively unreliable subsystems, we often find 
out that the redundancy is a key element for the overall reliability. For example, Google
File System (GFS)[9] is built from inexpensive commodity components that often fail. 
Disks, memories, machines are not trusted and their crashes are even deemed as norm 



instead of exception. However, the overall reliability is achieved by the use of thousands 
of machines.  For the millions end-users, the reliability of Google search service is 
amazingly high.

As another example, for applications in P2P networks, like the multimedia files
download, there is no guarantee of the reliability of any participating peers: machines 
could be online or offline any time. However, the overall reliability is achieved by the 
great redundancy of the equivalent functionality. Most of end users of P2P applications 
are pretty satisfied with the reliability they provide.

Redundancy could also improve the overall reliability of composite web service a lot.
Here, by redundancy we mean that the same kind of functionality is available in the web
service provided by different service providers. For example, suppose a travel agency
provides a composite web service composed of 3 types of web services from other 
company: flight booking service, room reservation service, and car renting service.
Because lots of redundant web service existed for each type of constituent web services,
the travel agency could still provide the same functionality even when some of them are 
not available due to failures or other reasons.

On the other hand, we observed that redundancy is a fundamental feature of the Web as 
well as web services. Redundancy is the natural product of growth of the Web itself. For 
any kind of web service, if this is profitable or meaningful to the service providers, it will 
definitely enjoy a lot redundancy as numerous individual service providers are trying to 
take advantage of it. The temptation that anyone who has the access to the Web could be 
potential consumer for their services is extremely hard to resist for them. 

Due to individual pursuits for the potential profit, the redundancy of web service often 
also enjoys much higher quality than the one we usually find in tight-coupled systems.
For the latter, redundancy is often achieved by the simple accumulation of the same kind 
of instances.

On the contrary, the redundancy of web service often has much higher diversity. Web 
services delivered by different service providers are often developed individually. The
diversity makes it much less likely that the same failure would hit all redundant web 
services. On the contrary, if two web services are implemented exactly the same, then the 
failure caused by the same software failure would not be eliminated by redundancy.

5.2 Discover the Redundancy

The Universal Description, Discovery and Integration (UDDI) specifications define a 
way to publish and discover information about Web services. With the UDDI, we could 
discover the redundant web services for the same type of functionality. 

In addition to UDDI, Web Service Discovery Architecture (WSDA) is proposed by [8].
WSDA promotes an interoperable web service discovery layer by defining appropriate 



services, interfaces, operations and protocol bindings, based on industry standards. It 
defines a small set of orthogonal multipurpose communication primitives for discovery. 
These primitives cover service identification, service description retrieval, data
publication as well as minimal and powerful query support. The architecture is open and 
flexible because each primitive can be used, implemented, customized and extended in 
many ways. 

5.3 Leveraging the redundancy

With the support of discovering redundant web services, web service composition is the 
right model to leverage the redundancy because its key capability is to build the
composite web services over existing web services. When failures occur in any
constituent web service, a composite web service can discover redundant web services,
and replace the failed ones. The current research in self-management system like
Autonomic Computing [13] can also be very helpful to make the design of the web
service composition more resilient to the failures of web services.

6. Conclusion

After the investigation of the different aspects of the reliability of composite web 
services, we conclude that high reliability could be achieved by the support of existing 
solutions and ongoing research efforts. We also believe that web service composition 
could help to solve the reliability problem rather than destined to be unreliable.

Web service composition will be the popular mode to develop new web services. We
predict that more and more autonomous web service will be composed to provide 
different services to address the wide range of demands.
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