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Outline

= ldentify which service components are most failure prone and
have highest TTR

= Discuss failure case studies

= Examine applicability of failure mitigation techniques

= Highlight need for
= improved operator tools
= collection of industry-wide failure data

= creation of service level “performability” benchmarks

Services Surveyed

= Online - online service/internet portal
= Content - global content hosting service

= ReadMostly - mature readmostly internet service

Commonalities

= Physically housed in geographically distributed colocation
facilities

= Use commodity hardware and networks
= Stateless front-end; stateful back-end
= Custom administrative software
= Load Balancing :

= ReadMostly : DNS redirection

= Online & Content : Client cooperation

= Frequent software/config updates/patches, 24x7 operation
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Table 1 : Differentiating characteristics of the services
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Analysis of Failure Causes
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1. Component failure to service failure
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Analysis of Failure Causes

2. Service failure root cause
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Table 3: Failure cause by component and type of cause

Analysis of Failure Causes

3. Service failure time to repair
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Table 5: Average TTR by component and type of cause in hours

Timeline of a failure




Techniques for mitigating failures

Q Correctness testing

Q Redundancy

Q Fault injection and load testing
Q Configuration checking

Q0 Component isolation

Q Proactive restart

QO Exposing/monitoring failures

Failure case studies

Q Operator error affecting front-end machines in Online
lesson : sometimes replicating code and data is not enough; orthogonal
redundancy such as alternate control path may help.

Q Software error affecting front-end results in a cascading
failure at back-end.
lesson : Online testing could have caught this problem.

Q Operator error affecting front-end machines compounded by
software dropping error conditions silently
lessons : - Software should not silently drop messages on errors
- Operators need to understand dependencies and interactions
between the various components of the service

0 Problem at the interface between Online and an external
service
lesson : Online testing of configuration changes is a must

Q Content's backup fiasco

lessons : - Operator should know architectural dependencies
- Masking small failures is not always good
- Categorizing failures can be tricky
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Table 6: Potential benefit from using proposed Table 7: Cost of implementing
failure mitigation techniques in Online failure mitigation techniques
Conclusions

Q Operator error is the largest cause of failures in two of the
three services

Q Operator error is the largest contributor to time to repair
in two of the three services

Q Configuration errors are the largest category of operator
errors

Q Failures in custom front-end software are significant
QO More extensive online testing and more thoroughly exposing

and detecting component failures would reduce failure rates in
at least one service




Future Work

Q Operators as first class users
Q Worldwide failure data repository
Q Performability and recovery benchmarks

0 Representativeness




