| nformation Wants to be Free!



1 worry about my child and the Internet all the time, even though she’s
too young to have logged on yet. Here’s what | worry about. | worry that
10 or 15 years from now, she will come to me and say *Daddy, where were
you when they took freedom of the press away from the Internet?”” —-Mike
Godwin, Electronic Frontier Foundation [1]

1 Abstract

The easy movement of information on the Internet has made information incapable
of being constrained for censorship, intellectual property rights or copyright claims,
except by extreme measures. Legal measures are proposed to control this flow of in-
formation but this will not be sufficient. The only enforceable means of controlling
this information is by installing controlling hardware into every machine with the cor-
responding cryptographic keys controlled by some central authority.

2 Introduction

In the Internet age the transmission of information over the web has in many ways
transformed our society. Easy access to information with out regards to geography
has changed everything from the buying of used junk [2] to dating [3]. It has also
transformed the sharing of information. As any college student can easily attest the
trivial access to music, first made famous by Napster, is still in effect.

This same easy access has made the movement of information incapable of being
constrained for censorship, intellectual property rights or copyright claims, except by
extreme measures. | believe that there is only one effective method for potentially
constraining this flow of data. It is the installation of secure hardware in every user
machine.

Other measures which have been attempted or proposed will fail for a number of
reasons, both social and technical. It also seems likely that the widespread infiltration
of hardware measures into the computer population will not succeed to the extent nec-
essary to control the spread of content. This will make it likely that the free flow of
information across the internet may not be constrained any time in the near future.

It should be noted that strictly speaking copyright is a proper subset of intellec-
tual property. "Intellectual property is divided into two categories: Industrial property,
which includes inventions (patents), trademarks, industrial designs, and geographic in-
dications of source; and Copyright, which includes literary and artistic works such as
novels, poems and plays, films, musical works, artistic works such as drawings, paint-
ings, photographs and sculptures, and architectural designs.” [4] In this paper | am
using the term intellectual property to refer to what is defined above as industrial prop-
erty. I do this because intuitively this is what makes sense and is what | have found to
be common usage.

The three related claims for constraint of information flow are related but are dis-
tinct enough to warrant separate treatment. First | will explain recent examples where
current controls for censorship, intellectual property rights and copyright claims, were



each in turn, insufficient to restrict the flow of information. The causes for this lack
of control will be discussed. Secondly I will discuss other tools which are publicly
available, that enforce my opinion that control is difficult if not impossible. A careful
look at the current efforts and these tools will show how the only potential solutions for
control involve either legal means or technical, hardware based measures. Therefore,
thirdly I will explain how legal measures appear to be useful but will ultimately fail.
Fourthly I will explain how hardware measures will be sufficient to control the flow of
information. | will also discuss why it is improbable that this hardware measure will
be implemented to a sufficient degree to be effective. Finally I will conclude with my
view of the near future of information distribution.

3 Censorship

Censorship of information can be done at many levels. Typically it has the power of the
courts behind it. What is also interesting is that it is not always the government whose
interests are being protected. | will present several different cases of censorship. All
attempted to censor material through the use of legal means.

The first case is the recent legal fracas involving potentially embarrassing (to Citibank)
research from the fine people at the Computer Security Group, Computer Laboratory,
University of Cambridge. The research identified "horrendous vulnerabilities in the
cryptographic equipment commonly used to protect the PINs used to identify cus-
tomers to cash machines.” [5] It is so embarrassing to Citibank that they attempted
(in February 2003) to get a gag order from the British courts to ban public disclosure
of their research. As of the present day it appears that Citibank failed to get the gag or-
der. This is however moot. The research appeared rapidly on the internet [6] following
Citibank’s initial legal maneuvers.

Whatever the outcome of the legal attempt to silence this research, it is already
out in the wild. It has been posted to an American website (cryptome.org) outside the
purview of the British legal system. This website is also mirrored extensively around
the world. Whatever legal action is taken will not effect the current wide distribution
of the research.

The second case is also that of corporate interests trying to subvert academic re-
search. Professor Edward Felten from the Computer Science Department at Prince-
ton University was scheduled to present a paper attacking some digital watermarking
schemes at the Fourth International Information Hiding Workshop, in Pittsburgh, on
April 26, 2001. Instead of the paper he read a statement that included the following:
“the Recording Industry Association of America, the SDMI Foundation, and the Ver-
ance Corporation threatened to bring a lawsuit if we proceeded with our presentation
or the publication of our paper. Threats were made against the authors, against the
conference organizers, and against their respective employers.” [7]

Strangely this had the twofold effect of one, getting the paper anonymously pub-
lished [8] in real time and two, of getting a much larger audience to read the paper
then if it was ignored by the interested corporations. In this case the matter never
reached the courts. Professor Felten made enough quality public relations noise that
the companies in question backed down and even claimed to never have threatened him



in the first place. The companies claimed that it had all been a big misunderstanding.
Again research that was wanted silenced by powerful corporations was released onto
the Internet.

The third case was based on several legal challenges, but in this case they were
a series of largely successful legal challenge in this country. The so called Church
of Scientology has successful sued a number of people and organizations to keep its
teachings secret. It has based its legal action on the copyright it holds over its teachings.
It has gone after individuals as well as google.com. [9]

It is a somewhat wasted effort as much of the information it wanted silenced is up
on a site in Norway. [10] This is out of the control of the American courts.

The fourth case is perhaps the most interesting. The Chinese government with
the help of American companies, including Cisco, have built a firewall infrastructure
to limit the access available to the Chinese public to the Internet. This works but
not perfectly. The firewall has been hacked [11] and circumvented by tools, such as
SixFour[12]. This has not been perfect but has allowed limited access to censored
information for those who are technically capable.

Censorship of information in the age of the Internet fails in these (and many other)
cases due to the ability of information to be hosted in multiple different legal juris-
dictions. The website of the Dalai Lama is hosted (along with a plethora of dubious
gambling websites) [13] at HavenCo, an ISP [14] on an aging WWII gun platform in
international waters off the coast of Great Britain. The British courts have found this
small platform to be independent of British rule. This makes it a remarkable location
for hosting information that others want to suppress. The legal attempts to suppress
information have difficulty contending with the wide geographical realm to which in-
formation can be easily spread.

4 Intellectual Property Rights

Intellectual property is a valuable asset to many companies in the modern market place.
If that intellectual property gets out it can financially hurt the company. In the cases
below one can easily see the potential economic problems.

The first case is the war going on between cable and satellite television providers
and those cracking their systems. Detailed and proprietary information is freely avail-
able on the internet [15] that can get a technically savvy person free (except for equip-
ment costs) pay television of various sorts. This is balanced by the ongoing legal
troubles that those who engage in this pursuit have to deal with. [16] Arrests are not
uncommon especially for purveyors of the specialized equipment needed to pursue this
game. The legal troubles have not stopped the thriving underground which has been
active for a long time.

The second case is that of Jon Johansen a Norwegian teenager. He created the
DeCSS descrambling program to playback DVDs on his Linux computer.[17] Since
DVDs are encrypted Mr. Johansen could not play them with out a player enabled with
the correct key. He was able to get the key and produce a player for his Linux machine.
He had to make his own player since no players were created by the industry for the
Linux platform. Since others could use his work to break the encryption and make



illegal copies of copyrighted works he was taken to court. He won his case but it is
being appealed still. [18]

The information in these cases is spread out over many websites, some under-
ground, some well known. Most probably it is available on peer to peer systems as well.
The individual websites can be sued, as was the site 2600.com, [19] and shut down but
that will not stop the information flow. While the 2600 site was blocked from link-
ing the code, it was freely available (and still is) from David Touretzky’s website[20].
A hacker website (2600) made a juicer target then the website of a Carnegie Mellon
researcher.

In both of these cases people are being arrested for utilizing intellectual property to
access copyrighted works. In many cases this is illegal. What is interesting is that in
both cases it only takes one person to ferret out the details to the intellectual property
and then it can spread to all interested people on the web. The authorities try to go
after any perpetrators they can find, but inevitably cannot get them all. Economically
the damage is clear. Both the pay television and DVD manufacturers are losing money
due to their intellectual property being spread.

5 Copyright Claims

There are so many copyrighted files being swapped around the Internet that to approach
this on a case by case basis would be overly long winded. What is simple to grasp is
that many files, predominantly music and video but software as well, that are under
legitimate copyright claims are freely available on the Internet. Using peer to peer
tools such as Direct Connect, [21] Kazaa [22] and Freenet [1] a vast amount of illicit
and legal files are ripe for the picking. Also with these decentralized tools there is no
clear legal target.

6 Toolsfor Information Anarchy

There are many tools available to transmit information over the Internet. Many of them
are preinstalled on every computer that ships from Dell such as FTP and web browsers.
There are however tools that are unique well suited to enabling the flow of information
over the web even in the face of powerful entities attempting to control it.

Tools such as SixFour, [12] Anonymizer, [23] Hushmail, [24] PGP [25] and the
now defunct Zero Knowledge network [26] all use (used) encryption and/or proxies
to provide anonymous and untraceable web surfing or email. Freenet [1] is uniquely
well suited for the anonymous spread of information across the web. It is an encrypted,
double blind, peer to peer network. Unless the user home or home machine is bugged in
some manner there is no way to know what has been added to the network or what has
been downloaded. There is now way to trace the movement of data across the Freenet
network. Freenet more then any other tool has the potential to completely frustrate
those attempting to control the flood of information on the Internet.



7 Legal Measures

There is the argument that legal measures will be able to control the pervasive spread
of restricted information. We see in some of the above cases that legal measures con-
trolled to some extent the flow of information. Sufficiently draconian legal measures
might keep people from restricted information if enough scapegoats were hauled in. It
certainly seems to be the intent of a recent series of suits against college students by
the Recording Industry Association of America (RIAA). [27]

Freenet however changes the whole situation. Since its structure guarantees that
no one can see what you upload or download there can be no control exerted unless
the authorities have access to your individual computer. While this kind of individual
control is possible with installed control hardware, the only other option is to ban cryp-
tography which admittedly might be a solution in China but is unlikely to work in this
country. Thus the legal option, in this country, will never work because there will be
no way to prove that a given user has uploaded or downloaded a restricted file.

8 Hardware Based Content Control

The solution then is in the hardware. The computing industry has seemed to come to
two conclusions. One is that there is money to be made selling computers as media dis-
tribution centers and two is that they will never get that market unless they can securely
distribute the media. [28] A secure hardware based solution for this is being promul-
gated by the Trusted Computing Platform Alliance(TCPA). Based on the number of
companies signed up for the TCPA [29] which includes such companies as HP, Intel,
Microsoft, Motorola, Nvidia and Raytheon it seems that the entire industry is involved.

The basic idea is that a secure cryptographic coprocessor will load a cryptograph-
ically signed operating system. Then that operating system will have the ability to
refuse to play, for instance, any movie file that was not cryptographically signed by the
appropriate movie studio or other authority. Thus this solution depends not on con-
trolling where information goes, but rather controlling what information can play on a
given computer. By accepting TCPA hardware users will be literally turning over the
keys to their computers. This will mean leaving the decision of what can run on their
computer up to whomever controls the keys. The side note is that this solution must be
in hardware otherwise the keys could be gotten out of the software with a debugger.

This end result is that the only sure fire way that vested interests can control the
dissemination of information over the Internet is through a solution like the TCPA.
It is however hard to imagine the public accepting this kind of solution and actually
buying machines with TCPA type hardware. There are two cautions here. The first
is the some IBM laptops already have most of the required hardware already built in
as a security feature with the ominous sounding "TCPA-compliant IBM Embedded
Security Subsystem 2.0”. [30] The second is that legislation has been proposed in
congress (and thankfully voted down) that would mandate this kind of hardware in
every computing device sold in this country. [31]



9 Conclusion

At the end of the day it seems that | will be able to download my Britney Spears MP3’s
and cracked copies of my favorite proprietary OS for the foreseeable future. | contend
that this is actually a good thing. As a Mr. Erle says on his O’Reilly weblog "Robert
Heinlein said it best over 60 years ago, in his first published short story, ”Life-Line”:

There has grown up in the minds of certain groups in this country the
notion that because a man or corporation has made a profit out of the public
for a number of years, the government and the courts are charged with the
duty of guaranteeing such profit in the future, even in the face of changing
circumstances and contrary to public interest. This strange doctrine is not
supported by statute or common law. Neither individuals nor corporations
have any right to come into court and ask that the clock of history be
stopped, or turned back.

As David Henkel-Wallace told the afternoon plenary session at ETech today, "Copy-
right is dead. It may take ten or thirty years to die, but it’s dead.” Would someone
please notify the RIAA? The rest of us have work to do, and the "clock of history” is
still ticking.” [32]

Once information is out in the wild it is out of control. The genie is out of the
bottle. Elvis has left the building. Information anarchy? Get ready for it. This paper
has been written while downloading copyrighted material. Go ahead, turn me in.
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