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Policy on Disrespect

•This includes all instructors, TAs, and tutors, including during recitations 
and office hours, and at the CSL

•We will not tolerate disruptions to a healthy learning environment

•Continued disruptions may be reported to any or all of the following and 
may result in being denied help in recitations and office hours
• RUPD
• Residents Life
• The Dean of Students
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Respect your instructional staff.



Announcements

•PA2 survey will be on Canvas

•Coming up next week:
• PA3 and WA4
• Exam information (TBA)

• ODS: please remember to contact ODS for special accommodations for the exam



Reference Material

•Today’s lecture partially draws inspiration from:
• CS 61C @ UC Berkeley (Prof. Dan Garcia)
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And Various C and Linux Reference Materials

https://cs61c.org/sp25/


Standards are Great, But…
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http://knking.com/books/c2/cover.htmlhttps://m.media-amazon.com/images/I/51EyaJeebHL._SL1056_.jpg https://www.manning.com/books/modern-c



Agenda

•Arrays and Strings

•Array nuances

•Unions
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•void

•basic types
• char
• signed integers
• unsigned integers

• floating-point

•enumerated types

•derived types
• structures
• pointers
• arrays
• unions
• functions
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Recap: Pointer Example
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void swap(int *pa, int *pb) 
{ 

int temp = *pa; 
*pa = *pb; 
*pb = temp; 

} 

void func(void) 
{ 

int a = 1, b = -1; 
swap(&a, &b); // swaps a and b

} 

0x0000_0001
&a

…

0xffff_ffff

…

&b

temp
&temp

&a
…

&pa

&b

&pb



Recap: Arrays and Strings
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•Arrays objects are a list of objects in memory

int8_t arr[4] = {-2, -1, 0, 1};

0xfe
&arr

…
…

0xff

0x00

0x01

Array Object 
(identifier = “arr”)

int8_t Object 
(unnamed)

char str[] = "cs211";

'c'
&str

…

's'

'2'

'1'

'1'

0x00

…

Array Object 
(identifier = “str”)

char Object 
(unnamed)

“null terminator” for C strings
(C library functions expect this)



Indexing C Arrays
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•Array indexing is very straightforward

void func(void) 
{ 

char c[3] = {'c', 's', '\0’};

printf("%c%c", c[0], c[1]);

printf("%s", c);
}

'c'
&str

…
…

's'

0x00

c[0]

c[1]

c[2]

char Object 

Special format specifier for C strings 
(expects the null termination)



Size vs. Length of an Array
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•Size: total bytes in memory

•Length: number of elements

void func(void) 
{ 

int32_t arr[4] = {-2, -1, 0, 1};

int size = sizeof(arr); // 16 (bytes)

int length = sizeof(arr) / sizeof(arr[0]);
// 16 (bytes) / 4 (bytes) = 4 elements

}

0xffff_fffe
&arr

…
…

0xffff_ffff

0x0000_0000

0x0000_0001



Under the Hood, Indexing is Just Pointers
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•Array identifiers act like pointers (to the first element)

uint8_t arr[4] = {0, 1, 2, 3};
uint8_t a0 = *arr;       // == arr[0]
uint8_t a1 = *(arr + 1); // == arr[1]
...

0xfe
arr

…
…

0xff

0x00

0x01

•Element access is just shorthand for pointer arithmetic

arr[0] *arr

arr[1] *(arr + 1)

arr[N-1] *(arr + N - 1)
…uint8_t arr[N] uint8_t *arr



C Strings
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char str[6] = "cs211";

'c'
str

…

's'

'2'

'1'

'1'

0x00

…

C Strings (have null termination)

char *str = "cs211";

NOT a C String

char str[] = "cs211";

char str[] = {‘c’, ‘s’, ‘2’, ‘1’, ‘1’, ‘\0’};

'c'
str

…

's'

'2'

'1'

'1'

…
char str[] = {‘c’, ‘s’, ‘2’, ‘1’, ‘1’};

printf("%s", str); printf("%s", str);



Pointer Arithmetic

•Adding/subtracting integers operates on units of 1
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uint64_t u = 0;
u = u + 1; // u = 1

•Adding/subtracting pointers operates on units of "sizeof(pointee)"

uint64_t *p = 0;
p = p + 1; // p = 8

uint32_t *p = 0;
p = p + 1; // p = 4

uint16_t *p = 0;
p = p + 1; // p = 2

…

b[15:0]

b[15:0]

&p[0] = 0

&p[1] = 2

…

b[31:0]

b[31:0]

&p[0] = 0

&p[1] = 4

…

b[63:0]

b[63:0]

&p[0] = 0

&p[1] = 8

Element access is just shorthand for pointer arithmetic
p[n] ⟺ *(p + n)



Example: Linked List with Pointer Arithmetic
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struct node 
{ 

uint8_t data;
struct node *next; 

}

data
next

head

data
next

data
next

NULL

Singly-Linked List

#define N 100
struct node n[N]; // array of statically-allocated nodes

for(int i = 0 i < N; i++) 
{

struct node *this = n + i; // &n[i]
this->data = (uint8_t)i; 
this->next = (i == N - 1) ? NULL : (n + i + 1); // &n[i + 1]

}

data
next

n

…
…

data
next

n + 1

data
next

n + 2

s
i
z
e
o
f
(
s
t
r
u
c
t
 
n
o
d
e
)

 b
yte

s



Example: “argv”
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int main(int argc, char *argv[]) 
{ 

// code
}

…
…

char *

char *

argv

NULL
argv + argc

argv + 1

argv is an array of pointers
argv[n] are C strings

…
…

‘.’

‘/’

argv[0]

‘\0’

‘p’

‘a’

‘3’

…
…

‘t’

‘w’

argv[1]

‘\0’

‘o’

netid@ilab:~/cs211$ ./pa3 two
sizeof(argv) won’t work

(compiler doesn’t know the length)



Multidimensional Arrays

•The compiler “does the right thing” for multidimensional arrays 
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uint8_t mat_1d[]    = {0, 1, 2, 3};
// sizeof(mat1d) == 4

…
…

mat_1d

0x00

0x01

0x02

0x03

uint8_t mat_2d[][2] = {{0, 1}, {2, 3}};
// sizeof(mat2d)== 4

mat_2d[0]

mat_2d[1]

…
…

mat_2d

mat_2d + 1

mat_2d

0x00

0x01

0x02

0x03

mat_2d + 1



Example: Flattened Matrix
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#define N 100
#define M 100

int print_mat(uint32_t *mat)
{

for(int n = 0; n < N; n++) // rows
for(int m = 0; m < M; m++) // cols

printf(mat[m + n * M]); //  *(mat + m + n * M )
}

int main(int argc, char *argv[]) 
{

uint32_t mat[N * M] = {0}; // statically-allocated array
print_mat(mat);

}

mat[0]
mat

…
…

mat[1]
mat + 1

mat[N*M-1]
mat + N*M-1

…

Physical Organization

Logical Organization

0 1 2 M-1

M M+1 M+2 2M-1

2M 2M+1 2M+2 3M-1

(N-1)*M
(N-1)*M 
+ 1

(N-1)*M 
+ 2

NM - 1…

…

…
…
…

………



Agenda

•Pointers

•Basics (continued)

•Why pointers?

•Pointer nuances

•Arrays and Strings

•Array nuances
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•void

•basic types
• char
• signed integers
• unsigned integers

• floating-point

•enumerated types

•derived types
• structures
• pointers
• arrays
• unions
• functions



Caution: Array Off-By-One Errors

•Avoid magic numbers – error prone and hard to read/change
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int array[10];
for(int i = 0; i <= 10; i++)

array[i] = 0;

#define LEN 10

int array[LEN];
for(int i = 0; i < LEN; i++)

array[i] = 0;

Array “out of bounds” access
• C does NOT check for you!
• Undefined behavior: can be hard to debug



CVEs on Arrays
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uint8_t arr[3] = {1, 2, 3};
uint8_t *p = &arr;

p

…
…

&arr

&arr

0x01

0x02

0x03

Array vs. Pointer Identifiers
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sizeof(arr) == 3
sizeof(arr[0]) == 1

Array object
(sequence of other objects)

Pointer identifiers refer to 
one pointer object 

Array identifiers refer to 
one array object Pointer object

(holds memory addresses)
sizeof(p) == 8



Pointer Arithmetic on Arrays
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uint8_t arr[3] = {1, 2, 3};
uint8_t *p = &arr;

p

…
…

&arr

&arr

0x01

0x02

0x03Arrays and Pointers-to-Arrays Are Different

uint8_t *p = arr;
p++; // p = &arr[0]

uint8_t (*pa)[3] = &arr;
pa++; // pa = &arr[4] (OOB)

Array Objects are NOT Pointers

arr++; // illegal

sizeof(arr) == 3
sizeof(arr[0]) == 1

Array object
(sequence of other objects)

Pointer object
(holds memory addresses)

sizeof(p) == 8



Demotion to Pointers

•Array objects are passed as pointers when passed to a function
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void func(int *arr);

void func(int arr[]);
Equivalent

int main(int argc, char *argv[]);

int main(int argc, char **argv);
Equivalent

•Function arguments lose the array type information
• Can no longer use sizeof(arr)

• Need to explicitly pass the array length or use a sentinel to mark the end



Agenda

•Arrays and Strings

•Array nuances

•Unions
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•void

•basic types
• char
• signed integers
• unsigned integers

• floating-point

•enumerated types

•derived types
• structures
• pointers
• arrays
• unions
• functions



Union Types
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union my_union 
{ 

uint32_t i; 
float f; 

};

union my_union u; 
u.i = 1; 
u.f = 1; 
// ...

ISO Standard 9899:2011 6.2.5.20

…
…

&u

0x0000_0001

…
…

&u

0x3f80_0000

Same memory location
(updates overwrite each other)



Union Example Code
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union my_union 
{ 

uint32_t i; 
float f; 

};

union my_union u; 
// sizeof(u) == 4

u.i = 1; 
printf(“%x %f”, u.i, u.f);

u.f = 1; 
printf(“%x %f”, u.i, u.f);



Unions vs. Pointers

•You can do the same thing by type casting pointers
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union my_union 
{ 

uint32_t i; 
float f; 

};

union my_union u; 

uint32_t i = 1; 
printf(“%f”, *(float *)&i);

float f = 1;
printf(“%x”, *(uint32_t *)&f);

•However: unions guarantee that the object can represent the type

•Unions are generally safer than type casting pointers



[Demo] Examining Memory in GDB

• start or run – start the session

• break <location> - set a breakpoint
• b main – break at the main function

• b main.c:11 – break there, for example

• p <variable> - print a variable
• p/x <variable> – print in hex

• p/t <variable> – print in binary

• x <address> - print memory at the address
• x/10b <address> – print 10 bytes

• x/10b <variable> - get the address from a variable

• layout <command> - change the GDB layout
31

Terminal Emulator 1: 
netid@ilab4:~/cs211/experiment$ /common/system/riscv64i/grun pointer

Terminal Emulator 2: 
netid@ilab4:~/cs211/experiment$ /common/system/riscv64i/gdb pointer

same ilab machine! same directory!



Next Week

•Functions

•Memory layout of a C program

•Dynamic memory allocation
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