
CS 211: Intro to Computer Architecture
6.1: C Data Representation III: Derived Types Cont.

Spring 2025 – Tuesday 25 February

Minesh Patel



Announcements

•PA2 due Wednesday, Feb 23 @ 23:59
• We will have a post-PA2 survey during the next class

•PA3 and WA4 to be released at the end of the week



Reference Material

•Today’s lecture partially draws inspiration from:
• CS 61C @ UC Berkeley (Prof. Dan Garcia)
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And Various C and Linux Reference Materials

https://cs61c.org/sp25/


Standards are Great, But…
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http://knking.com/books/c2/cover.htmlhttps://m.media-amazon.com/images/I/51EyaJeebHL._SL1056_.jpg https://www.manning.com/books/modern-c



Recommended GCC Warning Options
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-Wall
-Wextra

https://gcc.gnu.org/onlinedocs/gcc/Warning-Options.html

-Werror

Enables additional (mostly useful) warnings

Treat all warnings as errors (don’t create the executable)

-pedantic Follow the C standard strictly (often helpful, but very… pedantic)

-Wshadow Warns when you use the same name for variables in different scopes

void func(int a) 
{ 

for(uint32_t a = 0; a < 10; a++) 
{ 

printf(“%d”, a); // which a?
} 

}

Example of Variable Shadowing



Agenda

•Pointers

•Basics (continued)

•Why pointers?

•Pointer nuances

•Arrays and Strings

•Array nuances
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•void

•basic types
• char
• signed integers
• unsigned integers

• floating-point

•enumerated types

•derived types
• structures
• pointers
• arrays
• unions
• functions



Recap: Pointers “Point” to Other Objects
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uint8_t u = 0xff;
uint8_t *p = &u;

u = 0xff

p = 0x103

…
…

0x103

0x104

Pointer types are
objects in memory

Pointers contain the 

memory address

of other objects



Pointer Example
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#include <stdlib.h> 

void func(void)
{ 

uint16_t *p = NULL; // NULL = pointing nowhere
uint16_t u = 0xffffu; 

p = &u; 
printf(“%p %x %x\n”, p, *p, u);

u >>= 4; 
printf(“%p %x %x\n”, p, *p, u);

*p >>= 4;
printf(“%p %x %x\n”, p, *p, u);

}

p = NULL

u = 0xffff

…
…

0x100

0x108

• Declare an identifier p 
• Type “pointer to uint16_t”
• Initialized to NULL 

• i.e., pointing to “nothing”



Pointer Example

9

#include <stdlib.h> 

void func(void) 
{ 

uint16_t *p = NULL; // NULL = invalid address 
uint16_t u = 0xffffu; 

p = &u; 
printf(“%p %x %x\n”, p, *p, u);

u >>= 4; 
printf(“%p %x %x\n”, p, *p, u);

*p >>= 4;
printf(“%p %x %x\n”, p, *p, u);

}

p = NULL 0x108

u = 0xffff

…
…

0x100

0x108

• Set p to the address of u
• “p points to u”

• Print the value pointed to by p
• *p: “dereferencing the pointer”

• Declare an identifier p 
• Type “pointer to uint16_t”
• Initialized to NULL 

• i.e., pointing to “nothing”



Pointer Example
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#include <stdlib.h> 

void func(void) 
{ 

uint16_t *p = NULL; // NULL = invalid address 
uint16_t u = 0xffffu; 

p = &u; 
printf(“%p %x %x\n”, p, *p, u);

u >>= 4; 
printf(“%p %x %x\n”, p, *p, u);

*p >>= 4;
printf(“%p %x %x\n”, p, *p, u);

}

p = NULL 0x108

u = 0x0fff

…
…

0x100

0x108

• Set p to the address of u
• “p points to u”

• Print the value pointed to by p
• *p: “dereferencing the pointer”

• Declare an identifier p 
• Type “pointer to uint16_t”
• Initialized to NULL 

• i.e., pointing to “nothing”

• P still points to u



Pointer Example
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#include <stdlib.h> 

void func(void) 
{ 

uint16_t *p = NULL; // NULL = invalid address 
uint16_t u = 0xffffu; 

p = &u; 
printf(“%p %x %x\n”, p, *p, u);

u >>= 4; 
printf(“%p %x %x\n”, p, *p, u);

*p >>= 4;
printf(“%p %x %x\n”, p, *p, u);

}

p = NULL 0x108

u = 0x00ff

…
…

0x100

0x108

• Set p to the address of u
• “p points to u”

• Print the value pointed to by p
• *p: “dereferencing the pointer”

• Declare an identifier p 
• Type “pointer to uint16_t”
• Initialized to NULL 

• i.e., pointing to “nothing”

• P still points to u

• Changes the value pointed to by p



Interpreting Memory Locations

•Memory is just an array of bytes

•A memory location can hold any type of object

12

•Types tell the compiler how to interpret those bytes
• Beware of endianness ☺

*(uint8_t *)(0xff0) = 0xff;

…
…

0xff0
ff

ff
ff
ff
ff

ff
ff
ff

*(uint16_t *)(0xff0) = 0xffff;

*(uint32_t *)(0xff0) = 0xffff_ffff;

*(uint64_t *)(0xff0) = 0xffff_ffff_ffff_ffff;

This will compile + run, but reading from invalid 
memory locations is undefined behavior



#include <stdlib.h> 
#include <stdio.h> 
#include <stdint.h> 

int main(int argc, char *argv[]) 
{ 

uint8_t u8 = 0xff; 

uint8_t *p_u8 = &u8; 
printf("as int: %d @ %p\n", (int)*p_u8, p_u8); 

int8_t *p_i8 = (int8_t *)p_u8; 
printf("as int: %d @ %p\n", (int)*p_i8, p_i8);
 
return EXIT_SUCCESS; 

}

Pointer Example 2

13

Memory

…
…

0x100

0x104

int argc

char *argv[]



#include <stdlib.h> 
#include <stdio.h> 
#include <stdint.h> 

int main(int argc, char *argv[]) 
{ 

uint8_t u8 = 0xff; 

uint8_t *p_u8 = &u8; 
printf("as int: %d @ %p\n", (int)*p_u8, p_u8); 

int8_t *p_i8 = (int8_t *)p_u8; 
printf("as int: %d @ %p\n", (int)*p_i8, p_i8);
 
return EXIT_SUCCESS; 

}

Pointer Example 2
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Memory

…
…

0x100

0x104

0x10c

int argc

uint8_t u8

char *argv[]



#include <stdlib.h> 
#include <stdio.h> 
#include <stdint.h> 

int main(int argc, char *argv[]) 
{ 

uint8_t u8 = 0xff; 

uint8_t *p_u8 = &u8; 
printf("as int: %d @ %p\n", (int)*p_u8, p_u8); 

int8_t *p_i8 = (int8_t *)p_u8; 
printf("as int: %d @ %p\n", (int)*p_i8, p_i8);
 
return EXIT_SUCCESS; 

}

Pointer Example 2
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Memory

…
…

0x100

0x104

0x10c

int argc

uint8_t u8

char *argv[]

uint8_t *p_u8

0x10d



Pointer Example 2
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#include <stdlib.h> 
#include <stdio.h> 
#include <stdint.h> 

int main(int argc, char *argv[]) 
{ 

uint8_t u8 = 0xff; 

uint8_t *p_u8 = &u8; 
printf("as int: %d @ %p\n", (int)*p_u8, p_u8); 

int8_t *p_i8 = (int8_t *)p_u8; 
printf("as int: %d @ %p\n", (int)*p_i8, p_i8);
 
return EXIT_SUCCESS; 

}

Memory

…
…

0x100

0x104

0x10c

int argc

uint8_t u8

char *argv[]

uint8_t *p_u8

int8_t *p_i8

0x10d

0x111



Agenda

•Pointers

•Basics (continued)

•Why pointers?

•Pointer nuances

•Arrays and Strings

•Array nuances
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•void

•basic types
• char
• signed integers
• unsigned integers

• floating-point

•enumerated types

•derived types
• structures
• pointers
• arrays
• unions
• functions



void swap(int a, int b) 
{ 

int temp = a; 
a = b; 
b = temp; 

} 

void func(void) 
{ 

int a = 0, b = 1; 
swap(a, b); // does nothing

} 

Modifying Copies of {a, b}

Passing Parameters in C

•C function arguments are always copies rather than the original object
• Call by value: arguments are copies of the original object(s)
• Call by reference: arguments refer to the original object(s)
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Copy of an 
int object

void swap(int *a, int *b) 
{ 

int temp = *a; 
*a = *b; 
*b = temp; 

} 

void func(void) 
{ 

int a = 0, b = 1; 
int *p_a = &a, *p_b = &b; 
swap(p_a, p_b); // swaps a and b

} 

Modifying the Original {a, b}

C
Not C

Copy of an 
int * object



Pointer Use-Case 1: Passing Parameters

•Mutability: pointers emulate passing by reference
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•Performance: Pointers let us avoid copying gigantic objects every time

void func_0(struct big_data s); void func_0(struct big_data *s);

Copying: entire object (e.g., 100 GB) Copying: pointer object (e.g., 8B)

void swap(int a, int b) 
{ 

int temp = a; 
a = b; 
b = temp; 

} 

void swap(int *a, int *b) 
{ 

int temp = *a; 
*a = *b; 
*b = temp; 

} 



Pointer Use-Case 2: Memory Management

•So far, we’ve relied on the compiler to create/destroy objects
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Static Memory Allocation

void func(int print) 
{ 

if(print != 0)
{

uint32_t u = 0; // compiler creates object ‘u’
printf("%d", u); // we use the object 

} // compiler destroys ‘u’ (out of scope)
}

•Unfortunately, we don’t always know our objects at compile time
• Maybe dependent on runtime inputs (e.g., modify a data structure, read a file)
• Maybe we don’t know an object’s type



Pointer Use-Case 2: Dynamic Memory Management

•Dedicated functions malloc()/free() to create/destroy objects of size N
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Dynamic Memory Allocation
void func(void) 
{ 

// programmer allocates object
uint64_t *p = (uint64_t *)malloc(sizeof(uint64_t)); 

// use your object
*p = 0; 
*p = *p + 1; 

free(p); // programmer destroys object
}

Static Memory Allocation
void func(void) 
{ 

// compiler allocates the object
uint32_t u; 

// use the object 
u = 0; 
u = u + 1; 

} // compiler destroys u (out of scope)

ISO Standard 9899:201x



Pointer Use-Case 3: Low-Level Programming

•Many CPU features are configured via hardwired memory locations
• Initializing (booting) the system
• Configuring hardware/software policies
• Interfacing with devices (e.g., accelerators, peripherals, I/O)
• …

22https://wiki.osdev.org/Memory_Map_(x86)

X86 “System Address Map” on Bootup



Caution: Pointer Bugs

• Pointers are powerful, but also a huge source of real-world bugs and vulnerabilities
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Common Pointer Bugs

24

Uninitialized Pointer (BAD)
void func(void) 
{ 

char *p;
*p = 0x100; // undef behavior

}

void func(void) 
{ 

char *p = NULL;
*p = 0x100; // defined behavior (crash)

}

Initialized Pointer (OK)

Dangling Pointer
void func(void) 
{ 

char *p;

if(1)
{
 char c = ‘a’;
    p = &c;
}

*p = 0x100; // undef behavior (object c is gone)
}



Agenda

•Pointers

•Basics (continued)

•Why pointers?

•Pointer nuances

•Arrays and Strings

•Array nuances
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•void

•basic types
• char
• signed integers
• unsigned integers

• floating-point

•enumerated types

•derived types
• structures
• pointers
• arrays
• unions
• functions



Initializing Multiple Pointers

•C allows multiple declarations on one line
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char a, b; // neither initialized 
char a = ‘a’, b; // b uninitialized 
char a = ‘a’, b = ‘b’; // both initialized

char *a, b; // b is NOT a pointer; neither are initialized
char *a = NULL, *b; // b uninitialized 
char a = 0, *b = &a; // both initialized

• It gets messy and confusing with pointers

•We recommend sticking to one line per declaration/initializer

char *a = NULL,
     *b = NULL; // if you must



Pointers to Structs

•A pointer can point to any C object (int, struct, enum, pointer, etc.)
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void initialize_node(struct node n) 
{ 

new_node.data = 0; 
new_node.next = NULL;

} // n is destroyed here (original unmodified)

Passing a Struct By Value
void initialize_node(struct node* n) 
{ 

new_node->data = 0;    // (*new_node).data
new_node->next = NULL; // (*new_node).next

} // original n is modified

Passing a Struct By Pointer

struct node 
{ 

uint8_t data;
struct node *next; 

}

data
next

head

data
next

data
next

NULL

Singly-Linked List



The Void Pointer

• Implies we can convert any pointer type to any other type
• Enables reinterpreting an object as a different type (more on this later)
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ISO Standard 9899:201x (6.3.2.3)

uint8_t u = 0xff;
struct node *p = (struct node *)&u;
p->next = NULL; // very bad things happen!

void *p;

“p” is a pointer to an object of type “void”

void v = *p;

Cannot dereference a “void *”
 (compiler doesn’t know how to interpret 

what is at the memory address)

Type “void” is incomplete



Pointers to Pointers
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&p

&p

“p
p

” 
p

o
in

ts
 t

o
 “

p
”

uint16_t **pp;

uint16_t **pp = &p;

0x0000

uint16_t u;

&u
&u

“p” points to “u”

uint16_t *p;

uint16_t u = 0;
uint16_t *p = &u;

&pp

&pp

“p
p

p
” 

p
o

in
ts

 t
o

 “
p

p
”

uint16_t ***ppp;

uint16_t ***ppp = &pp;



Pointer-to-pointer Example: Singly Linked List
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struct node 
{ 

uint8_t data;
struct node *next; 

}

data
next

Head

data
next

data
next

NULL

void insert_at_head(struct node **head, int data) 
{ 

// initialize the new node 
struct node *new_node = create_node(); 
new_node->data= data; 
new_node->next = *head; 

// update head 
head->next = *head; 
*head = new_node; 

}

struct node * create_node(void);

void insert_at_head(
struct node **head, int data);

int main(int argc, char *argv[]) 
{ 

struct node *head = create_node(); 
insert_at_head(&head, 0);
insert_at_head(&head, 1);

}



Agenda

•Pointers

•Basics (continued)

•Why pointers?

•Pointer nuances

•Arrays and Strings

•Array nuances
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•void

•basic types
• char
• signed integers
• unsigned integers

• floating-point

•enumerated types

•derived types
• structures
• pointers
• arrays
• unions
• functions



Arrays and Strings
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•C arrays are objects in memory
•An array object contains a sequential list of some other type of object
•No metadata for array length

void func(void) 
{ 

int8_t arr[4] = {-2, -1, 0, 1};

// some code
}

0xfe
&arr

…
…

0xff

0x00

0x01

Array Object 
(identifier = “arr”)

void func(void) 
{ 

char str[] = “cs211”;

// some code
}

‘c’
&str

…

‘s’

‘2’

‘1’

‘1’

0x00

Array Object 
(identifier = “str”)

C strings are just 
arrays of characters

(with a null terminator)



Indexing C Arrays
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•Array indexing is very straightforward

void func(void) 
{ 

int8_t i[4] = {-2, -1, 0, 1};

printf("%d%d%d%d", i[0], i[1], i[2], i[3]);
}

0xfe
&arr

…
…

0xff

0x00

0x01

i[0]

i[1]

i[2]

i[3]

int8_t Object 

void func(void) 
{ 

char c[3] = {'c', 's', '\0’};

printf("%c%c", c[0], c[1]);
printf("%s", c);

}

‘c’
&str

…
…

‘s’

0x00

c[0]

c[1]

c[2]

char Object 



Under the Hood, Indexing is Just Pointers
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•Array identifiers act like pointers (to the first element)

void func(void) 
{ 

uint8_t arr[4] = {0, 1, 2, 3};
uint8_t a0 = *arr;       // == arr[0]
uint8_t a1 = *(arr + 1); // == arr[1]
...

}

0xfe
arr

…
…

0xff

0x00

0x01

•Element access is just shorthand for pointer arithmetic

arr[0] *arr

arr[1] *(arr + 1)

arr[N] *(arr + N)

…

uint8_t arr[]; uint8_t *arr;



Pointer Arithmetic

•Adding/subtracting integers operates on units of 1
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uint64_t u = 0;
u = u + 1; // u = 1

•Adding/subtracting pointers operates on units of "sizeof(pointee)"

uint64_t *p = 0;
p = p + 1; // p = 8

uint32_t *p = 0;
p = p + 1; // p = 4

uint16_t *p = 0;
p = p + 1; // p = 2

…

b[15:0]

b[15:0]

0

2

…

b[31:0]

b[31:0]

0

4

…

b[63:0]

b[63:0]

0

8

Element access is just shorthand for pointer arithmetic
p[n] ⟺ *(p + n)



Agenda

•Pointers

•Basics (continued)

•Why pointers?

•Pointer nuances

•Arrays and Strings

•Array nuances
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•void

•basic types
• char
• signed integers
• unsigned integers

• floating-point

•enumerated types

•derived types
• structures
• pointers
• arrays
• unions
• functions



Caution: Array Off-By-One Errors

•Avoid magic numbers – error prone and hard to read/change
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int array[10];
for(int i = 0; i <= 10; i++)

array[i] = 0;

#define ARR_LEN 10

int array[ARR_LEN];
for(int i = 0; i < ARR_LEN; i++)

array[i] = 0;

Array “out of bounds” access
• C does NOT check for you!
• Undefined behavior: can be hard to debug



uint8_t arr[3] = {1, 2, 3};
uint8_t *p = &arr;

p

…
…

&arr

&arr

0x01

0x02

0x03

Array vs. Pointer Identifiers

38

sizeof(arr) == 3
sizeof(arr[0]) == 1
sizeof(p) == 8

Pointer object
(holds memory addresses)

Array object
(sequence of other objects)

Pointer identifiers refer to 
one pointer object 

Array identifiers refer to 
one array object 



Size of an Array
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Array object
(sequence of other objects)

uint8_t arr[3] = {1, 2, 3};
uint8_t *p = &arr;

p

…
…

&arr

&arr

0x01

0x02

0x03

Pointer object
(holds memory addresses)

Compiler does NOT know the length 
of an array pointed to by p

num_elements = ??????(p);

Compiler knows the length of arr

num_elements = sizeof(arr) / sizeof(arr[0]); 

(the information is embedded in the type)

sizeof(arr) == 3
sizeof(arr[0]) == 1
sizeof(p) == 8



Caution: Pointers and Arrays are Not Identical

•Do not confuse pointer and array types 
• arr does NOT “store” a memory address

• Can’t change the address it represents

40

Array object
(sequence of other objects)

uint8_t arr[3] = {1, 2, 3};
uint8_t *p = &arr;

p

…
…

&arr

&arr

0x01

0x02

0x03

Pointer object
(holds memory addresses)

sizeof(arr) == 3
sizeof(arr[0]) == 1
sizeof(p) == 8

• Type of arr  = array of uint8_t[3] 
• uint8_t[3]

• Type of &arr = pointer to array 
• uint8_t(*)[3]

• Type of p = pointer to uint8_t
• uint8_t *



Multidimensional Arrays

•The compiler “does the right thing” for multidimensional arrays 

41

uint8_t mat_2d[2][2] = {{0, 1}, {2, 3}};
uint8_t mat_1d[4]    = {0, 1, 2, 3};

mat_2d[0][0] == mat_1d[0];
...

…
…

mat_2d

0x00

0x01

0x02

0x03

…
…

mat_1d

0x00

0x01

0x02

0x03



Demotion to Pointers

•Array objects are treated as pointers when passed to a function

42

void func(int *arr);

void func(int arr[]);
Treated as identical

int main(int argc, char *argv[]);

int main(int argc, char **argv);
Treated as identical

•Function arguments lose the array type information
• Can no longer use sizeof(arr)

• Need to explicitly pass the array length or use a sentinel to mark the end



Multidimensional Arrays: Example “argv”
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int main(int argc, char *argv[]) 
{ 

// code
}

…
…

char *

char *

argv

NULL
argv + argc

argv + 1

argv is an array of pointers
argv[n] are C strings

…
…

‘.’

‘/’

argv[0]

NULL

‘p’

‘a’

‘3’

…
…

‘t’

‘w’

argv[1]

NULL

‘0’

netid@ilab:~/cs211$ ./pa3 two



Next Week

•Functions (and parameter passing)

•Memory layout of a C program

•Dynamic memory allocation

44
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