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The partnership that has recently grown up between computers and
communications systems promises to have a substantial impact upon many
areas of society. As computers have become less expensive and more reliable,
and bulk communication bandwidth less expensive and more available,
interest in computer networks has grown dramatically. The ARPA Network is
prototypical and its main characteristics are described.

By allowing large numbers of geographically separated individuals and
facilities to share increasingley sophisticated computer resources, and to do so
efficiently and reliably, such networks can be expected to: alter the
economics of computer use and the quality of computer service; catalyse the
availability of specialized computer-based resources and the accessibility of
centers of expertise; modify the use of small computer facilities; modify
techniques for document preparation; and, in the broadest sense, change
some of the traditional forms of human communication.

F. E. Heart, Bolt Beranek and Newman Inc., 50 Moulton Street,
Cambridge, Mass. 02138, U.S.A.

l. Introduction

Over the last few years, a strong and significant
partnership has grown up between computers and
communications systems. On the one hand, computers
are being used to effect far-reaching improvements in
communications systems; on the other, communications
Systems are being used to increase and extend the utility
of computers. This partnership is an important new tool
which will have an impact upon all the areas of society
where computers are already in use, and which will also
rapidly open up new areas of computer application that
Were heretofore not appropriate. The present paper
attempts to review the recent “network” stages of
growth in the computer/communication partnership and
to discuss the implications of this new tool, both in a
ge.neral way and with specific reference to the life
sciences.

The association of computers and communications is
fI0L, in itself, a recent phenomenon. Communications
CIrcuits were attached to computers as early as the
1950’s, and during the last decade the remote use of
fOmputer services has become a viable industry. Further,
Omputers have been used within communications
S¥stems for a Jong time; for example, in specialized and
¢laborated military systems very early and in numerous

“front-end” communications processors of all kinds.
These instances, however, have been one-of-a-kind com-
binations: held together with special engineering, requi-
ring dedicated leased lines, adapting themselves to
communications systems designed for voice; as a result
they have generally been difficult to implement, expen-
sive to operate, and often unsatisfactory. To show how
this not-very-easy association could become a workable
partnership, it is useful to point to certain major lines of
development in electronic technology.

Over the twenty-year period since the early 1950’s,
the electronics industry in general and the computer
industry in particular have been in a state of extra-
ordinarily productive turmoil. Two basic trends (of
many that might be noted) have been the decreasing cost
and increasing reliability of circuits and of computers
constructed from those circuits; and the increasing
availability and decreasing cost of bulk communications
bandwidth. (Very roughly, computer costs per CPU
cycle have dropped by a factor of ten every five years
[1].) A very recent important factor in the decreasing
cost of bandwidth has been the rapid integration of
communications satellites into the inventory of the
carriers. As an interesting example of inexpensive bulk
communication, a 50 kilobit per second satellite data
circuit from California to Hawaii was leased at only
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slightly greater cost than a voice circuit over that path
(because, on such satellite circuits, voice is in fact carried
as 50-kilobit PCM, and providing the data service
actually required less equipment).

The improvement in cost/performance/ reliability of
circuits and computers has had several important results,
including: (1) the development of increasingly larger
computational resources. (2) the development of very
small computers whose cost and reliability make them
sensible for use as flexible switchgear in communications
systems and competitive with special-purpose hardware.

The availability of economic bulk bandwidth has led
to: (1) a desire to share bandwidth in a reliable and
efficient manner among users with limited needs; (2) the
increasing potential competitiveness of using a distant
computational resource rather than obtaining that re-
source locally.

i1. Computer networks

The mushrooming of developments in computer/
communication during the last five years has led to a
rapid growth of interest in computer networks. A recent
bibliography on Resource-Sharing Computer Networks
[2] lists the number of published contributions for the
years 1969, 1970, 1971 and 1972 as, respectively, 46,
94, 121, and 144, and this bibliography does not include
several extentive series of informal documents. This
sudden increase in interest was triggered by the United
States’ decision, in 1968, to build the ARPA Network.
The ARPA Network project focused many diverse
interests and needs, and has been prominent to the point
that terms such as “packet switching”’, “Host”, “IMP”,
and “resource sharing” have become part of the techno-
logical jargon of the day. The ARPA Network has been
widely reported, with many citations in [2]; a few key
references are [3, 4, 5, 6,7, 8], and a recent interesting
summary of packet switching technology is given in [9].
Network projects are being undertaken all over the
world; a recent document describing many such projects
is [10], certain others are described in [11, 12, 13] and
the involvement of satellite channels is discussed in [14].
In the United States, commercial carriers based upon the
new technology are rapidly evolving [15, 16].

In order to provide background for discussing the
implications of computer networks, and since the ARPA
Network is prototypical, some characteristics of that
network will be briefly summarized below. Fig. 1 is a
recent “logical” map of the network, showing Host
computers as well as the network nodes (Interface Message
Processors or IMPs, and Terminal IMPs or TIPs). By
early 1974, internode traffic on this net had reached
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~0.75 billion bits/day, and new nodes were joining the
net at about one per month. Most internodal network
circuits operate at 50 kilobits per second (Kbs); however,
two circuits operate at 730.4 Kbs, the satellite link from
the United States to Norway operates at 7.2 Kbs, and
the Norway-United Kingdom circuit operates at 9.6 Kbs.
Host interfaces to IMPs and TIPs typically operate at bit
rates from 50 to 300 Kbs, and most terminals are
connected to TIPs at rates under 2400 bits per second.

Important features of the ARPA Network include the
following:

(a) It isa store-and-forward packe-switching system in
which the path for a given message is not established in
advance, each message carries an address, and messages
typically traverse several nodes in going from source to
destination.

(b) It is a highly reliable and high speed communica-
tion system in which there are typically several possible
paths between source and destination, packets are held
at each node until successfully received at the suc-
ceeding node, and total sourcedestination transit time is
usually under 0.5 seconds.

(c) The standardized IMPs/TIPs and the adaptive
routing of packets make the net robust in the face of
circuit or node failure and also permit extremely simple
addition of circuits and nodes for expansion or recon-
figuration.

(d) The arrangements for Host connection facilitate
the interconnection of computers from different manu-
facturers and of one-of-a-kind research computers.

(e) The TIP provides access 10 the net, and in turn t0
the resource pool of Hosts, for a wide variety of terminal
types. By use of a “network virtual terminal” mecha-
nism, each network Host need deal with only that
“yirtual” terminal, all other terminal idiosyncrasies being
dealt with by the TIP.

(f) The basic way in which messages use the network
capacity make it appropriate to consider transmission
costs to be independent of distance, and to consider
such costs to be based primarily on quantity of data sent
rather than connect time; both major departures from
prior communication £CONOmics.

(g) Because circuit bandwidth may be quite flexibly
and efficiently multiplexed, transmission costs aré very
favorable compared to other competitive approaches; in
a proposed commercial ARPA.like net, prices may ¢
only 50 cents per megabit [16].

(h) Programs running in the ,IMPs and TIPs may b
remotely debugged, modified or reloaded from 2 Net:
work Control Center, and a new version of the progra
can be released to the entire net in Jess than two hour

(i) The ‘Host-to-Host protocols”—disciplines by
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ARPA NETWORK, LOGICAL MAP, JANUARY 1974
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which processes in one host communicate with processes  already designed.

in Hosts elsewhere on the network —are largely inde-
pendent of the communication system, and a given Host
grouping may implement and use a network standard
protocol or may use a private specialized protocol. Thus
the network conveniently allows diverse private ‘“‘com-
munities of interest” to be built up “on top of” the
basic network functions.

As experience has been gained with the ARPA
Network, and as the number of people ‘‘thinking
network™ has increased, many modifications to the
ARPA Network design have been promulgated. With
Such a young discipline many areas for improvement
exist, and there is also a strong tendency to invent new
dpproaches. On the other hand, as networks appear in
Many countries, and even multiple nets in the same
tountry, the demand for intercommunication among
dlfferent nets becomes important; 1974 is in fact a very
detive year for study of possible standards for inter-
flational net interworking, and some experiments are

It is now obvious that packet-switching nets of this
general type will be commonplace in a few years, and it
is thus important to understand how such nets will
affect the use of computers in general, specifically with
relation to such important disciplines as the life sciences.
In considering the implications of these new tools, a
prefatory observation is in order about the difference
between bare “possibility” and “convenience’:

It has been “possible” for a long time for an
individual to make use of several diverse remote
computers; likewise, it has been “possible” to divide a
problem among two or more geographically distant
computers, or to use many different types of ter-
minals with a computer service, etc., etc. Such
arrangements have been so laborious to actually
accomplish, however, that they have occurred very
rarely. The new computer communication partner-
ship, and the burgeoning computer network techno-
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logy have moved 2 myriad of such activities from
possible to convenient, and now such things can and
will really occur on a wide scale in many areas of
application.

{11. Implications

It is diffcult to predict which of the many implications
of computer networks will turn out to be most
important; so many of the potential implications seem
capable of profound impact that I cannot claim any
particular ordering of the following thoughts:

Economy

Networks are going to permit many straightforward but
significant economies. For example, one U.S. university
made the following approximate computation:

Cost of existing campus computer center $1.5 M/yr

Cost of equivalent computer service from

large machine 100 miles away $0.6 M/yr
Cost of network service to access remote

machine $0.1 M/Yr
Saving $0.8 M/Yr

This kind of thrift is a considerable incentive to de-
termining the feasibility of employing the remote
center; the cost squeeze on universities becomes worIse
every year and a good deal of pride can be swallowed for
three quarters of a million dollars per year. (By way of
partially explaining the surprising economy available by
such routes, one should note that the total cost of a
computer center, including building space, air conditio-
ning, operators, etc. is usually about three times the cost
of the computer in the center.) Of course, there are real
problems — loss of control and potential lack of respon-
siveness to changing needs, priority conflicts, etc. — but
many of these problems have been solved to a consider-
able degree in real cases. As an example, the University
of Illinois has a sizable Research and Development group
fully dependent upon the ARPA Network for all its
computing. Asa second example, Harvard University has
discontinued operation of a computer center in favor of
obtaining service commercially from a local company,
and MIT is also considering such approaches.

This kind of calculation applies equally well to
industrial situations. Consider that the General Motors
Corporation in the United States operates on the order
of 250 computers of many sizes and types [17]. If
netting some or all of these machines would lead to the
elimination of a mere 10 %, the svings would be
enormous. It is not surprising that G.M. has been
studying networking very seriously.
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At a different level, for groups that need high
bandwidth service some of the time, the use of a leased
line paid for all the time, or even of dial-up service, is
very expensive compared to paying only for bits actually
sent.

At a still different level, consider the terminal user
who can make a local call to a network access port and
then, independent of distance, use the most suitably
sized and priced computer on a huge net: that user is
able to obtain the kind of service he needs much more
economically than heretofore.

Competition

In many industries, it is competition that induces
cost-effective performance. A competitive forcing func-
tion has been present in the minicomputer market, but
has been usually absent in the domain of large com-
puters, corporate/university computer centers, or service
bureaus. All too often the user is effectively trapped by
the following constraints: (1) The university (or corpora-
tion) computer center is the only one to which the user
is attached, all his files are there, and political obstacles
may exist to his even considering outside services. )
The user is technically bound by terminal equipment
and protocols that are unique to the entrapping com-
puter.

Under such conditions, service may be very poor and
very expensive, and there is little economic pressure for
improvement. Once connected into a network, classes of
users with straight-forward computational problems are
suddenly able to move files independent of distance, and
to use the best, most cost-effective service on the net.
There is immediate competitive pressure for improve-
ment, easy comparison with alternatives, and a quantum
increase in efforts toward good documentation, relia-
bility, friendliness, improved rate structures, etc. In the
long run, such competition will be fed back to the
manufacturers as well, and we can hope for survival of
the fittest.

Expensive and specialized resources

Despite a certain pining for low-budget renaissance mef,
there has been a tendency for science to require
expensive facilities. In the computer field, such facilities
include very large computers (e. g, ILLIAC IV), unusu:
ally large mass storage devices (10'? bits or more);
specialized input/output devices (e. g, film readers,
photocomposition devices), as well as large data bases, OF
large specialized bodies of software. At present the cost
of such facilities is usually too great for any one grouP



to afford, and the facility may quite literally not exist
unless its cost can be distributed over the needs of many
user groups. Physicists do travel to accelerator sites, and

astronomers to observatories, but this kind of sharing of

a facility by physically traveling to its location is
difficult at best. Network technology provides a con-
venient, highly cost-effective way to allow many geo-
graphically separated groups to share such computer
resources, and the network is therefore a major factor in
whether the facility can be afforded at all. In the
context of the ARPA Network a decision was reached
that the ILLIAC IV and a trillion bit store would be
used only via the network.

The notion of highly specialized resources is clearly
interesting in the context of the life sciences. For some
time, the U.S. Medlars system has provided medical
library services, and more recently some of these services
have been available via the Tymshare Network, and via
an ad hoc connection to the ARPA Netvork. As another
example, the U.S. National Institutes of Health is
supporting the development and operation of a spe-
cialized computational resource called “PROPHET”[18]
which is now being used by several geographically
separate groups of pharmacology researchers; the system
provides computational tools for molecule handling,
tabular and graphical data handling, etc., and also
provides a potential for collaborative research and
pooling of computational tools.

The explosive growth of networks will gfeatly accele-
rate the consideration of specialized and expensive
resources of all kinds. In the life sciences the possibilities
abound, including: large data bases (collections of
literature, drug data, public health data), specialized
software systems to support research in particular fields
(EKG/ECG analysis systems, biological modeling facili-
ties, chemical analysis/synthesis system [19, 20, 211, and
powerful bibliographic systems).

More generally, most computer systems, and espe-
cially those in the life sciences, embody hardware and
software which is inherently difficult to transfer to other
settings; the issue of program transferability has been a
pemnicious millstone around the neck of the computer
industry since that industry’s inception. There always
*Ems to be some unique factor, and most developments
fontinue or reinforce this waste through duplication.
The network approach to resource sharing—obtaining
Use of someone else’s program and system by using it

femotely on its home ground—is a very important new
Way to reverse this trend.

¥~ Meding,
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Centers of expertise

As a sub-case of specialized resources, it is important to
point out that human endeavor is naturally geographi-
cally distributed. Scientific groups acquire reputations as
centers of expertise in some specialty, and many formal
and informal paths exist for such groups to market their
talents. Network technology promises another path
which may be particularly rapid and effective. Consider
a hypothetical group studying drug interactions, collec-
ting drug interaction data, and systematizing that data
on a local computer facility; what better way for the rest
of the country to obtain accurate and complete informa-
tion than to access that computer via a network? Or a
hypothetical group developing software for sophisticated
clinical fluid balance and electrolyte computations; what
better way to obtain training or advice than to access the
carefully designed public version of that software on its
home computer when the need arises?

In a way this new distribution path is also an
alternative to the journal literature; the ARPA Network
already supports an “on-line journal” and the listings of
articles, meetings, calendars, and reports can be very
timely indeed.

Marketing

The networks of the future will serve as a very general
and quite new form of marketing and distribution tool
for all kinds of goods and services. Network users will
include producers, wholesalers, and retailers (and per-
haps thieves and police as well). As a simple but real
example from ARPA Network experience, a large
university computer center was experiencing difficulty
with finances; the network, while connected primarily to
serve research projects, was also most welcome and
financially rewarding as a way to reach a national market
for the services of that center. As a hypothetical
example in a clinical setting, a sophisticated menu-
planning service might sell services to hospitals and other
institution, and take into account the prevailing local
market prices of food commodities, specialized diets,
etc.

Modified roles for small machines

In many laboratory settings, a small computer with
analog-to-digital is virtually standard equipment. The
storage and displays is virtually standard equipment. The
advent of networks has two distinct potential impacts on
this arrangement. First, it may be feasible in some
instances to reduce such instruments to still smaller
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«terminal-like” devices and then to access larger machi-
nes on the net for mass storage, common software
packages, and other assistance. In some cases such a step
would be most welcome in reducing the burden of
running @ computer center. Biomedical laboratories in
particular may view a medium size computer installation
as quite a diversion, involving funding and engineering
staffing that may be hard to locate and retain.

Second, networks will permit an important and novel
way to expand the utility of small local computers, by
sending programs from a central distribution point for
actual running in the small local machine. The ARPA
Network has shown that with reliable communication, it
is perfectly feasible to load new code into distant
machines, and this approach may permit tailoring a small
local machine to the needs of the moment. In both
approaches, more power is obtainable with a smaller
{ocal system.

Human-human interaction

Once the ARPA Network had become operational on a
wide-spread basis, a relatively simple-minded idea which,
in rudimentary form, had been 2 “curiosity” at some
installations for years, suddenly and quite unexpectedly
became a VEry successful fringe benefit. The current
form of the system On the ARPA Network is called
“network mail”, and provides that many individuals
have computer “mailboxes” in their favorite Host
computer; whenever A desires to communicate 2
message to B, C, D, and E, he logs into a convenient
Host, uses a program which sends mail, lists the
addressees with an indication of the addressees’ mail-
boxes, and types the message. No matter where B, 1D
and E might be, they occasionally enter the net at a local
node, log into their (mailbox) Host, and as part of the
login process are automatically told thata message exists
for them. They may then obtain any recent messages,
using a program to read their mail.

For significant numbers of people, this system has
become, almost overnight, an essential aid to their work.
A directory [22] issued in January 1974 included more
than 450 individuals with network addresses, and the
actual number having addresses and using the facility
was probably several thousand; many of them do not let
a day go by without checking their network mail. The
system has many elaborations, including distribution lists,
filing aids, etc.. pbut its primary impact has been to
permit communication at any hour of the day or night
without even knowing the city, state of country where
the addressee might currently be traveling.

As a management tool, or for communicating with
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busy people on the move, Or as an aid to working at odd
hours, the system has substantially changed the lives of
many individuals. Some people now carry terminals for
use from hotel rooms (via acoustic couplers) or even
from airport phone booths that happen to be near a
power plug.

Other similar systems for human-human interaction
are being designed, including various forms of tele-
conferencing [23], and it is easy to imagine these new
approaches to human communication becoming very
popular among the academic and industrial commu-
nities.

In a broader context, the above is an example of the
truly unexpected developments that can come about
when a “community of interest” forms that is ten or a
hundred times larger than before; and I believe that such
spontaneous inventions should be “expected” in the life
sciences and elsewhere.

Document preparation

Another kind of human-human interaction can be seen
emerging from the already widespread use of systems for
on-line text editing and document preparation. The
advent of networks potentially provides broad access 10
such systems, and increases the value of keeping docu-
ments on-ine for both modification and distribution.
The notion of collaborative work on a paper by people
who are geographically distant becomes obvious, and the
«yrnaround” time becomes minutes rather than days
for new drafts. Further, there is a strong incentive for
the development Of high quality final output printing
systems, spelling—correction systems, grammar-assistance
systems, etc. A number of documents have been
produced by «distant” groups of people, using the
ARPA Network, and the interaction has apparently been
very convenient and stimulating. Within the ARPA
community a major effort is now being mounted 0
pursue these kinds of tools for expediting humal
interactions.

Employment|Training

The computer industry has had a tradition of providifg
some limited amount of employment 10 part-timé
people, to people who wished to work partially at homé,
and to people who worked over a terminal and seldor
came to the office. However, this kind of job marke”}
always been a rather localized affair, only sensible qul
nearby the computer facility and not very praCti
when terminal use involved toll telephone charges. AS
somewhat speculative notion, the advent of networ



and of charging policies independent of distance may
open up new flexibility in employment for people who
live at great distances from a prospective employer. In
some cases moves may be avoided or delayed, and
greater individual freedom may accrue.

Along a related line of thought, it has always been
necessary for people to do a certain amount of “going
where the jobs (or schools) are,” and individuals whose
mobility is limited have often been unable to do so. For
example, many kinds of physical handicaps make going
to an office difficult, and moving from city to city
prohibitive. Network technology may conceivably pro-
vide a wider potential job market for such individuals;
training centers may be able to train people who are far
away, and even groups whose mobility is very poor
(prison inmates? ) might find an expanding set of options
coming in on a wire.

Computer research

Finally, and as is only appropriate, the new partnership
of computers and communications has a direct feedback
path into the further advance of computer technology.
There has not yet been an operating system designed
specifically with a network in mind. There has not yet
been enough work on programs which allow “self-help”
in the use of the program for a distant and naive user.

Study of the proper ways for procesi&s in a Host to
communicate with other processes has been given a shot
of adrenalin by the need to standardize and understand
such interactions. Programs that live in several geograp-
hically separated computers and interact are being
studied, multi-computer operating systems are being
studied, input-output efficiency is being carefully con-
sidered and optimized etc. The network technology has
been a large stimulant to computer technology already,
and we have barely scratched the surface.
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