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Complexity theory is the study of how hard computational problems are. Meta Com-

plexity theory is the study of how hard it is to determine the hardness of computational

problems. Meta Complexity theoretic investigations have yielded some of the most excit-

ing recent results in complexity theory. In this dissertation, we present some results that

shed light on objects of central importance to Complexity theory (and Cryptography)

such as One way functions and Zero Knowledge protocols through the lens of Meta

Complexity. We use some fundamental Meta complexity problems such as Kolmogorov

complexity, KT complexity and their variants to improve our understanding of complex-

ity classes that seemingly have nothing to do with Meta Complexity. Recent research

has sufficiently many examples of this phenomenon - Meta Complexity helping us better

understand complexity classes and their relationships with other classes/objects.

1. Meta-complexity and OWFs - We present an NP-complete problem called Mini-

mum Conditional Kolmogorov Time problem (McKTP) and provide an almost

equivalence between the average case hardness of McKTP and the existence of

OWFs.

2. Characterizations for SZK and NISZK - We present characterizations for Statistical

Zero Knowledge (SZK) and its non-interactive variant (NISZK). We show that

ii



these classes correspond precisely to the set of promise problems that are randomly

reducible to the set of Kolmogorov random strings.

3. Robustness for space bounded Zero knowledge protocols - We show that the space

bounded zero knowledge classes (SZK, NISZK) are surprisingly robust to changing

the power of the verifier and the simulator.
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Chapter 1

Introduction

1.1 Complexity theory

The daily newspaper has a section dedicated to crossword puzzles. Your friend brings

up today’s puzzle and asks you to pick one of the following two tasks :

1. Solving the puzzle yourself

2. Verifying your friend’s solution to the puzzle

Which of the above two tasks are easier?1 “Well, it does seem quite plausible that task

2 is the easier of the two since all it requires is a check for consistency whereas task 1

would involve actually coming up with the solution”. That does sound like a reasonable

answer to the question posed. Your friend then asks you to prove your claim. And so we

enter the world of Complexity theory - the study of complexity of various computational

problems. Complexity theorists try to understand the inherent hardness of various

computational problems and classify them accordingly. Why should one care about

this field? Well, the hardness of computational problems varies significantly. Some

computational problems are easy - they can be resolved using few resources. Some of

them are hard - so resolving them necessarily requires more resources. And a few of

them are uncomputable! A thorough understanding of the complexity of problems gives

us a better chance of establishing the hardness of a new computational problem and

potentially resolving it (or realizing that it is a hopeless pursuit to do so in the case of

difficult/ uncomputable problems).

1Why? would be the natural question to ask next - unless of course you work in theoretical computer
science!
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1.2 Meta Complexity

Complexity theory is the study of how hard computational problems are. Meta Com-

plexity theory is the study of how hard it is to determine the hardness of computational

problems. But what is Meta Complexity? Well, let us first consider an interesting

question about phone numbers to help motivate this topic.

Consider the following two phone numbers :

1. 9876543210

2. 9736591279

Which of these two phone numbers is easier to recall? The first one seems to be easier

to remember. Why is this the case? Both the numbers have 10 digits (in fact the second

number even has repetitions) and yet it seems more difficult to recall. The answer?

Information. The first phone number has a lot of structure and hence one can recall

it without having to remember too much information. The second number is devoid

of any obvious structure and it seems harder to recall. This measure of the amount of

information in a string is called the Kolmogorov complexity of a string. Formally, the

Kolmogorov complexity of a string corresponds to the length of the shortest program

description that generates the string. Intuitively, a structured string can be represented

by a small program that describes this structure whereas unstructured strings typically

require an explicit description. This is one of the fundamental measures of complexity

studied in the world of meta complexity. Typical investigations in Meta Complexity

involve defining such measures of complexity and then linking the computational problem

of establishing these measures to other computational tasks/classes.

Research Theme

My primary research interest lies in Meta Complexity theory - the study of complexity of

answering questions about (measures of) complexity. The main theme of research in this

field is understanding various computational complexity classes and the relationships

between them by looking at them through the lens of meta-complexity problems. The
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most commonly studied complexity measures are Circuit Size (MCSP), Kolmogorov

complexity and resource bounded variants of Kolmogorov complexity. In our work we

also work with One Way Functions (OWFs), Zero Knowledge protocols and various kinds

of reductions. Some of the problems/objects pertaining to work (including complexity

classes such as P and NP) are defined in the subsections that follow.

Minimum Circuit Size Problem

Given a truth table of a boolean function f : {0, 1}n → {0, 1} (represented by tt(f))

and a parameter s, the Circuit Size problem (MCSP) asks whether there is a circuit C

of size s such that

∀x ∈ {0, 1}n : C(x) = f(x).

It is easy to see that MCSP ∈ NP. A fundamental question that is yet to be answered

is whether MCSP is NP-complete. There has been extensive research aimed at trying

to answer this question (particularly in the last two decades). Results about the

hardness/easiness of MCSP also have important consequences for various complexity

classes - and this is the motivation for trying to understand this fundamental problem

better.

Kolmogorov Complexity

The Kolomogorov complexity of a string x ∈ {0, 1}∗ is a measure of the amount of

information in x.

K(x) = min
π∈{0,1}∗

{|π| : U (π) = x}

where U is some fixed universal Turing machine and U(π) is the output produced by

running U on the program π.

The computational problem of establishing the Kolmogorov Complexity of a given string

x is uncomputable. Researchers have come up with various resource bounded variants of

K complexity that are computable and retain the significance of the problem to the

field.
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KT complexity

Allender defined a variant of K complexity that captures the time required by the

program to print a given string. They showed that this measure is polynomially related

to the Circuit Size of a function f such that tt(f) = x.

KT(x) = min
π∈{0,1}∗

{|π|+ t : ∀1 ≤ i ≤ |x| : Uπ(i) = xi in time t}

Conditional KT complexity

In our work we consider the following conditional variant of KT complexity :

KT(x|y) = min
π∈{0,1}∗

{|π|+ t : ∀1 ≤ i ≤ |x|, Uπ,y(i) = xi in time t}

where Uπ,y(i) is the output of the UTM U when running the program π on input-address

i (or until it halts, whichever is earlier) with oracle access to y and π.

Probabilistic Polynomial Time algorithms (PPT)

We say that an algorithm A is a PPT algorithm if A is a probabilistic polynomial-time

algorithm. If A is a PPT algorithm that runs in time p(n) for a polynomial p, then we

denote by A(x; r) the output of A on input x ∈ {0, 1}∗ using random bits r ∈ {0, 1}p(|x|).

We say that an algorithm A is a PPT oracle algorithm if A is a PPT algorithm that

has access to some oracle. If A is a PPT oracle algorithm that runs in time p(n) for a

polynomial p and has access to an oracle for a language L ⊆ {0, 1}∗, then we denote by

AL(x; r) the output of AL on input x ∈ {0, 1}∗ using random bits r ∈ {0, 1}p(|x|).

One way Functions (OWFs)

A function f : {0, 1}n → {0, 1}∗ is a (weak) one-way function (OWF) if it is easy to

compute but hard to invert. Informally :

• Easy to compute : polynomial time computable2

• Hard to invert : Every PPT algorithm fails with 1
poly(n) probability.

2We also consider logspace computability.
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1.3 One way functions and McKTP

One way functions are functions that are easy to compute but hard to invert. OWFs are

a very important object studied in Cryptography and Complexity theory. Among other

implications, it is known that OWFs exist if and only if pseudo-random generators exist.

Further, the existence of OWFs also implies P ̸= NP.

The line of research of our interest was to try and characterize the existence of OWFs

by the average case hardness of an NP-complete problem. We do not quite achieve our

goal but get close to it. In our work [13], we present an NP complete problem (complete

under randomized reductions) McKTP such that :

• If McKTP is hard-on-average, then OWFs exist.

• If OWFs exist, then McKTP is somewhat hard-on-average.

• McKTP is hard-on-average if and only if logspace-computable OWFs exist.

Around the same time as our work, there were results due to different groups inspired

by (and in part as a response to) ours that yielded more results of this kind. We discuss

these results at the end of chapter 3.

1.4 Characterizing SZK, NISZK via reductions to K complexity

We consider the zero knowledge classes SZK, NISZK and their space bounded variants

SZKL and NISZKL. Due to the significance of K complexity in the field of meta-

complexity, there has been considerable interest and effort in identifying the complexity

classes that reduce to it under various kinds of reductions. In our work [22], we show

that SZK and NISZK can be characterized as precisely the promise problems that are

randomly reducible to the set of Kolmogorov random strings (R̃K). We prove the

following :

• A decidable promise problem is in NISZK if and only if it is randomly reducible to

R̃K in polynomial time.
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• A decidable promise problem is in NISZKL if and only if it is randomly reducible

to R̃K via log-space or NC0 reductions.

• A decidable promise problem is in SZK if and only if it is randomly reducible to

R̃K via ≤BPP
rbf reductions 3.

• A decidable promise problem is in SZKL if and only if it is randomly reducible to

R̃K via ≤BPL
bf reductions.

1.5 Robustness for Verifier and Simulator for Zero knowledge protocols

Statistical zero knowledge classes feature prominently in cryptography and complexity

theory. While the complete problems for these classes are well defined and understood,

the relationships between these and other classes are yet to be fully understood. In part

due to the characterization from our above work, we try to understand these classes

better with a hope that this leads to progress in establishing relationships with other

classes. In our work [22], we show that the space bounded zero knowledge classes SZKL

and NISZKL are surprisingly robust. Our main results are :

• We show that restricting the verifier and simulator to AC0 machines does not

change the class NISZKL - in other words NISZKL = NISZKAC0 .

• In the other direction, we show that strengthening the verifiers and simulators

to be PM4 machines also does not change the class NISZKL - in other words

NISZKL = NISZKNL = NISZKPM.

• We also show that in some cases, changing the power of the verifier alone does not

change the class - that the power of the simulator is key.

1.6 Dissertation Outline

The rest of the dissertation is divided as follows:

3these reductions generalize non adaptive reductions in the randomized setting

4PM is defined in chapter 5 - it contains the complexity class NL.
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• Chapter 2 provides the preliminaries required to understand the rest of the

dissertation. Most of the content here consists of standard notions and descriptions

of various complexity classes and objects that are the focus of our research.

• Chapter 3 presents our work making progress on establishing an equivalence

between the average case hardness of a natural NP-complete problem and the

existence of One way functions. We also present similar results for logspace-

computable One way functions.

• Chapter 4 presents our work showing that a decidable promise problem has an

NISZK protocol if and only if it is randomly reducible to a promise problem for

Komlogorov randoms strings. We also provide similar characterizations for SZK

and the log-space variants of SZK and NISZK.

• Chapter 5 presents our work showing that the space bounded complexity classes

SZKL and NISZKL are surprisingly robust to varying the power of the simulator

and the verifier machines without affecting the resulting class.

• Chapter 6 presents some conclusions and directions for future work building on

our results.
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Chapter 2

Preliminaries

2.1 Basic Complexity classes and Reducibilities

In this section we will define complexity classes that are relevant to our studies.

• P - The class of decision problems solvable by deterministic polynomial time Turing

machines.

• NP - The class of decision problems solvable by non-deterministic polynomial time

TMs such that -

– On a YES instance there is at least one accepting computation path.

– On a NO instance there is no accepting computation path.

• RP - The class of decision problems solvable by randomized polynomial time TMs

such that -

– On a YES instance at least 1
2 fraction of the computation paths accept.

– On a NO instance all computation paths reject.

• BPP - The class of decision problems solvable by randomized polynomial time

TMs such that -

– On a YES instance at least 2
3 fraction of the computation paths accept.

– On a NO instance at least 2
3 fraction of the computation paths reject.

• ZPP - The class of decision problems solvable by randomized polynomial time

TMs such that -

– The TM always outputs the correct answer.
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– The expected running time of the TM is a polynomial in the size of the input.

• P/poly - The class of decision problems solvable by a family of polynomial-size

boolean circuits.

• EXP - The class of decision problems solvable by deterministic TMs running in

time 2O(poly(n)) on n-sized inputs.

• NEXP - The class of decision problems solvable by non-deterministic TMs running

in time 2O(poly(n)) on n-sized inputs such that -

– On a YES instance there is at least one accepting computation path.

– On a NO instance there is no accepting computation path.

• NL - The class of decision problems solvable by a non-deterministic TM that uses

O(log n) space.

• ⊕L - The class of decision problems which on YES instances have an odd number

of accepting paths on an O(log n)-space TM.

• NC0 - The circuit complexity class consisting of all families of circuits of depth

O(1) and poly(n) size, with O(1) fan-in AND, OR gates (NOT gates only allowed

at input level).

• AC0 - The circuit complexity class consisting of all families of circuits of depth

O(1) and poly(n) size, with unlimited fan-in AND, OR gates (NOT gates only

allowed at input level).

• #L - Class of functions that count the number of accepting paths of NL machines.

• GapL - {f − g : f, g ∈ #L}

We view these as classes of functions, as well as of languages. We also will refer to

the class of functions computed in NC0, where each output bit depends on at most O(1)

input bits. #L is the class of functions that count the number of accepting paths of NL

machines, and GapL = {f − g : f, g ∈ #L}. The determinant is complete for GapL, and
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the complexity class DET is the class of languages NC1-Turing reducible to functions in

GapL. For circuit complexity classes such as NC0, and AC0, by default we assume that

the circuit families are “First-Order-uniform” as discussed in [7, 29, 65]. This coincides

with Dlogtime-uniform AC0, and what one might call “Dlogtime-uniform AC0-uniform”

NC0. (We refer the reader to [103] for more background on circuit uniformity.) When

we need to refer to nonuniform circuit complexity, we will be explicit.

2.1.1 Reductions and Promise problems

All of these classes give rise to restrictions of Karp reducibility ≤P
m, such as ≤L

m,≤AC0

m ,

and ≤NC0

m . We will also discuss projections (≤proj
m ), which are ≤NC0

m reductions in which

each output bit depends on at most one input bit. Thus projections are computed by

circuits consisting of constants, wires, and NOT gates.

For any class of functions C and type of reducibility r (such as m-reducibility, truth-

table reducibility, Turing reducibility, or other notions considered in this dissertation) if

there is some ϵ > 0 such that all queries made by the ≤Cr reduction on inputs of length

n have length at least nϵ, the reduction is said to be “honest”, and we use the notation

≤Chr to denote this.

A promise problem A is a pair of disjoint sets (YA, NA) of YES instances and NO

instances, respectively. A solution to a promise problem is any set B such that YA ⊆ B

and NA ⊆ B. A don’t-care instance of A is any string that is not in YA∪NA. A language

can be viewed as a promise problem that has no don’t-care instances.

We say that a promise problem A = (Y,N) is decidable if Y and N are decidable sets.

Note that the property of being a decidable promise problem is not the same as having

a decidable solution: If A = (Y,N) is decidable, then the set Y is a solution to A, and

thus every decidable promise problem has a decidable solution, but the converse need

not hold. For instance, if B = (Y ′, N ′) with Y ′ ⊆ Y and N ′ ⊆ N , then any solution

to A is also a solution to B, and thus B has a decidable solution. Since there are

uncountably many subsets of Y and N for any nontrivial promise problem, clearly not

every promise problem with a decidable solution is decidable according to our definition.

For complexity classes such as SZK, every promise problem in the class is ≤NC0

m reducible
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to a decidable promise problem, and thus our main theorems (which are stated in terms

of decidable promise problems) have wide applicability.

When defining reductions between two promise problems A and B, there are two

options. Either

• for every solution S to B there is a reduction from A to S, or

• there is a reduction that correctly decides A when given any solution S for B as

an oracle.

As it turns out, these two notions are equivalent [48, 93]. Thus we shall always use the

second approach, when defining notions of reducibility between promise problems.

2.1.2 Pseudorandom generators

We recall the notion of fooling a PPT algorithm.

Definition 2.1.1. Let ℓ, n ∈ N be such that ℓ < n, and G : {0, 1}ℓ → {0, 1}n be a

function. Let A be a PPT algorithm that on inputs of size k ∈ N runs in time q(k) for

some polynomial q. Let also 0 < ε < 1. We say that G is a function that ε-fools A, if∣∣∣∣∣∣∣∣ Pr
x∼{0,1}n,
r∼{0,1}q(n)

[A(x; r) = 1]− Pr
y∼{0,1}ℓ,

r∼{0,1}q(n)

[A(G(y) ; r) = 1]

∣∣∣∣∣∣∣∣ < ε.

The notion of fooling is used in the definition of a pseudorandom generator (PRG).

We will make use of PRGs {Gn}n∈N for which there exists a function ℓ : N → N that

satisfies ℓ(n) < n for all n ∈ N, such that Gn : {0, 1}ℓ(n) → {0, 1}n for all n ∈ N and the

following holds: For every PPT algorithm A there exists a function ε : N→ [0, 1] such

that for all n ∈ N it is the case that Gn is a function that ε(n)-fools A.

H̊astad, Impagliazzo, Levin, Luby [49] have shown that the existence of OWFs

implies the existence of PRGs.

Theorem 2.1.2 (OWFs imply PRGs; see H̊astad, Impagliazzo, Levin, Luby [49]). If

there exists a OWF, then for every c > 0 there exists a function {Gn}n∈N, whereby

Gn : {0, 1}n
1/c

→ {0, 1}n for all n ∈ N, such that for every PPT algorithm A there is
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a negligible function 1ε : N → [0, 1] such that for all n ∈ N it is the case that Gn is a

function that ε(n)-fools A.

2.1.3 Pseudorandom functions

We will also require the notions of pseudorandom function families and distinguishers

for function families. We will denote the set of all boolean functions on n-variables by

Fn.

Definition 2.1.3. Let {fy}y∈{0,1}∗ be a family of functions such that fy : {0, 1}|y| →

{0, 1} for all y ∈ {0, 1}∗, and there is a polynomial-time algorithm that computes fy(x)

given y and x ∈ {0, 1}|y|. We say that the function family {fy}y∈{0,1}∗ is a pseudorandom

function family (PRF family) if for all PPT oracle algorithms A there is a negligible

function ε : N→ [0, 1] such that for all sufficiently large n ∈ N it is the case that∣∣∣∣ Pr
y∼{0,1}n,r

[
Afy(1n; r) = 1

]
− Pr

g∼Fn,r
[Ag(1n; r) = 1]

∣∣∣∣ < ε(n)

where the size of r is equal to the running time of A.

Definition 2.1.4. Let {fy}y∈{0,1}∗ be a family of functions such that fy : {0, 1}|y| →

{0, 1} for all y ∈ {0, 1}∗, and there is a polynomial-time algorithm that computes fy(x)

given y and x ∈ {0, 1}|y|. We say that a PPT oracle algorithm A is a distinguisher for

{fy}y∈{0,1}∗ if for all negligible functions ε : N→ [0, 1] and infinitely many n ∈ N it is

the case that ∣∣∣∣ Pr
y∼{0,1}n,r

[
Afy(1n; r) = 1

]
− Pr

g∼Fn,r
[Ag(1n; r) = 1]

∣∣∣∣ ≥ ε(n)
where the size of r is equal to the running time of A.

2.2 Meta Complexity

2.2.1 Circuit complexity and Branching programs

We consider Boolean circuits over the bounded fan-in {∧2,∨2,¬} basis. Given a circuit,

its size is the number of its gates. Let s : N→ N be a function. If we use s to upper

1ε : N → [0, 1] is a negligible function if ∀k > 0 it holds that ε(n) = o(n−k)
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bound the size of some circuit, then we shall call s a size function.

Lemma 2.2.1. Let C be a circuit of size s ∈ N. Then, C can be described by using

O(s log s) bits.

Lemma 2.2.2. Let s : N→ N be a size function. Then, there exists an algorithm that,

on input a description dC ∈ {0, 1}∗ of a circuit C that has n ∈ N inputs and size s(n),

whereby |dC | ≤ O(s(n) log s(n)) (as in Lemma 2.2.1), and a string x ∈ {0, 1}n, outputs

C(x) ∈ {0, 1} in time O
(
s(n)2 log s(n)

)
.

Proof. Let C be a circuit that has n inputs and size s(n), and let x ∈ {0, 1}n be a string.

Then, on input x, any gate of C can be evaluated in a bottom-up fashion by parsing the

description2 dC ∈ {0, 1}∗ of C a constant number of times. The idea described above

can be implemented as an algorithm that runs in time

s(n) ·O(|dC |) ≤ s(n) ·O(s(n) log s(n)) = O
(
s(n)2 log s(n)

)
.

Given a Boolean function f : {0, 1}n → {0, 1}, the circuit complexity of f , denoted

CC(f), is the size of a minimum size circuit that computes f . For a size function

s : N → N, we denote by SIZE[s(n)] the class of Boolean functions f = {fn}n∈N,

whereby fn : {0, 1}n → {0, 1} for all n ∈ N, such that CC(fn) ≤ s(n) for all n ∈ N.

We require the following trivial lower bound on the circuit complexity of an arbitrary

Boolean function (which one can also regard as a convention regarding the measure

CC).

Lemma 2.2.3. Let f : {0, 1}n → {0, 1} be a function. Then, CC(f) ≥ n.

Branching Programs

A branching program is a directed acyclic graph with a single source and two sinks

labeled 1 and 0, respectively. Each non-sink node in the graph is labeled with a variable

in {x1, . . . , xn} and has two edges leading out of it: one labeled 1 and one labeled 0.

2We consider descriptions to be appropriately formatted bit strings such that each gate of the circuit
is described by its input gates (in a linearized order) and the type of function being computed at it.
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A branching program computes a Boolean function f on input x = x1 . . . xn by first

placing a pebble on the source node. At any time when the pebble is on a node v

labeled xi, the pebble is moved to the (unique) vertex u that is reached by the edge

labeled 1 if xi = 1 (or by the edge labeled 0 if xi = 0). If the pebble eventually reaches

the sink labeled b, then f(x) = b. Branching programs can also be used to compute

functions f : {0, 1}m → {0, 1}n, by concatenating n branching programs p1, . . . , pn,

where pi computes the function fi(x) = the i-th bit of f(x). For more information

on the definitions, backgrounds, and nuances of these complexity classes, circuits, and

branching programs, see the text by Vollmer [103].

2.2.2 Minimum Circuit Size Problem

Given a truth table of a boolean function f : {0, 1}n → {0, 1} (represented by tt(f)) the

Circuit Size problem asks whether there is a circuit C of size s such that

∀x ∈ {0, 1}n : C(x) = f(x)

An MCSP instance has the following input : (tt(f), s). Observe that the size of the

input is Θ(2n) (we may assume s is represented in binary).

• MCSP ∈ NP : Guess a circuit C of size s and check if C(x) = f(x) holds

∀x ∈ {0, 1}n.

A fundamental question that is yet to be answered is whether MCSP is NP-complete.

There has been extensive research aimed at making progress towards this question

[86, 60, 56, 54, 23, 59, 61]. Results about the hardness/easiness of MCSP also have

important consequences for various complexity classes - and this is the motivation for

trying to better understand MCSP.

Consequences of MCSP ∈ P

The following are due to the work of Kabanets-Cai [70]3:

3This work makes use of the hardness magnification framework by Impagliazzo and Wigderson [68].
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1. BPP ⊆ ZPPMCSP holds unconditionally. If MCSP ∈ P, then BPP = ZPP4 i.e.

any problem with a 2-sided error probabilistic algorithm can be solved using an

errorless heuristic.

2. If MCSP ∈ P, the following are equivalent :

• E = Dtime[2O(n)] contains a family of boolean functions of circuit complexity

at least 2ϵn for some ϵ > 0.

• E contains a family of boolean functions of circuit complexity greater than

l(n) = 2n

n

(
1 + (1− γ) lognn

)
for some constant γ > 0.

The lower bound l(n) above is very close to the maximum complexity of an

n-variable boolean function (due to Lupanov[82]). So the above equivalence

is somewhat surprising since there is hardness magnification leading to almost

maximum complexity assuming “only” 2ϵn hardness.

3. If MCSP ∈ P/poly then there is no strong PRG in P/poly.

NP hardness of MCSP

Let us assume there is a deterministic, poly time many-one reduction R from SAT

to MCSP :

SAT≤P
mMCSP

Let ϕ be a SAT instance and R(ϕ) = (tt(g), s) where |tt(g)| = poly(|ϕ|) since R is

poly-time computable.

If ϕ ∈ SAT, then g has a circuit of size at most s.

If ϕ ̸∈ SAT, then g has no circuits of size s - so we have an explicit s-hard function.

If s is large enough, then we have an explicit construction for a hard function -

how? First, set up an Unsatisfiable formula ϕ (it is easy to come up with them)

4Not a surprising consequence since it is believed widely that P = ZPP = BPP but this indicates a
barrier to showing MCSP ∈ P.
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- and then apply R to get the truth table of the hard function g. This is a

poly-time computation. Since we do not yet have good lower bounds for explicit

functions, the techniques to show NP hardness of MCSP 5 should be significantly

different from those used to give hardness results for other NP-complete problems.

Typically attempts[70][86] are made to understand different reductions that are

able to fix s to a large enough quantity - since these correspond to more interesting

consequences as opposed to those where s is small.

Note that if we consider more general reductions like randomized reductions, then

the above barriers do not hold since one can easily generate hard functions using

random bits (most random functions are hard). The main result of chapter 5

that we intend to discuss indeed proves NP-hardness of a variant of MCSP under

randomized reductions. Alternatively, one may also consider exponential time

reductions so such barriers as above do not apply.

A couple of consequences for the NP-hardness of MCSP due to Murray and

Williams [86]:

• If MCSP is NP-hard under poly-time reductions, then EXP ̸= ZPP.

• If MCSP is NP-hard under logspace reductions, then PSPACE ̸= ZPP .

2.2.3 Kolmogorov complexity

Informally Kolmogorov complexity measures the amount of information in a string.

Formally, it is defined as the size of the smallest program description that generates

the concerned string.

K(x) = min
π∈{0,1}∗

{|π| : U(π) = x}

where U denotes some universal Turing machine and U(π) denotes the output of

running the UTM U on the program π.

5That is if indeed MCSP is NP-hard. We know now that variants of MCSP are NP-hard under
randomized reductions [54, 62, 60].
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We observe a few important properties of Kolmogorov Complexity :

(a) Robust to choice of Universal Turing Machine

For any two different universal turing machines U and U ′, there is a constant

c such that for all x ∈ {0, 1}∗ it holds that |KU (x)−KU ′(x)| ≤ c6.

(b) Polynomially bounded

Since any string x can be explicitly specified, there is a small program (namely

“PRINT x”) that witnesses the fact that K(x) ≤ |x|+ c for some constant c

(c) Mostly random

Almost all strings x of length n have very high Kolmogorov Complexity.

Since there are at most 2n

poly(n) program descriptions of length n−O(log n),

it holds that at least 1 − 1
poly(n) fraction of strings x of length n satisfy

K(x) ≥ n−O(log n).

(d) Computational Complexity

The computational problem of establishing the Kolmogorov Complexity of a

given string x is uncomputable. We provide a proof of this fact below.

Assume not and let M be a TM that computes the Kolmogorov complexity

of a given string. Let y ∈ {0, 1}n be the lexicographically earliest string

of length n having complexity greater than n
2 (existence of y is guaranteed

from item 3 above). Then, consider the following program description for

y - Given the code of TM M , y can be defined as the earliest lexicographic

string of length n that satisfies K(y) ≥ n
2 . This program description requires

O(log n) +O(1) bits and therefore implies that K(y) = O(log n) which is a

contradiction.

More background on Kolmorogov Complexity can be found in references such

as [74, 42]. Briefly, KU (x|y) = min{|d| : U(d, y) = x}, and KU (x) = K(x|λ)

where λ denotes the empty string.7 Although this definition depends on the

6Where KV (x) refers to Kolmogorov complexity of x with respect to the universal Turing machine V .

7This is actually the definition of so-called “plain” Kolmogorov complexity, although the letter K is
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choice of the Turing machine U , we pick some “universal” machine U ′ and define

K(x|y) to be KU ′(x|y); for every machine U , there is a constant c such that

K(x|y) ≤ KU (x|y) + c. One important non-trivial fact regarding Kolmogorov

complexity is known as symmetry of information:

Theorem 2.2.4. (Symmetry of Information)

K(x, y) = K(x) +K(y|x)±O(log(K(x, y))).

2.2.4 KT complexity

A universal Turing machine

In what follows, we fix some efficient universal (oracle) Turing machine (UTM)

U . Let y,Π, z ∈ {0, 1}∗ and t ∈ N. The notation UΠ,y
(
z, 1t

)
denotes the output

of U when U runs the program Π on input z for at most t steps, given that U

has extended oracle access to program Π and standard oracle access to auxiliary

string y. These notions are defined as follows.

(a) Standard oracle access to auxiliary string y means that U has a standard

oracle tape Ty of log |y| cells, and that in order to read a bit yi of y, whereby

1 ≤ i ≤ |y|, the machine U has to write i ∈ {0, 1}log|y| on Ty and then enter

a question state. In the next step, the contents of Ty are erased and replaced

by a bit b such that b = yi.

One important aspect of our choice of U is that, for every auxiliary string

y ∈ {0, 1}∗ and 1 ≤ i ≤ log |y|, the oracle query yi
?
= 1 is such that it requires

time log |y|, and can be implemented in time O(log |y|).

(b) Extended oracle access to program Π means that U has a tape TΠ of |Π|

cells that contains Π, and the head of TΠ has both the ability to jump to an

indexed location 1 ≤ i ≤ |Π| of TΠ, namely TΠ[i] = Πi, and to move left and

traditionally used for the “prefix-free” Kolmogorov complexity. These two measures differ by at most
a logarithmic term, and our theorems hold for either measure. For simplicity, we have presented the
simpler definition.
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right on TΠ. Note that in the former case the index i is written in a separate

tape of log |Π| cells, specifically allocated for that purpose. (So extended

oracle access implies the existence of two tapes that help facilitate the oracle

query.)

In this work, we will assume that whenever U is given oracle access to a program

Π, this access will be extended, and whenever U is given oracle access to an

auxiliary string y, this access will be standard. This is mainly to avoid unnecessary

complications in the proof of Theorem 3.1.2 (where it is convenient to have

sequential access to Π, while requiring that each query to y uses logarithmic time)

while maintaining the trivial upper bound on KT complexity (see Lemma 2.2.5)

which requires oracle access to Π.

We will also assume that the output of U will either be 1 or 0, on any input.

Definition of KT complexity, and some properties

Given strings x, y ∈ {0, 1}∗, we define the KT complexity of x given y, denoted

KT(x | y), to be the minimum value of |Π|+ t over programs Π ∈ {0, 1}∗ and run-

time bounds t ∈ N whereby for all 1 ≤ i ≤ |x| it is the case that UΠ,y
(
i, 1t

)
= xi.

8

For all strings x ∈ {0, 1}∗, we define KT(x) to be equal to KT(x | λ).

Lemma 2.2.5 ([11]). There is a c > 0 such that for all x ∈ {0, 1}∗ it is the case

that KT(x) is at most |x|+ c log |x|.

Corollary 2.2.6. There is a c > 0 such that for all x, y ∈ {0, 1}∗ it is the case

that KT(x | y) is at most |x|+ c log |x|.

Lemma 2.2.7. Let n,m ∈ N be such that n ≤ m, let σ > 0, and let s := n1/σ

such that c log n < s. Then, for all y ∈ {0, 1}m there exists x ∈ {0, 1}n such that

KT(x | y) ≤ s.

8Originally [11], KT(x | y) was defined with the additional requirement that, for i = |x| + 1,
UΠ,y

(
i, 1t

)
= ∗. We do not need that additional complication here, although our theorems would also

hold using that definition.
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Proof. This can be seen by setting x := y1 · · · yn ∈ {0, 1}n. In this case, KT(x | y) ≤

c log n ≤ n1/σ = s, where c is from Corollary 2.2.6.

We observe a few important properties of KT Complexity :

• Mostly random

Most9 strings of length n have KT complexity at least n− 100 log n.

• Computational Complexity

The computational problem of establishing the KT complexity of a given

string x lies in NP. This is because one can guess a program description π

and then verify whether U given access to π bit-wise prints x as required. It

is not yet known whether MKTP is NP-complete.

2.2.5 Relationship between Circuit Size and KT complexity

Let Tf represent the truth table of a boolean function f on n-bit inputs. Let s

denote the size of the smallest circuit computing f . Allender et al [11] show that

the following holds: ( s
n

) 1
4 ≤ KT(Tf ) ≤ O(s2(log s+ log n))

The above inequality helps connect the MKTP and MCSP values for a given truth

table. These values are close enough that complexity results for these problems

sometimes carry over from one to the other - showing the importance of MKTP.

2.2.6 Minimum Conditional KT-complexity Problem, and variants

We give here formal definitions of the computational problems that we will consider in

our work. These are the decision and search variants of McKTP.

Definition 2.2.8 (Decision variant). Let c > 0 be as in Corollary 2.2.6. Let n ∈ N

and m : N→ N. The Minimum m-Conditional KT-complexity Problem of dimension n

(McKTmP of dimension n) is defined as follows.

9All but a 1
poly(n)

fraction.
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• Input: Strings x ∈ {0, 1}n, y ∈ {0, 1}m(n), and a parameter 0 ≤ θ ≤ n+ c log n in

binary.

• Question: Is there a program Π ∈ {0, 1}∗ and a run-time bound t ∈ N such that

UΠ,y
(
i, 1t

)
= xi for all 1 ≤ i ≤ n, and |Π|+ t ≤ θ?

The following result is a standard observation.

Lemma 2.2.9. For all polynomial-time computable functions m : N→ N, it is the case

that McKTmP of dimension n is in NP.

Definition 2.2.10 (Search variant). Let n ∈ N and m : N→ N. The search variant of

Minimum m-Conditional KT-complexity Problem of dimension n (Search McKTmP of

dimension n) is defined as follows.

• Input: Strings x ∈ {0, 1}n and y ∈ {0, 1}m(n).

• Output: A program Π ∈ {0, 1}∗ and a run-time bound t ∈ N in binary such that

UΠ,y
(
i, 1t

)
= xi for all 1 ≤ i ≤ n, and the sum |Π| + t is minimized over the

choices of Π and t.

2.2.7 Probability theory

We will use the following useful fact from probability theory.

Lemma 2.2.11 (Markov’s inequality). If X is a non-negative random variable with

µ := E[X], then for all k > 0 it is the case that Pr[X ≥ kµ] ≤ 1/k.

Lemma 2.2.12 (Averaging argument). If X ∈ [0, 1] is a random variable with µ := E[X],

then for all 0 < c < 1 it is the case that

Pr[X ≥ cµ] ≥ (1− c)µ.

Lemma 2.2.13 (Chernoff bound). Let n ∈ N and X1, . . . , Xn be Boolean random

variables that are independent and identically distributed. Let X :=
∑n

i=1Xi and

µ := E[X]. Then, for all 0 ≤ δ ≤ 1, it is the case that

Pr[X ≥ (1 + δ)µ] ≤ e−
δ2µ
3 .



22

Entropy

Many of the problems we consider deal with entropy (also known as Shannon entropy).

The entropy of a distribution X (denoted H(X)) is the expected value of log(1/Pr[X =

x]). Given two distributions X and Y , the statistical difference between the two is

denoted ∆(X,Y ) and is equal to
∑

α

∣∣Pr[X = α] − Pr[Y = α]
∣∣/2. Equivalently, for

finite domains D, ∆(X,Y ) = maxS⊆D{
∣∣PrX [S]− PrY [S]

∣∣} This quantity is also known

as the total variation distance between X and Y . The support of X, denoted supp(X),

is {x : Pr[X = x] > 0}.

2.3 NISZK

Non-interactive zero-knowledge proof (NISZK) [Adapted from [17, 46]]: A non-interactive

statistical zero-knowledge proof system for a promise problem Π is defined by a pair of

deterministic polynomial time machines10 (V, S) (the verifier and simulator, respectively)

and a probabilistic routine P (the prover) that is computationally unbounded, together

with a polynomial r(n) (which will give the size of the random reference string σ), such

that:

1. (Completeness): For all x ∈ ΠY , the probability (over random σ, and over the

random choices of P ) that V (x, σ, P (x, σ)) accepts is at least 1− 2−O(|x|).

2. (Soundness): For all x ∈ ΠN , and for every possible prover P ′, the probability

that V (x, σ, P ′(x, σ)) accepts is at most 2−O(|x|). (Note P ′ here can be malicious,

meaning it can try to fool the verifier)

3. (Zero Knowledge): For all x ∈ ΠY , the statistical distance between the following

two distributions is bounded by 2−|x|:

(a) Choose σ ← {0, 1}r(|x|) uniformly random, p← P (x, σ), and output (p, σ).

(b) S(x, r) (where the coins r for S are chosen uniformly at random).

10In prior work on NISZK [46, 17], the verifier and simulator were said to be probabilistic machines.
We prefer to be explicit about the random input sequences provided to each machine, and thus the
machines can be viewed as deterministic machines taking a sequence of random bits as input.
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It is known that changing the definition, to have the error probability in the soundness and

completeness conditions and in the simulator’s deviation be 1
nω(1) results in an equivalent

definition [17, 46]. (See the comments after [17, Claim 39].) We will occasionally make

use of this equivalent formulation, when it is convenient.

NISZK is the class of promise problems for which there is a non-interactive statistical

zero knowledge proof system.

NISZKC denotes the class of problems in NISZK where the verifier V and simulator

S lie in complexity class C.
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Chapter 3

Meta Complexity and One way functions

3.1 Introduction

One-way functions (OWFs) —that is, functions that are easy to compute but hard to

invert— are objects of great importance in cryptography and computational complexity.

For example, it is known that OWFs exist if and only if pseudorandom generators exist

[49] and, moreover, if OWFs exist, then P ̸= NP.

In this chapter, we ask the following question:

Can the existence of OWFs be shown to be equivalent to the average-case

hardness of some NP-complete problem?

We take concrete steps toward giving an affirmative answer to this question, by presenting

a candidate problem. Note that by Impagliazzo and Naor [67] it is known that there

exists some NP-complete problem (Subset Sum) whose average-case hardness implies

the existence of OWFs. However, what we attempt to do is different: We want to

make concrete progress in characterizing OWFs by the average-case hardness of an

NP-complete problem.

The importance of NP stems mainly from the fact that, for thousands of important

naturally-occurring computational problems, their worst-case computational complexity

is best explained by knowing that they are NP-complete. However, NP-completeness has

not been as relevant for the concerns of cryptographers, who require one-way functions,

which in turn require problems in NP that are hard-on-average. Liu and Pass [76] gave

what is arguably the first “natural” example of a problem in NP that is hard-on-average

if and only if one-way functions exist; but this problem (computing time-bounded

Kolmogorov complexity, Kt) is not known to be NP-complete. Although it is not hard
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to modify their language to obtain an artificial NP-complete problem with the same

average-case complexity (see Proposition 3.6.1), there had been no “natural” example of

an NP-complete problem whose average-case complexity had been connected directly to

the existence of one-way functions. The main contribution of this chapter is to present

such an example.

There are different ways to define time-bounded Kolmogorov complexity; the measure

KT (defined in [11]) has the property that KT(x) is approximately the same as the

circuit complexity of the function that has x as its truth table. Thus the problem

MKTP = {(x, i) | KT(x) ≤ i} has been useful [11] in studying the Minimum Circuit

Size Problem MCSP = {(f, i) | CC(f) ≤ i}, which has been the subject of much recent

work. As with most other Kolmogorov complexity measures, KT(x) is defined in [11]

as a special case of the conditional KT-complexity KT(x | y), where y is the empty

string. Our results concern the decision problem McKTP = {(x, y, i) | KT(x | y) ≤ i}.

We show the following.

1. If McKTP is hard-on-average, then one-way functions exist (Theorem 3.1.1).

2. McKTP is NP-complete under randomized reductions (Theorem 3.1.2).

3. If one-way functions exist, then McKTP is (somewhat) hard-on-average (Theo-

rem 3.1.4).

4. In fact, McKTP is hard-on-average if and only if logspace-computable one-way

functions exist (Theorem 3.1.3 and Theorem 3.1.5).

3.1.1 Prior work

An early goal in cryptographic research was to base the existence of cryptographically

secure one-way functions on the worst-case complexity of some NP-complete problem.

This goal remains elusive; it was shown in [3] that no black-box argument of this sort can

proceed based on non-adaptive reductions (unless CoNP ⊆ AM). Non-adaptive worst-

case-to-average-case reductions were also studied by Bogdanov and Trevisan [30], who

showed that such reductions to sets in NP exist only for problems in NP/poly∩coNP/poly.
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Recent work by Nanashima [87] holds open the possibility that the security of OWFs

can be based on an adaptive black-box reduction, by first establishing a non-adaptive

black-box reduction basing the existence of auxiliary input one-way functions on the

worst-case complexity of an NP-complete problem, although this would also require

non-relativizing techniques. Instead of worst-case hardness, the focus of our work is on

average-case hardness assumptions. A nice survey on this area, that lays out many of

the issues about one-way functions and average-case complexity, is the one by Bogdanov

and Trevisan [30].

Hirahara and Santhanam have discussed zero-error average-case complexity of prob-

lems related to MKTP [57]. Santhanam [97] showed that a restricted type of hitting-set

generator exists if and only if MCSP is zero-error average-case hard. Hirahara also proved

similar results connecting the worst-case and the zero-error average-case complexity of

problems related to MCSP and Kolmogorov complexity [51].

More recently, Brzuska and Couteau [32] discuss basing OWFs on average-case

hardness, stating that it remains an open question to do this for the general notion of

average-case hardness. They present some negative results, indicating the difficulty of

establishing the existence of fine-grained one-way functions, based on the existence of

average-case hardness, via black-box reductions.

There is also an important line of work (including Ajtai [2] and Micciancio and

Regev [84]) basing the existence of OWFs on the worst-case complexity of certain

problems in NP (including problems that are closely related to NP-complete problems,

although they are not themselves known to be NP-complete).

3.1.2 Our results

In this work, we connect the existence of OWFs to the average-case hardness of computing

a conditional (and NP-complete) variant of MKTP, which we term McKTP.

Initially, we prove that the average-case hardness of McKTP implies the existence of

OWFs.

Theorem 3.1.1 (Informal). OWFs exist if McKTP is hard-on-average on a polynomial
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fraction of its instances.

We also show that McKTP is NP-complete under randomized reductions.

Theorem 3.1.2 (Informal). McKTP is NP-complete under polynomial-time one-sided-

error randomized reductions.

Moreover, Theorem 3.1.1 suggests an approach for excluding Impagliazzo’s Pessi-

land [66], that is, a version of our world where there are average-case hard problems

in NP and there are no OWFs. This approach is based on the following observation.

If McKTP is NP-hard under average-case reductions1Theorem 3.1.1 the existence of

an average-case hard problem in NP would imply the existence of OWFs. Therefore

proving that McKTP is NP-hard under average-case reductions excludes Pessiland.

We are able to prove a stronger version of Theorem 3.1.1, building on the work of

Ren and Santhanam [94].

Theorem 3.1.3 (Informal). Logspace-computable OWFs exist if McKTP is hard-on-

average on a polynomial fraction of its instances.

Finally, we prove a weak converse of Theorem 3.1.1, and a strong converse of

Theorem 3.1.3.

Theorem 3.1.4 (Informal). OWFs exist only if McKTP is hard-on-average on an

exponential fraction of its instances.

Theorem 3.1.5 (Informal). Logspace-computable OWFs exist only if McKTP is hard-

on-average on a polynomial fraction of its instances.

Formal statements of these theorems and their proofs are given in sections 3.4 and

3.5 respectively. By Theorem 3.1.3 and Theorem 3.1.5, we get the following corollary.

Corollary 3.1.6. McKTP is hard-on-average if and only if logspace-computable OWFs

exist.

1McKTP is NP-hard under average case reductions if ∀L ∈ NP : (L,D)≤P
m(McKTP, D′) where D,D′

are poly-time samplable distributions.
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How significant are our results?

The reader may wonder whether the hypothesis of Theorem 3.1.1 is overly strong. Is

there perhaps some trivial heuristic that succeeds well on average for this NP-complete

decision problem?

The input to the problem consists of a triple (x, y, θ), where the question is whether

KT(x | y) ≤ θ, where θ is a number bounded by |x|+O(log |x|). A simple heuristic is

to accept if θ is at the high end of this range, and reject otherwise; one can augment

this to accept for slightly lower values of θ if x has certain hallmarks of low complexity

(such as starting or ending with a logarithmic number of zeros, or agreeing with y on

those substrings). However, when inputs are chosen at random, this heuristic still seems

likely to fail with constant probability if θ is close to the boundary between where the

heuristic accepts and rejects. In particular, it is far from clear how to design a heuristic

that would have failure probability less than, say 1/s2, where θ ranges over a domain of

size s. In particular, it seems quite plausible that there is a constant k for which no

heuristic can achieve failure probability less than 1/sk, which is precisely the hypothesis

of Theorem 3.1.1, and is sufficient for the existence of OWFs.

Moreover, by Theorem 3.1.5, this hypothesis is in fact equivalent to the existence of

logspace-computable OWFs, which is widely believed to hold.

By the same token, the conclusion of Theorem 3.1.4 gives a much weaker, but still

non-trivial, average-case hardness condition for McKTP.

3.1.3 Our techniques

The main results of this chapter are Theorem 3.1.1, Theorem 3.1.2, and Theorem 3.1.4.

Below we provide some intuition regarding their proofs.

1. Theorem 3.1.1 is proved by

(a) giving an average-case decision-to-search reduction for McKTP (see Lemma 3.2.3)

and

(b) observing that a recent result by Liu and Pass [76], whereby they prove that

the average-case hardness of a search variant of time-bounded Kolmogorov
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complexity Kt yields OWFs, can be adjusted to the case of McKTP as well

(see Lemma 3.2.4).

The three properties of time-bounded Kolmogorov complexity Kt, for some

t : N→ N where t(n) ≥ n for all n ∈ N, that are used by Liu and Pass, are

as follows.

i. One can create a string of low time-bounded Kolmogorov complexity

in polynomial time. This can be done by running a universal Turing

machine U on some string, for polynomially-many steps, and subsequently

recording the output of U .

ii. For any string x, the possible values of itsKt complexity are polynomially-

many in |x|. In fact, there is a c > 0 such that, for any function t : N→ N

such that t(n) ≥ n for all n ∈ N, and any string x, the possible values of

Kt(x) are at most |x|+ c.

iii. The following domination property holds. Let x∗ ∈ {0, 1}n be a string,

and c > 0 be as in Item 1(b)ii. Then,

Pr
Π∼{0,1}n+c

[
U
(
Π, 1t(n)

)
= x∗

]
≥ 1

2n+c
=

2−n

2c
≥

Prx∼{0,1}n [x = x∗]

poly(n)
.

As it turns out, all of these properties are satisfied even when one considers

McKTP. This is true for the following reasons.

iv. One can create a string of low conditional KT complexity in polynomial

time. As above, this can be done by running a universal oracle Turing

machine U , given oracle access to a program Π and an auxiliary string

y, on a string x for t ≤ poly(|x|) steps, and subsequently recording the

output of UΠ,y.

v. For any string x, the possible values of its KT complexity given any

string y are polynomially-many in |x|. In fact, there is a c > 0 such that

for any string x, the possible values of the conditional KT complexity of

(x, y) are at most |x|+ c log |x|.

vi. The following domination property holds (for KT and conditional KT

complexity). Let x∗ ∈ {0, 1}n be a string, c > 0 be as in Item 1(b)v, and



30

nc := n+ c log n. Then, for all y ∈ {0, 1}∗, it is the case that

Pr
Π∼{0,1}nc , t∼[nc]:

|Π|+t≤nc

[
for all 1 ≤ i ≤ n, UΠ,y

(
i, 1t

)
= x∗i

]
≥ 1

2nc+lognc

=
2−n

nc (n+ c log n)

=
Prx∼{0,1}n [x = x∗]

poly(n)
.

2. Theorem 3.1.3 is proved by use of the techniques of [94]. In particular, the proof

of Theorem 3.1.1 shows that the following function is one-way, if McKTP is

hard-on-average:

Given (s, t, y,Π), output the string obtained by running U on y and the

length-s prefix of Π for t steps.

Ren and Santhanam observe that this function is logspace-computable if we restrict

t to be O(log n). Then, crucially, they show that for most strings in the range

of this function, s+ t is minimized when t = O(log n). These insights, combined

with the the proof of the preceding theorem, suffice.

3. Theorem 3.1.2 is proved by

(a) noting that McKTP is in NP (see Lemma 2.2.9) and

(b) showing the NP-hardness of McKTP (see Corollary 3.7.9). This is done by

giving a polynomial-time randomized reduction from Set Cover, which is

NP-hard to approximate [41] (see Corollary 3.7.8), to an appropriate gap

version of McKTP (see Corollary 3.7.7). Note that this step closely mimics

the proof of Ilango [59] for the NP-hardness of Minimum Oracle Circuit Size

Problem (MOCSP) [24] .

4. Theorem 3.1.4 is proved by giving a proof of its contrapositive statement, as

explained by the items below.

(a) Assume that McKTP is easy on average under the uniform distribution.
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(b) By a corollary of Ilango, Loff, and Oliveira [62](see Lemma 3.1.16), for all

a ≥ 1, there exists a learning algorithm for SIZE[na] that works for infinitely

many n ∈ N; see Lemma 3.3.2.

(c) By a learner-to-distinguisher reduction (see Lemma 3.3.5), for every polynomial-

time computable Boolean function family {fy}y∈{0,1}∗ , there is a distinguisher

for {fy}y∈{0,1}∗ [89].

(d) By the correctness of the works by H̊astad, Implagliazzo, Levin, and Luby [49],

and Goldreich, Goldwasser, and Micali [45], there are no OWFs.

5. Theorem 3.1.5 is proved by giving a slight modification to the proof of [94, Lemma

4.7].

3.1.4 Preliminary lemmas about KT complexity

Lemma 3.1.7. Let n ∈ N be sufficiently large, m ∈ N, and c > 1. Then, it is the case

that

Pr
x∼{0,1}n,
y∼{0,1}m

[
KT(x | y) ≤ n1/c

]
= o(1) ,

where x and y are independent and uniformly random.

Proof. We have that

Pr
x,y

[
KT(x | y) ≤ n1/c

]
=

∑
y

Pr
x

[
KT(x | y) ≤ n1/c

]
· 1

2m

=
∑
y

∣∣{x ∈ {0, 1}n | KT(x | y) ≤ n1/c
}∣∣

2n
· 1

2m

≤
∑
y

∣∣{Π ∈ {0, 1}∗ | |Π| ≤ n1/c}∣∣
2n

· 1

2m
,



32

since KT(x | y) ≤ n1/c implies that there exists a program Π ∈ {0, 1}∗ and a run-time

bound t ∈ N such that UΠ,y
(
i, 1t

)
= xi for all 1 ≤ i ≤ n, and |Π| < |Π|+ t ≤ n1/c, or

=

∣∣{Π ∈ {0, 1}∗ | |Π| ≤ n1/c}∣∣
2n

≤ 2n
1/c+1 − 1

2n

≤ 2n
1/c+1

2n

= o(1) .

Lemma 3.1.8. For all f : {0, 1}n → {0, 1}, 1 ≤ t ≤ 2n, and x1, . . . , xt ∈ {0, 1}n, it is

the case that

KT((f(x1) , . . . , f(xt)) | (x1, . . . , xt)) ≤ O
(
CC(f)3

)
.

Proof. Let Cf be a minimum-size circuit that computes f . Let Π be a program as

follows:

On input 1 ≤ i ≤ n, compute and output Cf (xi).

By Lemma 2.2.1, we can assume that the description of Cf has size O(CC(f) log CC(f)),

so we have that |Π| ≤ O(CC(f) log CC(f)). By Lemma 2.2.2 and Lemma 2.2.3, the

running time of Π is at most

O(log n) +O(n log n) +O
(
CC(f)2 log CC(f)

)
≤ O

(
CC(f)3

)
.

Therefore, KT((f(x1) , . . . , f(xt)) | (x1, . . . , xt)) ≤ O
(
CC(f)3

)
.

3.1.5 One-way functions

We recall some of the definitions from Chapter 2. In the following, a function µ is said

to be negligible if for every polynomial p there exists a n0 ∈ N such that for all naturals

n > n0 it is the case that µ(n) ≤ 1/p(n).

Definition 3.1.9. Let f : {0, 1}∗ → {0, 1}∗ be a polynomial-time computable function.

We say that f is a one-way function (OWF) if for every PPT algorithm A there exists

a negligible function µ such that for all n ∈ N it is the case that

Pr
x∼{0,1}n,r

[
A(1n, f(x) ; r) ∈ f−1(f(x))

]
< µ(n)



33

where the size of r is equal to the running time of A.

We will also employ the following weaker notion of OWFs. We first define PPT

algorithms. We say that an algorithm A is a PPT algorithm if A is a probabilistic

polynomial-time algorithm. If A is a PPT algorithm that runs in time p(n) for a

polynomial p, then we denote by A(x; r) the output of A on input x ∈ {0, 1}∗ using

random bits r ∈ {0, 1}p(|x|). We say that an algorithm A is a PPT oracle algorithm if

A is a PPT algorithm that has access to some oracle. If A is a PPT oracle algorithm

that runs in time p(n) for a polynomial p and has access to an oracle for a language

L ⊆ {0, 1}∗, then we denote by AL(x; r) the output of AL on input x ∈ {0, 1}∗ using

random bits r ∈ {0, 1}p(|x|).

Definition 3.1.10. Let f : {0, 1}∗ → {0, 1}∗ be a polynomial-time computable function.

We say that f is an α-weak one-way function (α-weak OWF) if for every PPT algorithm

A and all sufficiently large n ∈ N it is the case that

Pr
x∼{0,1}n,r

[
A(1n, f(x) ; r) ∈ f−1(f(x))

]
< 1− α(n)

where the size of r is equal to the running time of A. We say that f is a weak one-way

function (weak OWF) if there exists some polynomial q > 0 such that f is a (1/q)-weak

OWF.

Yao [104] proved that the existence of weak OWFs implies the existence of OWFs.

Theorem 3.1.11 ([104]). Assume that there exists a weak one-way function. Then there

exists a one-way function. (Also, if there exists a weak-one-way function computable in

logspace, then there is a one-way function computable in logspace.)

3.1.6 Average-case hardness/easiness

A heuristic H is a PPT algorithm that, on input any x ∈ {0, 1}n, outputs a value in

{0, 1} along each computation path.

Definition 3.1.12 (Average-case hardness). Let α : N→ [0, 1] be a failure parameter

function. We say that a function f : {0, 1}n → {0, 1} is α-hard-on-average (α-HoA) if
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for all heuristics H and all sufficiently large n ∈ N it is the case that

Pr
x∼{0,1}n,r

[H(x; r) = f(x)] ≤ 1− α(n)

where the size of r is equal to the running time of H.

Definition 3.1.13 (Average-case easiness). Let α : N→ [0, 1] be a success parameter

function. We say that a function f : {0, 1}n → {0, 1} is α-easy-on-average (α-EoA) if

f is not (1− α)-hard-on-average; that is, if there exists some heuristic H such that for

infinitely many n ∈ N it is the case that

Pr
x∼{0,1}n,r

[H(x; r) = f(x)] > 1− (1− α(n)) = α(n)

where the size of r is equal to the running time of H.

Let R ⊆ {0, 1}n × {0, 1}∗ be a search problem. A heuristic H is a PPT algorithm

that, on input any x ∈ {0, 1}n, outputs a value in {0, 1}∗ along each computation path.

The notions of average-case hardness and easiness for search problems are defined in

a fashion similar to that of decision problems; see Definition 3.1.12 and Definition 3.1.13.

Infinitely-often average-case easiness of McKTP, with advantage

We require the following definition, which is inspired by Ilango, Loff, and Oliveira [62].

Definition 3.1.14 (Following Ilango, Loff, and Oliveira [62]). Let m : N→ N, s : N→ N

be such that s(n) < n/4 for all n ∈ N, and α : N→ [0, 1]. A probabilistic algorithm B

solves McKTmP of dimension n with advantage α for a size parameter s and infinitely

many n ∈ N if, for infinitely many n ∈ N, it is the case that∣∣∣∣Pr
y,r

[B(1n, x, y; r) = 1]− Pr
z,y,r

[B(1n, z, y; r) = 1]

∣∣∣∣ ≥ α(n)
where y ∈ {0, 1}m(n) and z ∈ {0, 1}n are uniformly random, x = x(y) ∈ {0, 1}n is

any arbitrary n-bit string satsifying KT(x | y) ≤ s (which exists by Lemma 2.2.7), and

r ∈ {0, 1}∗ has size equal to the running time of B. In this case, we may also say that

McKTmP of dimension n is easy-on-average with advantage α for a size parameter s

and infinitely many n ∈ N (EoA with advantage α for a size parameter s and infinitely

many n ∈ N).
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3.1.7 Learning algorithms

For a Boolean function f : {0, 1}n → {0, 1}, an example oracle for f , denoted EX(f), is

a procedure that when invoked returns a pair (x, f(x)) where x ∼ {0, 1}n.

Let 0 < ε < 1. We say that a circuit C with n inputs is ε-close to a function

f : {0, 1}n → {0, 1} if

Pr
x∼{0,1}n

[C(x) ̸= f(x)] ≤ ε.

We follow the intuitive notion of learning by Valiant [101].

Definition 3.1.15 (Infinitely-often learnability; following Valiant [101]). A probabilistic

algorithm infinitely-often learns a class of Boolean functions F with accuracy error ε

and confidence error δ if, for all f ∈ F of the form f = {fn}n∈N, whereby fn : {0, 1}n →

{0, 1} for all n ∈ N, and infinitely many n ∈ N, it is the case that

Pr
EX(fn),r

[
AEX(fn)(1n; r) outputs a circuit that is ε(n)-close to fn

]
≥ 1− δ(n) ,

where the size of r is equal to the running time of A.

We will use the following result, which is inspired by Ilango, Loff, and Oliveira [62].

Lemma 3.1.16 (Following Ilango, Loff, and Oliveira [62, Theorem 36, Item (2)]). If

there exists c > 1 such that for all 0 < γ < 1 McKTmP of dimension t and m := t1+γ

can be solved on average with advantage 1/10 for a size parameter s := t1/c and infinitely

many t ∈ N, then for every a ≥ 1 the class SIZE[na] can be infinitely-often learned in

polynomial time with accuracy error 1/n and confidence error 1/n.

Proof sketch. Let a ≥ 1 be arbitrary, let c > 1 be as in the statement of Lemma 3.1.16,

let γ := 1/ (c · 4a), and let B be the PPT algorithm that witnesses the fact that

McKTmP of dimension t and m := t1+γ can be solved on average with advantage 1/10

for a size parameter s := t1/c and infinitely many t ∈ N. Let t ∈ N be sufficiently large

and such that B satisfies its average-case guarantees on inputs of dimension n := tγ . Let

N := t+m(t) = t+ t1+γ = t+ tn be the size of the instances of McKTmP of dimension

t. Let q be a polynomial such that B runs in time q(N). We will prove that SIZE[na]

can be learned in polynomial time with accuracy error 1/n and confidence error 1/n.
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By examining the work of Ilango, Loff, and Oliveira [62, Theorem 36, Item (2)], it

would suffice to show that there exists a PPT algorithm B′ such that for infinitely many

n ∈ N and all f ∈ SIZE[na] it is the case that∣∣∣∣∣ Pr
{xi}ti=1,r

[
B′(1n, (x1, f(x1)) , . . . , (xt, f(xt)) ; r) = 1

]
− Pr
{xi}ti=1,b,r

[
B′(1n, (x1, b1) , . . . , (xt, bt) ; r) = 1

]∣∣∣∣∣ ≥ 1

10

whereby x1, . . . , xt ∈ {0, 1}n, b ∈ {0, 1}t, and r ∈ {0, 1}polyN are independent and

uniformly random. The reason is that Ilango, Loff, and Oliveira [62] employ the

inequality above in a hybrid argument that enables them to design a learning algorithm

for SIZE[na], by making use of the advantage that the hybrid argument yields. Then,

they use a boosting technique by Boneh and Lipton [31] to improve the accuracy of

their learning algorithm.

To this end, let B′ be a probabilistic algorithm such that

B′(1n, z; r) := B(1n, (zn+1, z2n+2, . . . , zt+tn) ,

((z1, z2, . . . , zn) , (zn+2, zn+3, . . . , z2n+1) , . . . , (zt+tn−n, zt+tn−n+1, . . . , zt+tn−1)) ; r) ,

for all n ∈ N, z ∈ {0, 1}t+tn, and r ∈ {0, 1}q(N). That is, on input (1n, z) and

using random bits r the algorithm B′ applies a permutation σ on z, to get a string

z′ := σ(z) = zσ(1) · · · zσ(n), and then runs B on (1n, z′) using random bits r. For that

matter B′ runs in polynomial time, by the facts that σ is polynomial-time computable

and B is a PPT algorithm.

We now have∣∣∣∣∣ Pr
{xi}ti=1,r

[
B′(1n, (x1, f(x1)) , . . . , (xt, f(xt)) ; r) = 1

]
− Pr
{xi}ti=1,b,r

[
B′(1n, (x1, b1) , . . . , (xt, bt) ; r) = 1

]∣∣∣∣∣
=

∣∣∣∣∣ Pr
{xi}ti=1,r

[B(1n, (f(x1) , . . . , f(xt)) , (x1, . . . , xt) ; r) = 1]

− Pr
{xi}ti=1,b,r

[B(1n, b, (x1, . . . , xt) ; r) = 1]

∣∣∣∣∣ ≥ 1

10
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by the definition of B′, our assumption, and the fact that

KT((f(x1) , . . . , f(xt)) | (x1, . . . , xt)) ≤ O
(
(na)3

)
≤ n4a = nγ/c = t1/c = s < t/4,

by Lemma 3.1.8.

Theorem 3.1.17 (PRGs imply PRFs; see Goldreich, Goldwasser, and Micali [45]). If

there exists a function {Gn}n∈N, whereby Gn : {0, 1}n/2 → {0, 1}n for all n ∈ N, such

that for every PPT algorithm A there is a negligible function ε : N→ [0, 1] such that for

all n ∈ N it is the case that Gn is a function that ε(n)-fools A, then there exists a PRF

family.

Theorem 2.1.2 and Theorem 3.1.17 yield the following corollary.

Corollary 3.1.18 (OWFs imply PRFs). If there exists a OWF, then there exists a

PRF family.

3.2 OWFs from average-case hardness of McKTP

In this section, we prove the following result.

Theorem 3.2.1. Assume that, for some m : N → N, McKTmP of dimension n is

(1/p)-HoA for some polynomial p. Then, there exists some weak OWF.

By Theorem 3.2.1 and Theorem 3.1.11, we get the following corollary.

Corollary 3.2.2 (Theorem 3.1.1, restated). Assume that, for some m : N → N,

McKTmP of dimension n is (1/p)-HoA for some polynomial p. Then, there exists some

OWF.

3.2.1 Proof of Theorem 3.2.1

We will first require the following two lemmas.

Lemma 3.2.3. For all functions m : N → N, if McKTmP is (1/p)-HoA for some

polynomial p, then Search McKTmP is
(
1/p2

)
-HoA.
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Proof. We will prove the contrapositive. That is, we will prove that if Search McKTmP

is
(
1− 1/p2

)
-EoA, then McKTmP is (1− 1/p)-EoA. In what follows, let c > 0 be as in

Corollary 2.2.6.

Let N ′ := n+m(n) be the size of the instances of Search McKTmP of dimension

n. Assume that Search McKTmP is
(
1− 1/p2

)
-EoA. That is, assume that there exists

some heuristic H ′ that on input a random instance (x, y) ∈ {0, 1}n × {0, 1}m(n) outputs

with probability greater than 1− 1/p(N ′)2 a program Π ∈ {0, 1}∗ and a run-time bound

t ∈ N (in binary) such that UΠ,y
(
i, 1t

)
= xi for all 1 ≤ i ≤ n, and the sum |Π| + t is

minimized over the choices of Π and t.

Given H ′, a heuristic H for McKTmP of dimension n and input size N := n+m(n)+

log(n+ c log n), works as follows:

On input strings x ∈ {0, 1}n and y ∈ {0, 1}m(n), and a size parameter 0 ≤

θ ≤ n+c log n in binary, run H ′ on (x, y) to get a program Π ∈ {0, 1}∗ and a

run-time bound t ∈ N (in binary). If Π and t are such that UΠ,y
(
i, 1t

)
= xi

for all 1 ≤ i ≤ n and |Π|+ t ≤ θ, then return YES. Else, return NO.

Note that the running time of H is polynomial in N . The success probability of H over

a random instance (x, y, θ) and random bits r is

Pr
x,y,θ,r

[H(x, y, θ; r) succeeds]

≥ Pr
x,y,θ,r

[
H(x, y, θ; r) succeeds | H ′(x, y; r) succeeds

]
· Pr
x,y,r

[
H ′(x, y; r) succeeds

]
> 1 ·

(
1− 1

p(N ′)2

)
= 1− 1

p(N ′)2
≥ 1− 1

p(N)
,

since 1/p(N ′)2 ≤ 1/p(N) for all sufficiently large n ∈ N, as desired.

Therefore, McKTmP is (1− 1/p)-EoA as witnessed by H.

The following is an elaboration on the seminal work by Liu and Pass [76].

Lemma 3.2.4 (Following Liu and Pass [76]). Assume that, for some m : N → N,

Search McKTmP is (1/p)-HoA for some polynomial p. Then, there exists some weak

OWF.



39

Proof. Fix some UTM U , and let c > 0 be as in Corollary 2.2.6. Let n ∈ N be sufficiently

large and such that Search McKTmP of dimension n is (1/p)-HoA. Consider the function

f : {0, 1}∗ → {0, 1}∗ defined by the mapping rule

(
s, t, y,Π′

)
7→

(
s+ t, UΠ,y

(
1, 1t

)
, . . . , UΠ,y

(
n, 1t

)
, y
)
,

where m := m(n), y ∈ {0, 1}m, Π′ ∈ {0, 1}n+c logn is a program, and Π := Π′|[s]
is the s-bit prefix of Π′. Note that without loss of generality, s + t ≤ n + c log n, by

Corollary 2.2.6. This also implies that s ≤ n+c log n and t ≤ n+c log n. For that matter,

f is a function from {0, 1}M to {0, 1}N , where M := 2 log(n+ c log n) +m+ n+ c log n

and N := log (n+ c log n) + n+m, and is computable in polynomial time.

Observe also that f is only defined over infinitely many input lengths. However, by

a padding trick, f can be transformed into another function f ′ that is defined over all

input lengths, and such that f ′ is a weak one-way function, given that f is [76].

We now claim that if Search McKTmP is (1/p)-HoA, then f is a (1/q)-weak OWF,

where q is a polynomial such that q(n) := 2 (n+ c log n)2 ncp(n+m(n))3 for all n ∈ N.

Towards a contradiction, assume that there exists a PPT algorithm A that inverts f

with probability at least 1− 1/q(M) ≥ 1− 1/q(n).

First, note that except for a fraction 1/ (2p(n+m)) of sequences of random bits r for

A, the deterministic machine Ar, given by Ar(f(z)) := A(f(z) ; r) for all z ∈ {0, 1}M ,

fails to invert f with probability at most 2p(n+m) /q(n) over a uniformly random

input z. This is so, as

Pr
r

[
Pr
z
[Ar(f(z)) fails] >

2p(n+m)

q(n)

]
≤ Pr

r

[
Pr
z
[Ar(f(z)) fails] ≥ 2p(n+m) ·Pr

z,r
[Ar(f(z)) fails]

]
= Pr

r

[
Pr
z
[A(f(z) ; r) fails] ≥ 2p(n+m) ·E

r

[
Pr
z
[A(f(z) ; r) fails]

]]
≤ 1

2p(n+m)
,

by Lemma 2.2.11. Henceforth, we will call such a sequence of random bits good ; otherwise,

we will call a sequence of random bits bad. Therefore, we have

Pr
z,r

[A(f(z) ; r) fails | r is good] = Pr
z,r

[Ar(f(z)) fails | r is good] ≤ 2p(n+m)

q(n)
.

We propose the following heuristic H for Search McKTmP:
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On input strings x ∈ {0, 1}n and y ∈ {0, 1}m, and using random bits r, the al-

gorithmH runs A(j, x, y; r) for all j ∈ [n+ c log n]. For each j ∈ [n+ c log n],

A(j, x, y; r) returns a tuple
(
sj , tj , y,Π

′
j

)
. Then, H(x, y; r) returns a pro-

gram Π′k|[sk] from
{
Π′j

∣∣∣
[sj ]

}
j∈[n+c logn]

such that U
Π′

k|[sk],y(i, 1tk) = xi for

all 1 ≤ i ≤ n, and
∣∣∣Π′k|[sk]∣∣∣+ tk = sk + tk is minimized.

We will now analyze the average-case performance of H. Fix a good sequence of

random bits r, as defined above, and recall that, in this case, Prz[Ar(f(z)) fails] ≤

2p(n+m) /q(n). Let Sr be the set of inputs (x, y) for which H(x, y; r) fails, when given

random bits r. Observe that, for any good r,

Pr
x,y

[H(x, y; r) fails] =
|Sr|
2n+m

.

Consider (x, y) ∈ Sr and let wx,y := KT(x | y) be the conditional KT-complexity of x

given y. By Corollary 2.2.6, we have wx,y ≤ n+ c log n. If H(x, y; r) fails, then it means

that A fails to invert (wx,y, x, y) when given the good sequence of random bits r.

Recall that Prz[Ar(f(z)) fails] ≤ 2p(m (n+ 1)) /q(n). Recall also, from the defini-

tion of f , and from the fact that wx,y ≤ n+ c log n, that

Pr
z
[f(z) = (wx,y, x, y)] ≥

1

(n+ c log n)2 · 2m · 2n+c logn
.

Thus, for any good sequence r, we have

2p(n+m)

q(n)
≥ Pr

z
[Ar (f(z)) fails]

=
∑

(w,x,y):Ar(w, x, y) fails

Pr
z
[f(z) =(w, x, y)]

≥
∑

(x,y):Ar(wx,y , x, y) fails

Pr
z
[f(z) =(wx,y, x, y)]

≥
∑

(x,y)∈Sr

1

(n+ c log n)2 · 2m · 2n+c logn

=
|Sr|
2n+m

· 1

(n+ c log n)2 2c logn

=
Prx,y[H(x, y; r) fails]

(n+ c log n)2 nc
.
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Since this holds for any good sequence r, we have that

Pr
x,y,r

[H(x, y; r) fails | r is good] ≤ (n+ c log n)2 nc2p(n+m)

q(n)

=
(n+ c log n)2 nc2p(n+m)

2 (n+ c log n)2 ncp(n+m)3

=
1

p(n+m)2

<
1

2p(n+m)
,

since p(n+m) > 2 for all sufficiently large n ∈ N. Therefore, H fails with probability

at most

Pr
x,y,r

[H(x, y; r) fails | r is good] +Pr
r
[r is bad] <

1

2p(n+m)
+

1

2p(n+m)
=

1

p(n+m)
.

This yields a contradiction.

We now turn to the proof of Theorem 3.2.1.

Proof of Theorem 3.2.1. Immediate; by Lemma 3.2.3 and Lemma 3.2.4, since if p is a

polynomial, then p2 is a polynomial too.

3.3 Average-case hardness of McKTP from OWFs

In this section, we prove the following result, which is a weak converse to Theorem 3.2.1.

Theorem 3.3.1 (Theorem 3.1.4, restated). Assume that there exists a OWF. Then,

there exists a function m : N → N such that McKTmP of dimension n is (1/h)-HoA,

for a function h : N→ R>0 such that h(N) := 2N/polylogN for all N ∈ N.

3.3.1 Applications of heuristics

We will require the following result, which asserts that heuristics with good average-case

performance guarantees can be used to design learning algorithms.

Lemma 3.3.2. If for all 0 < γ < 1 it is the case that McKTmP of dimension n and

m := n1+γ is (1− 1/h)-EoA, for a function h : N→ R>0 such that h(N) := 2N/polylogN

for all N ∈ N, then for every a ≥ 1 the class SIZE[na] can be infinitely-often learned in

polynomial time with accuracy error ε = 1/n and confidence error δ = 1/n.
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Proof. We will apply Lemma 3.1.16, by proving that if for all 0 < γ < 1 it is the case

that McKTmP of dimension n and m := n1+γ is (1− 1/h)-EoA, then for all c > 1 and

all 0 < γ < 1 it is the case that McKTmP of dimension n and m := n1+γ is EoA with

advantage 1/10 for a size parameter s := n1/c and infinitely many n ∈ N. The desired

result will then follow from Lemma 3.1.16.

Let 0 < γ < 1 be arbitrary. Let H be the heuristic that witnesses the fact that

McKTmP of dimension n and m := n1+γ is (1− 1/h)-EoA (see Definition 3.1.13), and

assume that H runs in time q(N) on inputs of size N for some polynomial q.

Let n ∈ N be sufficiently large and such that H satisfies its average-case performance

guarantees on inputs of dimension n. In what follows, let N := n+m(n)+log(n+ σ log n)

be the size of the McKTmP on instances of dimension n, where σ is from Corollary 2.2.6;

see Definition 2.2.8.

Let c > 1 be arbitrary, and s := n1/c. Let H∗ be a probabilistic algorithm such

that, for all strings x ∈ {0, 1}n and y ∈ {0, 1}m(n), and all random strings r ∈ {0, 1}q(N),

satisfies H∗(1n, x, y; r) := H(x, y, s; r).

By the definition of H∗, we have that the first term of the LHS of the inequality of

Definition 3.1.14 is

Pr
y,r

[H∗(1n, x, y; r) = 1] = Pr
y,r

[H(x, y, s; r) = 1] ,

where y ∈ {0, 1}m(n) is uniformly random, and x = x(y) ∈ {0, 1}n is such that

KT(x | y) ≤ s, as guaranteed to exist by Lemma 2.2.7. We claim that this proba-

bility is sufficiently large.

Claim 3.3.3. It is the case that

Pr
y,r

[H(x, y, s; r) = 1] ≥ 1

5
.

Proof. Towards a contradiction, assume that

Pr
y,r

[H(x, y, s; r) = 1] <
1

5
.

Then, the number of inputs and random bits of H that make H output “0” is greater

than

K := 2m(n) · 2q(N) ·
(
1− 1

5

)
= 2m(n)+q(N) · 4

5
.
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However, it is the case that K < 2N+q(N)/h(N), by our assumption on the average-case

performance of H. So

2m(n)+q(N) · 4
5
<

1

h(N)
· 2N+q(N) =

1

2N/polylogN
· 2n+m(n)+log(n+σ logn)+q(N)

or

4

5
<

1

2N/polylogN
· 2n+log(n+σ logn) ≤ 1

2n1+γ/polylogn
· 22n < 4

500
;

this yields a contradiction. (Claim 3.3.3) □

We now turn to the second term of the LHS of the inequality of Definition 3.1.14.

To this end, we have

Pr
z,y,r

[H∗(1n, z, y; r) = 1] = Pr
z,y,r

[H(z, y, s; r) = 1]

≤ Pr
z,y,r

[H(z, y, s; r) = 1 | KT(z | y) > s] +Pr
z,y

[KT(z | y) ≤ s]

=
Prz,y,r[H(z, y, s; r) = 1 and KT(z | y) > s]

Prz,y[KT(z | y) > s]

+Pr
z,y

[KT(z | y) ≤ s]

≤ 1/h(N)

1/2
+

1

20
,

by Lemma 3.1.7, or

=
2

h(N)
+

1

20

=
2

2N/polylogN
+

1

20

≤ 1

20
+

1

20

=
1

10
,

Therefore, by Claim 3.3.3 and the discussion above,

Pr
y,r

[H∗(1n, x, y; r) = 1]− Pr
z,y,r

[H∗(1n, z, y; r)] ≥ 1

5
− 1

10
=

1

10
,

as desired.

Remark 3.3.4. It should be noted that Lemma 3.3.2 also holds for the case where

McKTP is zero-error easy on average.
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3.3.2 Applications of infinitely-often learning algorithms

An important observation is that a learning algorithm for polynomial-size circuits may

be used to create distinguishers for polynomial-time computable function families.

Lemma 3.3.5 (See also Oliveira and Santhanam [89, Theorem 8]). Assume that for

every a ≥ 1 the class SIZE[na] can be infinitely-often learned in polynomial time with

accuracy error ε = 1/n and confidence error δ = 1/n. Then, for all function families

{fy}y∈{0,1}∗ such that fy : {0, 1}|y| → {0, 1} for all y ∈ {0, 1}∗, and there is a polynomial-

time algorithm that computes fy(x) given y and x ∈ {0, 1}|y|, there is a distinguisher

for {fy}y∈{0,1}∗.

Proof. Let {fy}y∈{0,1}∗ be a function family such that fy : {0, 1}|y| → {0, 1} for all

y ∈ {0, 1}∗, and there is a polynomial-time algorithm that computes fy(x) given y and

x ∈ {0, 1}|y|. In particular, for all y ∈ {0, 1}∗ it is the case that fy : {0, 1}|y| → {0, 1} is

computable in time |y|k/2 for some k > 0. Pippenger and Fischer[91] show that any t(n)

time computation can be simulated using an O(t(n) log(t(n))) sized circuit - so for all

y ∈ {0, 1}∗, it is the case that fy : {0, 1}|y| → {0, 1} is computable by some circuit of

size

O
(
|y|k/2 log |y|

)
≤ |y|k .

Let A be the PPT learning algorithm for SIZE
[
nk

]
that works for infinitely many

n ∈ N, and that runs in time q(n) for some polynomial q, as guaranteed to exist by our

assumption. In particular, let n ∈ N be sufficiently large and such that A satisfies its

learning guarantees on inputs of size n. Let t := n100 and define D to be a probabilistic

oracle algorithm as follows.

On input 1n, random bits r := (r′, r′′) ∈ {0, 1}O(q(n)) × {0, 1}t·n, and given

oracle access to some function g : {0, 1}n → {0, 1}, the algorithm D runs

A on 1n using random bits r′ ∈ {0, 1}O(q(n)) to get a hypothesis h for g,

whereby simulating calls to EX(g) by using the oracle for g. Then, D samples

t strings x1, . . . , xt from {0, 1}n using random bits r′′ ∈ {0, 1}t·n and uses
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the oracle for g to compute

α :=
|{i ∈ [t] | h(xi) = g(xi)}|

t
.

Finally, if α ≥ 2/3, then D outputs 1; else, D outputs 0.

Note that D runs in time polynomial in n. We will now prove that D is a distinguisher

for {fy}y∈{0,1}∗ . To this end, we will show that D satisfies Definition 2.1.4.

The first term of the LHS of the inequality of Definition 2.1.4 is

Pr
y∼{0,1}n,r

[
Dfy(1n; r) = 1

]
= Pr

y,r

[
α ≥ 2

3

]
= Pr

y,r

[
|{i ∈ [t] | h(xi) = fy(xi)}|

t
≥ 2

3

]
≥ Pr

y,r

[
|{i ∈ [t] | h(xi) = fy(xi)}|

t
≥ 3

4

(
1− 1

n

)]
= Pr

y,r

[
|{i ∈ [t] | h(xi) = fy(xi)}|

t
≥ 3

4
(1− ε)

]
≥ Pr

y,r

[
|{i ∈ [t] | h(xi) = fy(xi)}|

t
≥ 3

4
(1− ε) | h is ε-close to fy

]
·Pr
y,r

[h is ε-close to fy] .

For all 1 ≤ i ≤ t, let Xi be a Boolean variable such that Xi := 1 if and only if

h(xi) = fy(xi). Then,

Pr
y,r

[
Dfy(1n; r) = 1

]
≥ Pr

y,r

[∑t
i=1Xi

t
≥ 3

4
(1− ε) | h is ε-close to fy

]

·Pr
y,r

[h is ε-close to fy]

≥ Pr
y,r

[∑t
i=1Xi

t
≥ 3

4
E
y,r

[∑t
i=1Xi

t

]]
(1− δ) ,

as CC(fy) ≤ |y|k = nk, or

≥ 1

4
E
y,r

[∑t
i=1Xi

t

]
(1− δ) ,
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by Lemma 2.2.12, or

≥ 1

4
(1− ε) (1− δ)

=
1

4

(
1− 1

n

)(
1− 1

n

)
≥ 1

4
− 1

8

=
1

8
.

We now turn to the second term of the LHS of the inequality of Definition 2.1.4. To

this end, we have

Pr
g∼Fn,r

[Dg(1n; r) = 1] = Pr
g,r

[
α ≥ 2

3

]
= Pr

g,r

[
|{i ∈ [t] | h(xi) = g(xi)}|

t
≥ 2

3

]
≤ Pr

g,r

[
|{i ∈ [t] | h(xi) = g(xi)}|

t
≥ 2

3
| {xi}ti=1 are distinct

]
+Pr

[
{xi}ti=1 are not distinct

]
= Pr

b,r

[
|{i ∈ [t] | h(xi) = bi}| ≥

2t

3
| {xi}ti=1 are distinct

]
+Pr

[
{xi}ti=1 are not distinct

]
,

where b1, . . . , bt ∈ {0, 1} are independent and uniformly random, and b := (b1, . . . , bt).

Similarly as above, for all 1 ≤ i ≤ t, let Xi be a Boolean variable such that Xi := 1

if and only if h(xi) = bi. Let Y be the event that all of the xi are distinct. Then,

Pr
g∼Fn,r

[Dg(1n; r) = 1] ≤ Pr
b,r

[
t∑

i=1

Xi ≥
2t

3
| Y

]
+Pr

[
{xi}ti=1 are not distinct

]
= Pr

b,r

[
t∑

i=1

Xi ≥
4

3
· t
2
| Y

]
+Pr[∃i, j ∈ [t] : i ̸= j and xi = xj ]

≤ Pr
b,r

[
t∑

i=1

Xi ≥
4

3
· t
2
| Y

]
+

(
t

2

)
2−n,

by a union bound, or

= Pr
b,r

[
t∑

i=1

Xi ≥
(
1 +

1

3

)
E
b,r

[
t∑

i=1

Xi | Y

]
| Y

]
+

(
n100

2

)
2−n

≤
(
e−

1/9
3

)Eb,r[
∑t

i=1 Xi|Y ]
+
n200

2n
,
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by Lemma 2.2.13, or

≤
(
e−1/27

)t/2
+

1

32

= e−t/54 +
1

32

= e−n
100/54 +

1

32

≤ 1

32
+

1

32

=
1

16
.

Therefore,∣∣∣∣ Pr
y∼{0,1}n,r

[
Dfy(1n; r) = 1

]
− Pr

g∼Fn,r
[Dg(1n; r) = 1]

∣∣∣∣ ≥ 1

8
− 1

16
=

1

16
= Ω(1)

and as every negligible function µ : N → [0, 1] is such that µ(n) = o(1) < Ω(1), the

desired result follows.

3.3.3 Proof of Theorem 3.3.1

We will prove the contrapositive. To this end, assume that for all functions m : N→ N it

is the case that McKTmP of dimension n is (1− 1/h)-EoA, for a function h : N→ R>0

such that h(N) := 2N/polylogN for all N ∈ N. This implies that for all 0 < γ < 1 it is

the case that McKTmP of dimension n and m := n1+γ is (1− 1/h)-EoA, for a function

h : N→ R>0 such that h(N) := 2N/polylogN for all N ∈ N.

By Lemma 3.3.2, for all a ≥ 1, we get a learning algorithm for SIZE[na] that works

for infinitely many n ∈ N. By Lemma 3.3.5, for every function family {fy}y∈{0,1}∗ such

that fy : {0, 1}|y| → {0, 1} for all y ∈ {0, 1}∗, and there is a polynomial-time algorithm

that computes fy(x) given y and x ∈ {0, 1}|y|, there is a distinguisher for {fy}y∈{0,1}∗ .

By Corollary 3.1.18, there are no OWFs.

3.4 Logspace-computable OWFs from average-case hardness of McKTP

Now we show that, applying the insights of Ren and Santhanam [94], we can strengthen

the theorems of the preceding section. We show the following.
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Theorem 3.4.1. Assume that, for some m : N → N, McKTmP of dimension n is

(1/p)-HoA for some polynomial p. Then, there exists some weak OWF computable in

logspace.

Proof sketch. Modify the definition of f from the proof of Lemma 3.2.4, so that now f

is (
s, t, y,Π′

)
7→

(
s+ t, UΠ,y

(
1, 1t

)
, . . . , UΠ,y

(
n, 1t

)
, y
)
,

where m := m(n), y ∈ {0, 1}m, Π′ ∈ {0, 1}n+c logn is a program, Π := Π′|[s] is the

s-bit prefix of Π′, and t ≤ d log n for some d. This function f is clearly computable in

logspace.

Significantly, Ren and Santhanam [94, Theorem 4.1] show that, if the search version

of KT is hard-on-average, then a function very similar to f is a weak one-way function.

Essentially identical considerations allow us to conclude that, if Search McKTmP is

(1/p)-HoA for some polynomial p, then f is a weak one-way function. The main point

is that, for every y, most strings x have the property that, when |Π|+ t is minimized

(where U uses description Π and run-time t to compute the bits of x), t = O(log n). The

rest of the analysis is very similar to that of Lemma 3.2.4.

By Theorem 3.4.1 and Theorem 3.1.11, we get the following corollary.

Corollary 3.4.2 (Theorem 3.1.3, restated). Assume that, for some m : N → N,

McKTmP of dimension n is (1/p)-HoA for some polynomial p. Then, there exists some

logspace-computable OWF.

3.5 Average-case hardness of McKTP from logspace-computable OWFs

Again, we appeal to the techniques of Ren and Santhanam. Ren and Santhanam [94,

Theorem 4.4] show that, if there is a one-way function computable in logspace, then

the problem of computing an approximation to KT complexity is hard-on-average. A

nearly-identical proof shows that computing KT(x | y) is HoA. Essentially the only

modification that needs to be made to the proof of [94, Theorem 4.4] arises in the proof

of their Lemma 4.7, which establishes that computing KT is HoA under a condition that
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holds if there is a logspace-computable OWF. The proof of [94, Lemma 4.7] relies on

the fact that the output of a certain pseudorandom generator has small KT complexity,

whereas a random string has high KT complexity. But the output z of this generator

also has small KT(z | y) for every y, whereas a random string z has KT(z | y) large for

almost every y. Thus a very similar analysis shows that computing KT(x | y) is HoA,

which in turn (via Lemma 3.2.3) implies that McKTmP is HoA.

3.6 Hard-on-average problems in NP

We first introduce some useful notation. For a language L ⊆ {0, 1}∗ we define its

characteristic function, namely fL : {0, 1}∗ → {0, 1}, to be a function given by

fL(x) :=


1, if x ∈ L,

0, otherwise

for all x ∈ {0, 1}∗.

For sets K,L ⊆ {0, 1}∗, the disjoint union of K and L, denoted K ⊎ L, is the set

{0x | x ∈ K} ∪ {1x | x ∈ L}.

For a failure parameter function α : N → [0, 1], we say that a language L is α-

hard-on-average (α-HoA) if its characteristic function fL is α-HoA. Similarly we define

average-case easiness for languages.

We prove the following.

Proposition 3.6.1. Let L be a language in NP that is α-HoA for some failure parameter

function α : N→ [0, 1]. Then, the language L∗ := L⊎ SAT is NP-complete and α∗-HoA,

where α∗ : N→ [0, 1] is a failure parameter function such that α∗(n) := α(n− 1)− 1/2

for all naturals n ≥ 2.

Before we prove Proposition 3.6.1, we recount the following basic observation.

Lemma 3.6.2. NP is closed under disjoint union.

We now turn to the proof of Proposition 3.6.1.
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Proof of Proposition 3.6.1. By Lemma 3.6.2, the language L∗ is in NP since L∗ is the

disjoint union of L ∈ NP and SAT ∈ NP.

We will now show that L∗ is NP-hard, by giving a polynomial-time reduction R

from SAT to L∗. For all x ∈ {0, 1}∗, let R(x) := 1x ∈ {0, 1}∗. We see that R is

polynomial-time computable. Moreover, if x ∈ SAT, then R(x) = 1x ∈ L∗, and if

R(x) ∈ L∗, then 1x ∈ L∗ and so x ∈ SAT.

What is left is to prove that L∗ is α∗-HoA, where α∗ : N → [0, 1] is such that

α∗(n) := α(n− 1)− 1/2 for all naturals n ≥ 2. Towards a contradiction, assume that

L∗ is (1− α∗)-EoA and let H∗ be a heuristic that witnesses this phenomenon. We will

give a heuristic H that witnesses the fact that L is (1− α)-EoA, whereby establishing

the desired contradiction. To this end, let

H(x) := H∗(0x)

for all x ∈ {0, 1}∗. We will show that H has the desired average-case performance.

Indeed,

Pr
x∼{0,1}n

[H(x) = fL(x)] = Pr
x∼{0,1}n

[H∗(0x) = fL∗(0x)]

= Pr
y∼{0,1}n+1

[H∗(y) = fL∗(y) | y1 = 0]

≥ Pr
y∼{0,1}n+1

[H∗(y) = fL∗(y)]− Pr
y∼{0,1}n+1

[y1 = 1]

≥ 1− α∗(n+ 1)− 1

2

= 1−
(
α((n+ 1)− 1)− 1

2

)
− 1

2

= 1− α(n) .

3.7 McKTP is NP-complete under randomized reductions

In this section, we prove Theorem 3.1.2 by adapting Ilango’s work [59].

3.7.1 Set Cover

We first fix some notation about Set Cover.
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Definition 3.7.1. The Set Cover problem is defined as follows.

• Input: A tuple (n, S1, . . . , St) in binary, where n ∈ N and S1, . . . , St ⊆ [n] are sets

such that [n] ⊆
⋃t

i=1 Si.

• Output: The value of

min
I⊆[t]

{
|I| | [n] ⊆

⋃
i∈I

Si

}
.

Dinur and Steurer [41] show that it is NP-hard to approximate Set Cover.

Theorem 3.7.2 ([41]). It is NP-hard to approximate Set Cover by a factor of at most

(1− o(1)) lnn.

3.7.2 Approximation algorithms

In the following, we will adopt the following notion of an approximation algorithm.

Definition 3.7.3. Let Π be an optimization problem. For all instances I ∈ {0, 1}∗ of

Π, let the optimal solution of I be denoted by OPT(I) ∈ R. Let α > 0. We say that a

probabilistic algorithm A approximates Π by a factor of α if, for all instances I of Π, it

is the case that

OPT(I) < A(I) ≤ α ·OPT(I)

with probability at least 1− o(1) over the internal randomness of A.

3.7.3 Proof of Theorem 3.1.2

For a string b of length m and a set R ⊆ [m], let b⟨R⟩ be the string of length m where

b⟨R⟩(j) :=


b(j) , if j ∈ R,

0, otherwise

for all 1 ≤ j ≤ m. Equivalently,

b⟨R⟩(j) := b(j) ∧ 1j∈R

for all j ∈ [m].
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Next, we define a uniformly random partition P = (P1, . . . , Pn) of [m] into n parts

to be such that each element i ∈ [m] is put into Pj where j ∈ [n] is chosen uniformly at

random. It will be also useful to think of P as a uniformly random function P : [m]→ [n].

For a partition P = (P1, . . . , Pn) of [m] and any set S ⊆ [n], we define the P-lift of

S, denoted SP , to be the set

SP :=
⋃
i∈S

Pi.

Following Ilango [59], we show that McKTP can be used to approximate Set Cover.

Lemma 3.7.4 (Following Ilango [59]). Let S1, . . . , St ⊆ [n] be sets that cover [n]. Let b

be a string of length m ≥ (nt)5 and let P = (P1, . . . , Pn) be a uniformly random partition

of [m] into n parts. Define the oracle O : {0, 1}log t×{0, 1}logm → {0, 1} to be such that

O(i, z) :=


b⟨SP

i ⟩(z) , if i ∈ [t],

0, otherwise,

for all i ∈ [t] and z ∈ [m]. Let y be the truth table of O, and note that |y| = mt. Let ℓ

be the size of an optimal cover of [n] by S1, . . . , St. Then, we have that

1. KT(b | y) ≤ 200ℓ (log t+ logm) and

2. KT(b | y) > ℓ (log t+ logm) /2 with high probability over the choice of b.

Proof. We prove each item of Lemma 3.7.4 separately.

Claim 3.7.5. It is the case that KT(b | y) ≤ 200ℓ (log t+ logm).

Proof. Assume that an optimal set cover of size ℓ is realized by the sets Si1 , . . . , Siℓ . Fix

some UTM U that has oracle access to y. Let Π ∈ {0, 1}∗ be a program that contains

in its description encodings of i1, . . . , iℓ ∈ {0, 1}t and operates as follows:

On input x ∈ {0, 1}logm, compute and output y(i1,x) ∨ · · · ∨ y(iℓ,x).

Note that |Π| ≤ (ℓ+ 2) log t + O(1) ≤ 100ℓ log t. In what follows, let T ∈ N be a

sufficiently large run-time bound such that

UΠ,y
(
x, 1T

)
:= y(i1,x) ∨ · · · ∨ y(iℓ,x)

= O(i1, x) ∨ · · · ∨O(iℓ, x) =
∨
i∈[ℓ]

∨
j∈Si

b⟨Pj⟩(x) =
∨
j∈[n]

bPj (x) = b(x) ,
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for all x ∈ {0, 1}logm. Note that T ≤ 100ℓ (log t+ logm). Therefore, we have that

KT(b | y) ≤ 200ℓ (log t+ logm). (Claim 3.7.5) □

We now turn to the lower bound. We do this by a union bound argument. Fix some

oracle program My(·) := UΠ,y
(
·, 1T

)
of program Π that uses oracle y and runs in time

T such that |Π| + T ≤ ℓ (log t+ logm) /2. Then, as each oracle query requires time

log t+ logm, we can deduce that M makes at most ℓ/2 ≤ n/2 ≤ n oracle queries to y.

We will show that

Pr
b,P

[My computes b in time T , and |Π|+ T ≤ ℓ (log t+ logm) /2]

is exponentially small. We do this by finding a long sequence of inputs x1, . . . , xd on

which M has not too large a chance of computing b.

We construct this list recursively, as follows. Let x1 := 0logm, and let

Q1 :=
{
x ∈ {0, 1}logm |My(x1) makes a query (i, x) to y, for some i ∈ [t]

}
.

Now, for j ≥ 1, if {0, 1}logm\Qj is non-empty, then let xj+1 be an element of {0, 1}logm\

Qj , and let

Qj+1 := Qj ∪
{
x ∈ {0, 1}logm |My(xj+1) makes a query (i, x) to y, for some i ∈ [t]

}
.

If {0, 1}logm = Qj , then terminate the sequence. Since M makes at most n queries

to y, we know that |Qj | ≤ jn. Thus, since |Qd| =
∣∣∣{0, 1}logm∣∣∣ = m the length of this

sequence is at least m/n. That is, d ≥ m/n.

It remains to bound the probability

Pr[for all j ∈ [d], My(xj) = b(xj)] =
d∏

j=1

Pr

My(xj) = b(xj) |
∧

k∈[j−1]

My(xk) = b(xk)

 .
Fix some j ∈ [d]. We will bound

Pr

My(xj) = b(xj) |
∧

k∈[j−1]

My(xk) = b(xk)

 .
Let E :=

∧
k∈[j−1]M

y(xk) = b(xk) be the event that we are conditioning on.
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Claim 3.7.6. It is the case that

Pr[My(xj) = b(xj) | E] ≤ 1− 1

2n
.

Proof. By construction of the sequence x1, . . . , xd, we know that on all the inputs

x1, . . . , xj−1, the program My does not make an oracle call of the form (i, xj) for any i.

Thus, the only time the value of O depends on b(xj) and P (xj) is on inputs of the form

(i, xj) for some i, and since b(xj) and P (xj) are chosen independently at random, we

know that b(xj) and P (xj) are still uniform random variables conditioned on E. That

is,

Pr[b(xj) = 1 | E] =
1

2

and

Pr[P (xj) = r | E] =
1

n

for all r ∈ [n].

Now, define O′ as

O′(i, x) :=


0, if x = xj ,

O(i, x) , otherwise,

and let y′ be the truth table of O′. Let also i1, . . . , iv with v ≤ ℓ/2 be such that, using

the modified oracle O′, they are the only oracle queries My′(xj) makes that have xj

as the 2nd component of the query, so the queries are (i1, xj) , . . . , (iv, xj). Since v < ℓ

there exists an element r∗ that is not in Si1 ∪ · · · ∪ Siv .

Moreover, observe that if P (xj) = r∗, then My(xj) will actually make the same

oracle queries (and get the same zero responses) as the modified oracle program My′ .

In this case, since P (xj) = r∗ is not in Si1 ∪ · · · ∪ Siv , it follows that

O(i1, xj) = · · · = O(iv, xj) = 0

regardless of the value of b(xj). Thus, the output of My on input x does not depend

at all on the value of b(x) if P (xj) = r∗. Hence, the probability it correctly guesses

My(x) = b(x) is at most half when P (xj) = r∗.
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Since P (xj) is chosen uniformly at random, we have that P (xj) = r∗ with probability

1/n. Therefore,

Pr[My(xj) = b(xj) | E] ≤ 1− 1

2n

and the proof is complete. ◁

Using Claim 3.7.6, we have

d∏
j=1

Pr

My(xj) = b(xj) |
∧

k∈[j−1]

My(xk) = b(xk)

 ≤ (
1− 1

2n

)d

≤ e−d/(2n) ≤ e−m/(2n2) ≤ e−n3t5/2.

On the other hand the number of oracle programs of size at most ℓ (log t+ logm) /2 ≤

O(nt log n) is at most 2O(n
2t). Thus, by a union bound, the probability that there

exists an oracle program Π that computes any bit of b in time T , whereby |Π|+ T ≤

ℓ (log t+ logm) /2, is o(1) as desired.

Lemma 3.7.4 implies the following corollary.

Corollary 3.7.7. There is a polynomial-time computable function M : N → N such

that the following hold. Given a Set Cover instance I := (n, S1, . . . , St), a random b

of length N ≥ (nt)5 and a random partition P of [N ] into n parts, if one constructs

a string y as in Lemma 3.7.4, whereby |y| ≤ M(N), then KT(b | y) approximates Set

Cover by a factor of 400 according to Definition 3.7.3. That is, if ℓ is the size of an

optimal set cover of I and c := logN + log t, then it is the case that with probability 1

2

c
·KT(b | y) ≤ 400ℓ,

and with probability 1− o(1)
2

c
·KT(b | y) > ℓ.

Proof. Let y ∈ {0, 1}∗, n ∈ N, and t ∈ N be as in Lemma 3.7.4. Let γ := 1/2. Then,

McKTMP of dimension N := |b| ≥ (nt)5 and M := N1+γ = N1+1/2 = N ·N1/2 ≥ Nt =

|y| is such that Lemma 3.7.4 immediately implies that

ℓ <
2

c
·KT(b | y) ≤ 400ℓ,
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where the first inequality holds with probability 1− o(1) and the second one holds with

probability 1.

Theorem 3.7.2 and Corollary 3.7.7 yield the following corollary.

Corollary 3.7.8. There exists a polynomial-time computable function m : N→ N such

that McKTmP is NP-hard under polynomial-time randomized reductions.

Finally, by combining Lemma 2.2.9 and Corollary 3.7.8 we get a proof of Theo-

rem 3.1.2.

Corollary 3.7.9 (Theorem 3.1.2, restated). There exists a polynomial-time computable

function m : N → N such that McKTmP is NP-complete under polynomial-time ran-

domized reductions.

3.8 Related work

There has been a flurry of activity on this topic, and we list these related results here :

1. Liu and Pass [76] prove an equivalence between the existence of OWFs and the

average-case hardness of Kt complexity.

2. Liu and Pass [77] prove that subexponentially-hard OWFs exist if and only if

MKtP (a decision problem based on Kt complexity) is average-case hard for

sublinear-time non-uniform heuristics.

3. Liu and Pass [79] (inspired in part by our work) show that a conditional variant

of Kt complexity is NP-complete, and hard-on-average if and only if one-way

functions exist.

4. Liu and Pass [80] show that one-way functions exist if and only if the EXP-

complete language MKtP is hard-on-average2 and that logspace-computable one-

way functions exist if and only if the PSPACE-complete language MKSP is hard-

on-average.

2This is also proved in [94], and was submitted in ECCC one day later.
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5. Ren and Santhanam [94] show that MKTP is hard-on-average if and only if

logspace-computable one-way functions exist. This work allowed us later to prove

Item 4 above.

6. Ilango, Ren and Santhanam[63] show that one-way functions exist if and only

if the undecidable problem MKP (i.e., a decision problem based on Kolmogorov

complexity) is hard-on-average under a samplable distribution, and if and only if

MCSP is hard-on-average under a locally-sampleable distribution.

7. Liu and Pass[78] generalize the results of Ilango, Ren, and Santhanam [63], whereby

they show that there exists some sparse language L such that OWFs exist if and

only if L is average-case hard with respect to some efficiently samplable “high-

entropy” distribution.
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Chapter 4

Characterizations for SZK and NISZK

4.1 Introduction

In this chapter, we give the first non-trivial characterization of a computational com-

plexity class in terms of reducibility to the Kolmogorov random strings.

Some readers may be surprised that this is possible. After all, the set of Kolmogorov

random strings is undecidable, and undecidable sets typically do not figure prominently

in complexity-theoretic investigations.1 But what does it mean to be reducible to the

Kolmogorov-random strings? Let us consider the prefix-free Kolmogorov complexity

K (which is one of the most-studied types of Kolmogorov complexity), and recall that

different universal Turing machines U give a slightly different Kolmogorov measure KU .

Then if we say “A is reducible to the K-random strings” we probably mean that A

is reducible to the KU random strings, no matter which universal machine U we are

using. But it turns out that the class of languages that can be solved in polynomial

time with an oracle that returns KU (q) for any query q—regardless of which universal

machine U is used—is a complexity class that contains NEXP and lies in EXPSPACE

[38, 16, 52].2 There has been substantial interest in obtaining a precise understanding of

which problems can be reduced in this way to the Kolmogorov complexity function under

different notions of reducibility [4, 5, 11, 9, 10, 15, 16, 17, 33, 38, 53, 52, 55, 58, 96], but

until now, no previously studied complexity class has been characterized in this way,

with the exception of P [10, 96]. (The characterizations of P obtained in this way can

1We do wish to highlight the recent work of Ilango, Ren, and Santhanam [64], who related the
existence of one-way functions to the average case complexity of computing Kolmogorov complexity.

2More specifically, it is shown in [16] that all decidable sets with this property lie in EXPSPACE, and
it is shown in [38] that there are no undecidable sets with this property. Hirahara shows in [53] that
every set in EXPNP (and hence in NEXP) has this property.
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be viewed as showing that certain limited polynomial-time reductions are useless when

using the Kolmogorov complexity function as an oracle.)

Faced with this lack of success, it was proposed in [5, Open Question 4.8] that a

more successful approach might be to consider reductions to approximations to the

Kolmogorov complexity function. Saks and Santhanam [96] took the first significant

step in this direction, by showing the following results:

Theorem 4.1.1 (Saks & Santhanam [96]). 1. Although (by the work of Hirahara

[53]) every language in EXPNP is reducible in deterministic polynomial time to any

function that differs from K by at most an additive O(log n) term, no decidable

language outside of P is reducible to all approximations to K that differ by an error

margin e(n) = ω(log n) via an “honest” deterministic polynomial-time nonadaptive

reduction.

2. Although (by the work of Hirahara [52]) every language in NEXP is reducible via

randomized nonadaptive reductions to any function that differs from K by at most

an additive O(log n) term, no decidable language outside of AM∩coAM is reducible

to all approximations to K that differ by an error margin e(n) = ω(log n) via an

“honest” probabilistic polynomial-time nonadaptive reduction.

3. No decidable language outside of SZK is randomly m-reducible to each ω(log n)

approximation to the K-random strings.3

This is not the first time that the complexity class SZK (for Statistical Zero Knowledge

has arisen in the context of investigations relating to Kolmogorov complexity. In

particular, SZK and its “non-interactive” subclass NISZK have been studied in connection

with a version of time-bounded Kolmogorov complexity, which in turn is studied because

of its connection with the Minimum Circuit Size Problem (MCSP) [14, 17]. These

3Although the statement of this theorem in [96] does not mention “honesty,” the proof requires that
the approximation error be ω(logn), where n is the input size, rather than the query size [98]. The proof
of [96, Theorem 39] shows that, under this assumption, all queries on an input x can be assumed to
have the same length, greater than |x|. (See Lemma 4.2.4 for a similar result.) An earlier version of our
paper [21] mistakenly interpreted this as holding when the approximation error is a function of the query
size, and consequently our main theorems were stated without assuming “honesty”.
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problems lie at the heart of what has come to be called meta-complexity: the study of

the computational difficulty of answering questions about complexity.

Allender [4] proposed an intriguing research program towards the P = BPP conjecture.

The class P can be characterized as the class of languages reducible to the set of

Kolmogorov-random strings under polynomial-time disjunctive truth-table reductions

[10]. Similarly, he conjectured that BPP can also be characterized by polynomial-time

truth-table reductions to the set of Kolmogorov-random strings, and envisioned that such

a completely new characterization of complexity classes would give us new insights into

BPP, especially from the perspective of computability theory. However, his conjecture

was refuted by Hirahara [53] under a plausible complexity-theoretic assumption.

In this chapter, we show that SZK, NISZK and their logspace variants SZKL and

NISZKL can be characterized by reductions to approximations to the Kolmogorov

complexity function. More specifically, we define a promise problem R̃K whose YES

instances are strings of high Kolmogorov complexity, and whose NO instances are strings

with significantly lower Kolmogorov complexity, and we show the following:

1. A decidable promise problem is randomly reducible to R̃K via an honest polynomial

time reduction if and only it is in NISZK. (Theorem 4.3.1)

2. A decidable promise problem is randomly reducible to R̃K via an honest logspace

or NC0 reduction if and only it is in NISZKL. (Theorem 4.6.3)

3. Analogous characterizations of SZK and SZKL are given in terms of probabilistic

honest nonadaptive reductions. (Theorems 4.5.1 and 4.6.5)

We hope that our new characterization of these complexity classes will improve our

understanding of zero knowledge interactive proof systems in the future. Zero knowledge

interactive proof systems have many applications in cryptographic protocols, and they

have been studied very widely. We refer the reader to the excellent survey by Vadhan

for more background [100]. For our purposes, the complexity classes of interest to us

(SZK, NISZK, SZKL, and NISZKL) can be defined in terms of their complete problems.

But first, we need to define some basic notions and provide some background.
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4.2 Preliminaries

Let R̃K be the promise problem (Y
R̃K
, N

R̃K
) where Y

R̃K
contains all strings y such

that K(y) ≥ |y|/2 and the NO instances N
R̃K

consists of those strings y where K(y) ≤

|y|/2 − e(|y|) for some approximation error term e(n), where e(n) = ω(log n) and

e(n) = no(1). All of our theorems hold for any e(n) in this range. We will sometimes

assume that e(n) is computable in AC0, which is true for most approximation terms of

interest.

Since the approximation error e(n) is superlogarithmic, it is worth noting that R̃K

can be defined equivalently either in terms of prefix-free or plain Kolmogorov complexity

(because these two measures are within an additive logarithmic term of each other).

Any language that is reducible to R̃K via any of the reducibilities that we consider

is decidable, by a theorem of [38]. However, it is not known whether this carries over in

any meaningful way to promise problems.

The reader may wonder about the justification for the threshold K(y) ≥ |y|/2 in

the definition of R̃K . The following proposition indicates that, for large error bounds

e(n), using a larger threshold reduces to R̃K . Later, we show a related result for smaller

thresholds.

Proposition 4.2.1. Let A = (Y,N) be the promise problem where Y = {y : K(y) ≥

t(|y|)} for some AC0-computable threshold t(n) ≥ n
2 , and where N = {y : K(y) ≤

t(|y|)− |y|ϵ} for some 1 > ϵ > 0. Then A≤proj
m R̃K .

Proof. Let δ = ϵ
2 . Given an instance y of length n (for all large n), in AC0 we can find the

least integer i < n such that 2t(n)−n+5 log n+ (2(2n)δ −nϵ) ≤ i ≤ 2t(n)−n− 6 log n.

Let z = y0i. Then K(z) ≤ K(y) + 2 log i+O(1). Similarly, K(y) ≤ K(z) + 2 log i+

O(1), and hence K(z) ≥ K(y)− 2 log i−O(1).

Thus if y ∈ Y , then K(z) ≥ t(n)−2 log i−O(1) > (t(n)− n
2 )+

n
2 −3 log n ≥ n+i

2 = |z|
2 .

And if y ∈ N , thenK(z) ≤ t(n)−nϵ+2 log i+O(1) < (t(n)− n
2 )+

n
2−n

ϵ+2 log i+O(1) ≤
n+i
2 − (n+ i)δ = |z|

2 − |z|
δ < |z|

2 − e(|z|).

Thus y ∈ Y implies z ∈ Y
R̃K

and y ∈ N implies z ∈ N
R̃K

.
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Randomized reductions play a central role in the results that we will be presenting.

Here is the basic definition:

Definition 4.2.2. A promise problem A = (Y,N) is ≤RP
m -reducible to B = (Y ′, N ′) with

threshold θ if there is a polynomial p and a deterministic Turing machine M running in

time p such that

• x ∈ Y implies Prr∈{0,1}p(|x|) [M(x, r) ∈ Y ′] ≥ θ.

• x ∈ N implies Prr∈{0,1}p(|x|) [M(x, r) ∈ N ′] = 1.

If there is some ϵ > 0 such that, for every x and every r of length p(|x|), M(x, r)

has length ≥ |x|ϵ, then we say that M computes an “honest” reduction, and we write

A≤RP
hmB.

Randomized reductions were introduced by Adleman and Manders, as a probabilistic

generalization of ≤P
m reducibility4 [1]. They used the threshold θ = 1

2 . One of the

most important applications of randomized reductions is the theorem of Valiant and

Vazirani [102], where they showed that SAT reduces to Unique Satisfiability (USAT)

via a randomized reduction, with threshold θ = 1
4n .

5 The reader may expect that—as is

so often the case with probabilistic notions in computational complexity theory—the

choice of threshold is arbitrary, and can be changed with no meaningful consequences.

However, this does not appear to be true; we refer the reader to the work of Chang,

Kadin, and Rohatgi [39] for a discussion of this point. As they point out, different

thresholds are appropriate in different situations. If A≤RP
m B with threshold 1

4n (for

instance), where the set ORB = {(x1, . . . , xk) : ∃i, xi ∈ B}≤P
mB, then it is indeed true

that A≤RP
m B with threshold 1 − 1

2n [39]. But Chang, Kadin, and Rohatgi point out

that it is far from clear that USAT has this property. We are concerned here with

problems that are ≤RP
hm-reducible to R̃K ; just as in the case with randomized reductions

to USAT, we must be careful about which threshold θ we choose. For the remainder of

4We assume that the reader is familiar with Karp reducibility ≤P
m.

5Recently, there have also been several papers showing that certain meta-complexity-theoretic
problems are NP-complete under randomized reductions, including [12, 54, 59, 60, 62, 81, 94].
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this chapter, we will use the threshold θ = 1− 1
nω(1) . (For a discussion of why we select

this threshold, see Remark 4.3.3.)

The following proposition is the counterpart to Proposition 4.2.1, for thresholds

smaller than n
2 .

Proposition 4.2.3. Let A = (Y,N) be the promise problem where Y = {y : K(y) ≥

t(|y|)} for some polynomial-time computable threshold t(n) ≤ n
2 , and where N = {y :

K(y) ≤ t(|y|)− |y|ϵ} for some 1 > ϵ > 0. Then A≤RP
hmR̃K .

Proof. Given an instance y of length n (for all large n), in polynomial time we can find

the least integer i < n such that 2t(n)−2nϵ+2e(3n)+4 log n ≤ i ≤ 2t(n)−e(n)−2c log n

(for a constant c that will be picked later).

Pick a random string r of length n. Let z = yr0i. Then K(z) ≤ K(y) + 2 log i+ |r|.

Also, by symmetry of information, K(z) ≥ K(yr0i|y0i)+K(y0i)−c′ log n (for some fixed

constant c′, and hence with probability at least 1− 1
nω(1) , K(z) ≥ (n− e(n)

2 )+K(y)−c log n

(for some fixed c, which is the constant c that we use above in defining i).

Thus if y ∈ Y , then with high probability K(z) ≥ t(n)+(n− e(n)
2 )−c log n > n+ i

2 =

|z|
2 . And if y ∈ N , then K(z) ≤ (t(n)− nϵ) + 2 log i+ |r| ≤ n+ i

2 − e(3n) ≤
|z|
2 − e(|z|).

Thus y ∈ Y implies z ∈ Y
R̃K

(with probability ≥ 1 − 1
nω(1) ), and y ∈ N implies

z ∈ N
R̃K

.

We will also need the following lemma, which states that short queries to R̃K can be

replaced by (longer) padded queries. Since R̃K is defined so as to distinguish between

strings of length n having Kolmogorov complexity ≥ n/2 and those with complexity

≤ n/2− ω(log n), the idea is to pad the (short) query with a string that has complexity

around half of its length — with some room to adjust for the difference needed to

preserve the Yes and No instances.

Lemma 4.2.4 (Query padding). Let R̃K(g) denote the parameterized version of R̃K with

Yes instances y satisfying K(y) ≥ |y|/2 and No instances satisfying K(y) ≤ |y|/2−g(|y|).

If g(n) = ω(log n) is nondecreasing and computable in AC0 and A≤RP
hmR̃K(g), then for

some δ > 0, A≤RP
hmR̃K(2g(nδ)/3) via a reduction in which all queries on input x have

the same length.
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Proof. If A≤RP
hmR̃K(g) via a reduction computable in time p(n) where each query has

length at least nϵ, consider the reduction that replaces each query q of length k by

queries of the form qy = qr0
m−k

2
−a(n) where m = p(n) and r ∈ {0, 1}

m−k
2

+a(n) is sampled

uniformly at random. (Here, a(n) is a function that will be specified below.) Pick δ so

that p(n)δ < nϵ. We recall that by the Symmetry of Information theorem :

K(q) +K(y|q)− s logm ≤ K(qy) ≤ K(q) +K(y|q) + s logm

for some constant s > 0.

Case 1 : q ∈ Y
R̃K (g)

Thus K(q) ≥ k
2 , and hence, if we set b(n) = (log(g(nϵ)/ log n)) log n = ω(log n), then

with probability at least 1− 1
nω(1)

K(qy) ≥ K(q) +K(y|q)− s logm ≥ k

2
+
m− k

2
+ a(n)− b(n)− s logm

where the second inequality holds with probability 1 − 1
nω(1) since there are at most

1
nω(1) fraction of y ∈ {0, 1}

m−k
2

+a(n) satisfying K(y|q) ≤ (m−k)
2 + a(n) − b(n). Setting

a(n) = g(nϵ)/4 gives K(qy) ≥ m
2 with probability at least 1− 1

nω(1) for all large n.

Case 2 : q ∈ N
R̃K (g)

We have K(q) ≤ k
2 − g(k) ≤

k
2 − g(n

ϵ) and need to show that K(qy) ≤ m
2 − 2g(mδ)/3.

K(qy) ≤ K(q) +K(y|q) + s logm ≤ k

2
− g(nϵ) +

(
m− k

2
+ g(nϵ)/4

)
+O(logm)

<
m

2
− g(nϵ) + g(nϵ)/3 <

m

2
− 2g(mδ)/3.

Corollary 4.2.5. For any of the honest probabilistic reductions to R̃K that we consider

in this chapter, we may assume without loss of generality that, for each input x, all

queries made by the reduction on input x have the same length.

Proof. If A is reducible to R̃K using some approximation error e(n) with e(n) =

ω(log n) and e(n) = no(1), then, by Lemma 4.2.4, it is also reducible to R̃K using

approximation error 2e(nδ)
3 , which also is ω(log n) and no(1) via a reduction with the

desired characteristics.



65

We will also need a “two-sided error” version of random reducibility, analogous to

the relationship between RP and BPP.

Definition 4.2.6. A promise problem A = (Y,N) is ≤BPP
m -reducible to B = (Y ′, N ′)

with threshold θ > 1
2 if there is a polynomial p and a deterministic Turing machine M

running in time p such that

• x ∈ Y implies Prr∈{0,1}p(|x|) [M(x, r) ∈ Y ′] ≥ θ.

• x ∈ N implies Prr∈{0,1}p(|x|) [M(x, r) ∈ N ′] ≥ θ.

Similar to the definition of ≤RP
hm, we say that A≤BPP

hm B if M is honest.

The complexity classes SZK (Statistical Zero Knowledge) and NISZK (Non-Interactive

Statistical Zero Knowledge) are defined in terms of interactive proof protocols (with

a Prover interacting with a probabilistic polynomial-time Verifier, together with a

Simulator that can produce a distribution on transcripts that is statistically close to

the distribution on messages that would be exchanged by the prover and the verifier on

YES instances. (See, section 2.3,[100, 46].) But for our purposes, it will suffice (and be

simpler) to present alternative definitions of these classes, in terms of their standard

complete problems.

Definition 4.2.7 (Promise-EA). Let a circuit C : {0, 1}m → {0, 1}n represent a prob-

ability distribution X on {0, 1}n induced by the uniform distribution on {0, 1}m. We

define Promise-EA to be the promise problem

YEA = {(C, k) | H(X) > k + 1}

NEA = {(C, k) | H(X) < k − 1}

where H(X) denotes the entropy of X.

Theorem 4.2.8 ([46]). EA is complete for NISZK under honest ≤P
m reductions.

We will actually take this as a definition; we say that (Y,N) is in NISZK if and only

if (Y,N)≤P
mEA.
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Definition 4.2.9 (Promise-SD). SD (Statistical Difference) is the promise problem

YSD = {(C,D)|∆(C,D) >
2

3
},

NSD = {(C,D)|∆(C,D) <
1

3
}.

where ∆(C,D) denotes the statistical distance between the distributions represented by

the circuits C and D.

Theorem 4.2.10 ([95]). SD is complete for SZK under honest ≤P
m reductions.

Thus we will define SZK to be the class of promise problems (Y,N) such that

(Y,N)≤P
mSD.

We will also be making use of a restricted version of the NISZK-complete problem

EA:

Definition 4.2.11 (Promise-EA′). We define Promise-EA′ to be the promise problem

YEA′ = {C | H(X) > n− 2}

NEA′ = {C | | supp(X)| < 2n−n
ϵ}

where C is a circuit C : {0, 1}m → {0, 1}n representing a probability distribution X on

{0, 1}n induced by the uniform distribution on {0, 1}m, and supp(X) denotes the support

of X, and ϵ is some fixed constant, 0 < ϵ < 1.

Lemma 4.2.12. EA′ is complete for NISZK under honest ≤P
m reductions.

Proof. Lemma 3.2 in [46] shows that the following promise problem A is complete for

NISZK: All instances are of the form (C, 1s), where C is a circuit with m inputs and

n outputs, representing a distribution (also denoted C) on {0, 1}n. (C, 1s) is a YES

instance if C has statistical distance at most 2−s from the uniform distribution on

{0, 1}n. (C, 1s) is in the set of NO instances if the support of C has size at most 2n−s.

Furthermore, the reduction g from EA to A has the property that the parameter s is

at least nϵ for some constant ϵ > 0. Also, it is observed in Lemma 4.1 of [46] that the

mapping (C, 1s) 7→ (C, n− 3) (i.e., the mapping that leaves the circuit C unchanged) is

a reduction from A to EA. Combining these two results from [46] completes the proof

of the lemma.
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4.3 A New Characterization of NISZK

We are now ready to present the characterization of NISZK by reductions to the set of

Kolmogorov-random strings.

Theorem 4.3.1. The following are equivalent, for any decidable promise problem A:

1. A ∈ NISZK.

2. A≤RP
hmR̃K .

3. A≤BPP
hm R̃K .

Proof. In order to show that A ∈ NISZK implies A≤RP
hmR̃K , it suffices to reduce the

NISZK-complete problem EA′ to R̃K (by Lemma 4.2.12).

Corollary 18 of [17] states that every promise problem in NISZK reduces to the

problem of computing the time-bounded Kolmogorov complexity KT via a probabilistic

reduction that makes at most one query along any computation path. Here we observe

that the same approach can be used to obtain a ≤RP
hm reduction to R̃K .

Consider a probabilistic reduction that takes an instance C of EA′ and constructs a

string y that is the concatenation of t random samples from C (i.e., y = C(r1)C(r2) . . . C(rt)

for uniformly chosen random strings r1, . . . , rt, for some polynomially-large t). Lemma

16 of [17] shows that, with probability exponentially close to 1, if C is a YES instance of

EA′, then the time-bounded Kolmogorov complexity KT(y) is greater than a threshold

θ of the form θ = t(n− 2)− t1−α for some constant α > 0. (Briefly, this is because a

good approximation to the entropy of a sufficiently “flat” distribution can be obtained

by computing the KT complexity of a string composed of many random samples from

the distribution [19].)

As in the argument of [17, Theorem 17], we can choose t to be an arbitrarily large

polynomial nk. Choosing k to be large enough (relative to 1/α, and also so that nk is

large relative to |C|), we have θ > nk(n− 3) for all large n, and hence for all large YES

instances we have that, with probability exponentially close to 1, the string y satisfies

KT(y) > nk(n− 3) = ℓ− ℓδ for some δ < 1, where |y| = tn = ℓ. The focus of [17] was on
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the measure KT, but (as was previously observed in [6, Theorem 1]) the analysis in [17,

Lemma 16] carries over unchanged to the setting of non-resource-bounded Kolmogorov

complexity K. (That is, in obtaining the lower bound on KT(y), the probabilistic

argument is just bounding the number of short descriptions, and not making use of

the time required to build y from a description.) Thus, with high probability, the

probabilistic routine, when given a YES instance of EA′, produces a string y where

K(y) ≥ |y| − |y|δ.

On the other hand, if C is a NO instance, then the support of C has size at most

2n−n
ϵ
, and thus any string z in the support of C has K(z|C) ≤ n − nϵ + O(1). Thus

any string y that is produced by M in this case has K(y) ≤ t(n− nϵ) + |C|+O(1) =

nk(n−nϵ) + |C|+O(1). Since t = nk was chosen to be large (with respect to the length

of the input instance C), we may assume |C| < nk+ϵ − 4nk. Thus if C is any large NO

instance, we have K(y) < nk(n − 4) = ℓ − ℓδ′ for some δ′ > δ. To summarize, with

probability 1, the probabilistic routine, when given a NO instance of EA′, produces

a string y where K(y) ≤ |y| − |y|δ′ ≤ (|y| − |y|δ) − |y|ρ for some ρ > 0. We can now

conclude that EA′≤RP
hmR̃K by appealing to Proposition 4.2.1.

To complete the proof of the theorem, we need to show that if A is any decidable

promise problem that has a randomized poly-time m-reduction (≤BPP
hm ) with error 1/nω(1)

to the promise problem R̃K then A ∈ NISZK. This was essentially shown by Saks and

Santhanam [96, Theorem 39], but we present a complete argument here. Let M be the

probabilistic machine that computes this ≤BPP
hm reduction.

Let y = f(x, r) ∈ {0, 1}m denote the output that M produces, where x is an instance

of A and r denotes the randomness used in the reduction. By Corollary 4.2.5, we may

assume that, for each x, all outputs of the form f(x, r) have the same length. Given an

x ∈ {0, 1}n, observe that there is a polynomial-sized circuit Cx such that Cx(r) = f(x, r).

According to the correctness of the reduction, we have

x ∈ YA ⇒ Pr
r
[M(x, r) ∈ Y

R̃K
] ≥ 1− 1/nω(1) and

x ∈ NA ⇒ Pr
r
[M(x, r) ∈ N

R̃K
] ≥ 1− 1/nω(1).

In other words, if x is a YES instance, then K(y) ≥ |y|/2 with probability at least
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1 − 1/nω(1) and if x is a NO instance, then K(y) ≤ |y|/2 − e(|y|) with probability at

least 1 − 1/nω(1). (Recall that e(n) is the error term in the approximation R̃K .) We

will now show that there is an entropy threshold that separates these two distributions,

which will provide an NISZK upper bound on resolving A.

Claim 4.3.2. The following holds for all large strings x. If x is a YES instance, then

the entropy of the distribution Cx(r) is at least m/2 − e(m)/2 + 1 and if x is a NO

instance, then the entropy of Cx(r) is at most m/2− e(m)/2− 1.

We first show that if the claim holds, then A ∈ NISZK. Let k = m/2− e(m)/2. The

reduction given above reduces membership in A to the Entropy Approximation (EA)

problem on the circuit description Cx with threshold k. Given x, we can compute the

map x 7→ Cx in time nO(1). Recall that EA is complete for NISZK. Since NISZK is closed

under ≤P
m reductions, we can conclude that A ∈ NISZK.

[Proof of claim 4.3.2] Assume the claim is false, and let x be the lexicographically

first string that violates the above claim (for some length n). Since the reduction is a

computable function, and since A is a decidable promise problem, K(x) = O(log n). We

have the following two cases to consider:

Case 1 — x is a YES instance: From the correctness of the reduction we have

that with probability 1− 1/nω(1) the output y is a string with Kolmogorov complexity

at least |m|/2. Since x is a violator, we have H(Cx(r)) < k + 1 = m/2− e(m)/2 + 1.

First, we present some intuition. On one hand, the distribution Cx(r) has large

enough probability mass on the high-complexity strings (because the reduction succeeds).

On the other hand, we have that since x is a low-complexity string itself, the elements

of Cx(r) with highest mass can be identified by short descriptions. This leads to a

contradiction of simultaneously having large enough mass on the low and the high

K-complexity strings.

Now, we present a more detailed argument. Let t be the entropy of the distribution

Cx(r). Thus, for large x, t+O(logm) < t+e(m)/2−1 < m/2. Let Y = {y1 . . . y2t+logm}

be the heaviest elements (in terms of probability mass) of Cx(r) in decreasing order.

(Note that Pr[y2t+logm ] ≤ 1
2t+logm .) Conditioned on x, the K complexity of any of
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these strings yi is at most t+ O(logm). Since K(x) = O(log n) = O(logm), we have

K(yi) ≤ t + O(logm) < m/2. Next, we will show that there is at least mass 1
m on

these strings within Cx(r). This will contradict the correctness of the reduction for

x ∈ L since it cannot output strings with K complexity at most |m|/2 with probability

1/nΩ(1).

Assume not, i.e., the mass on elements of Y is at most 1
m . Observe that elements

of supp(Cx(r)) − Y have mass no more than 2−(t+logm) each. Thus t = H(Cx(r)) >∑
y ̸∈Y Pr[y] log( 1

Pr[y]) >
∑

y ̸∈Y Pr[y](t+logm) > (1−1/m)(t+logm) > t−t/m+logm >

t− 1
2 + logm > t, which is a contradiction.

Case 2 — x is a NO instance: From the correctness of the reduction we have that

with probability at least 1− 1/nω(1) the output f(x, r) is a string with K complexity at

mostm/2−e(m). Since x is a violator, we also haveH(Cx(r)) > k−1 = m/2−e(m)/2−1.

We claim that the following holds:

Pr
y∼f(x,r)

[K(y) > m/2− e(m)] ≥ 1/m.

Assume not. Then, since

• there are at most 2m/2−e(m) strings y with K(y) ≤ m/2− e(m), and

• entropy is maximized when probabilities are flat within a partition, and

• any element in the support has probability at least 1
2m

it follows that the entropy of f(x, r) is at most (1/m)(m) + (1− 1/m)(m/2− e(m)) ≤

m/2− e(m) + 1 < m/2− e(m)/2− 1, which contradicts the lower bound on the entropy

of f(x, r) above.

Since the claim holds, with probability at least 1/m the output of the reduction is

not an element of the set N
R̃K

. Thus, the reduction fails with probability 1/nΩ(1).

This completes the proof of theorem 4.3.1.

Remark 4.3.3. The proof of the preceding theorem illustrates why we define the error

threshold in our randomized reductions to be 1
nω(1) . If we assumed that A were ≤BPP

hm -

reducible to R̃K with an inverse polynomial threshold (say q(n)−1), then by Corollary 4.2.5
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we may assume that the length of each output produced has length Q(n) = ω(q(n)) (by

padding with some uniformly-random bits). For strings x that are NO instances of A,

when the reduction to R̃K fails with probability 1/q(n), our calculation of the entropy

of Cx will involve a term of 1
q(n)Q(n) (because the queries made in this case can have

nearly Q(n) bits of entropy). This is more than the entropy gap between the distributions

corresponding to the YES and NO outputs.

Remark 4.3.4. Although our focus in this chapter is on R̃K , we note that one can

also define an analogous problem R̃KT in terms of the time-bounded measure KT. The

approach used in Theorem 4.3.1 also shows that every problem in NISZK is ≤BPP
hm reducible

to R̃KT, although we do not know how to show hardness under ≤RP
hm reductions. (A

random sample from the low-entropy distribution is guaranteed to always have low K-

complexity, but the tools of [17, 19] only guarantee that the output has low KT-complexity

with high probability.)

4.4 More Powerful Reductions

Just as ≤RP
m and ≤BPP

m reducibilities generalize the familiar ≤P
m (Karp) reducibility to

the setting of probabilistic computation, so also are there probabilistic generalizations

of deterministic non-adaptive reductions (also known as truth-table reductions). Before

presenting these probabilistic generalizations, let us review the previously-studied de-

terministic non-adaptive reducibilities that are relevant for this investigation. Some of

them may be unfamiliar to the reader.

Ladner, Lynch, and Selman [73] considered several possible ways to define polynomial-

time versions of the truth-table reducibility that had been studied in computability

theory, before settling on the definition of ≤P
tt reducibility below. They considered only

reductions between languages; the corresponding generalization to promise problems is

due to [95]. In order to state this generalization formally, let us define the characteristic

function χA of a promise problem A = (Y,N) to take on the following values in

three-valued logic:

• If x ∈ Y , then χA(x) = 1.
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• If x ∈ N , then χA(x) = 0.

• If x ̸∈ (Y ∪N), then χA(x) = ∗.

A Boolean circuit with n variables, when given an assignment in {0, 1, ∗}n, can be

evaluated using the usual rules of three-valued logic. (See, e.g., [95, Definition 4.6].)

Definition 4.4.1. Let A = (Y,N) and B = (Y ′, N ′) be promise problems. We say

A≤P
ttB if there is a function f computable in polynomial time, such that, for all x, f(x)

is of the form (C, z1, z2, . . . , zk) where C is a Boolean circuit with k input variables, and

(z1, . . . , zk) is a list of queries, with the property that

• If x ∈ Y , then C(χB(z1), . . . , χB(zk)) = 1.

• If x ∈ N , then C(χB(z1), . . . , χB(zk)) = 0.

This definition ensures that the circuit C, viewed as an ordinary circuit in 2-valued logic,

correctly decides membership for all x ∈ (Y ∪N) when given any solution S for B as an

oracle.

If C is a Boolean formula, instead of a circuit, then one obtains the so-called “Boolean

formula reducibility” (denoted by A≤P
bfB), which was discussed in [73] and studied

further in [72, 37]. (See also [34, 8].)

Theorem 4.4.2. SZK = {A : A≤P
bfEA} = {A : A≤P

hbfEA}.

Proof. EA ∈ NISZK ⊆ SZK. Sahai and Vadhan [95, Corollary 4.14] showed that SZK

is closed under NC1-truth-table reductions, but the proof carries over immediately to

≤P
bf reductions. Thus {A : A≤P

bfEA} ⊆ SZK. The other inclusion was shown in [46,

Proposition 5.4] (and the reduction to EA they present is honest).

Notably, it is still an open question if SZK is closed under ≤P
tt reducibility.

Our characterization of SZK in terms of reductions to R̃K relies on the following

probabilistic generalization of ≤P
bf :
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Definition 4.4.3. Let A = (Y,N) and B = (Y ′, N ′) be promise problems. We say

A≤BPP
bf B with threshold θ > 1

2 if there are functions f and g computable in determinis-

tic polynomial time, and a polynomial p, such that, for all x, f(x) is a Boolean formula

C (with k = |x|O(1) variables), with the property that

• If x ∈ Y , then C(χg,B(x, 1), . . . , χg,B(x, k)) = 1,

• If x ∈ N , then C(χg,B(x, 1), . . . , χg,B(x, k)) = 0,

where

• χg,B(x, i) = 1 if Prr∈{0,1}p(|x|) [g(x, i, r) ∈ Y ′] ≥ θ

• χg,B(x, i) = 0 if Prr∈{0,1}p(|x|) [g(x, i, r) ∈ N ′] ≥ θ

• χg,B(x, i) = ∗ otherwise.

Intuitively, ≤BPP
bf reductions generalize ≤P

bf reductions, in that the queries are now

generated probabilistically, and the probability that any query returns a definite YES

or NO answer is bounded away from 1
2 . Again, if all queries are of length at least nϵ,

then we write A≤BPP
hbf B.

The following proposition is immediate from the definitions.

Proposition 4.4.4. If A≤P
hbfB and B≤BPP

hm C with threshold θ, then A≤BPP
hbf C with

threshold θ.

Corollary 4.4.5. SZK ⊆ {A : A≤BPP
hbf R̃K} with threshold 1− 1

nω(1) .

Proof. Immediate from Theorem 4.4.2 and Theorem 4.3.1.

There are (at least) three other variants of probabilistic nonadaptive reducibility that

we should mention. The first of these is the notion that goes by the name “nonadaptive

BPP reducibility” or “randomized nonadaptive reductions” in work such as [96, 17, 30]

and elsewhere.

Definition 4.4.6. Let A = (Y,N) and B = (Y ′, N ′) be promise problems. We say

A≤BPP
tt B if there are a function f computable in polynomial time and a polynomial p
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such that, for all x and all r of length p(|x|), f(x, r) is of the form (C, z1, z2, . . . , zk)

where C is a Boolean circuit with k input variables, and (z1, . . . , zk) is a list of queries,

with the property that

• If x ∈ Y , then Prr[C(χB(z1), . . . , χB(zk)) = 1] ≥ 2
3 .

• If x ∈ N , then Prr[C(χB(z1), . . . , χB(zk)) = 0 ≥ 2
3 .

(The threshold 2
3 can be replaced by any threshold between n−k and 2−n

k
, by the usual

method of taking the majority vote of several independent trials.)

Saks and Santhanam showed that if A≤BPP
htt R̃K , then A ∈ AM∩coAM [96]. The most

important ways in which ≤BPP
bf and ≤BPP

tt reducibility differ from each other, are (1) in

≤BPP
bf reducibility, the query evaluation is performed by a Boolean formula, instead of

a circuit, and (2) in ≤BPP
tt reducibility, the circuit that is chosen to do the evaluation

depends on the choice of random bits, whereas in ≤BPP
bf reducibility, the formula is

chosen deterministically. Making different choices in these two dimensions gives rise to

two other notions:

Definition 4.4.7. Let A = (Y,N) and B = (Y ′, N ′) be promise problems. We say

A≤BPP
rbf B if there are a function f computable in polynomial time and a polynomial p

such that, for all x and all r of length p(|x|), f(x, r) is of the form (C, z1, z2, . . . , zk)

where C is a Boolean formula with k input variables, and (z1, . . . , zk) is a list of queries,

with the property that

• If x ∈ Y , then Prr[C(χB(z1), . . . , χB(zk)) = 1] ≥ 2
3 .

• If x ∈ N , then Prr[C(χB(z1), . . . , χB(zk)) = 0] ≥ 2
3 .

(The threshold 2
3 can be replaced by any threshold between n−k and 2−n

k
, simply by

incorporating a Boolean formula that takes the majority vote of several independent

trials.).

The notation ≤BPP
rbf is intended to suggest “random Boolean formula”, since the

Boolean formula is chosen randomly.
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Definition 4.4.8. Let A = (Y,N) and B = (Y ′, N ′) be promise problems. We say

A≤BPP
circ B with threshold θ > 1

2 if there are functions f and g computable in determinis-

tic polynomial time, and a polynomial p, such that, for all x, f(x) is a Boolean circuit

(with k = |x|O(1) variables), with the property that

• If x ∈ Y , then C(χg,B(x, 1), . . . , χg,B(x, k)) = 1,

• If x ∈ N , then C(χg,B(x, 1), . . . , χg,B(x, k)) = 0,

where

• χg,B(x, i) = 1 if Prr∈{0,1}p(|x|) [g(x, i, r) ∈ Y ′] ≥ θ

• χg,B(x, i) = 0 if Prr∈{0,1}p(|x|) [g(x, i, r) ∈ N ′] ≥ θ

• χg,B(x, i) = ∗ otherwise.

If the reduction is honest, we write A≤BPP
hcircB.

We show in this Chapter that SZK is the class of problems ≤BPP
hbf reducible to R̃K .

We are not able to show that the class of problems (honestly) ≤BPP
rbf reducible to R̃K

is contained in SZK, although we do observe that SZK is closed under this type of

reducibility.

Theorem 4.4.9. SZK = {A : A≤BPP
rbf EA}.

Proof. The inclusion of SZK in {A : A≤BPP
rbf EA} is immediate from Theorem 4.4.2. For

the other direction, let A≤BPP
rbf EA. Thus there are a function f computable in polynomial

time, and a polynomial p such that, for all x and all r of length p(|x|), f(x, r) is of the

form (C, z1, z2, . . . , zk), where evaluating the Boolean formula C(χB(z1), . . . , χB(zk))

gives a correct answer for all x ∈ Y ∪ N with error at most 2−n
2
. Here is a zero-

knowledge interactive protocol for A. The verifier sends a random string r to the

prover. The prover and the verifier can each compute f(x, r) = (C, z1, z2, . . . , zk), and

then (as in [95, Corollary 4.14]) compute an instance (D,E) of SD such that (D,E)

is a YES instance of SD if C(χB(z1), . . . , χB(zk)) = 1, and (D,E) is a NO instance of

SD if C(χB(z1), . . . , χB(zk)) = 0. The prover and the verifier can then run the SZK
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protocol for the SD instance (D,E). The verifier clearly accepts each YES instance with

high probability, and cannot be convinced to accept any NO instance with more than

negligible probability. The simulator, given input x, will generate the string r uniformly

at random, and then compute f(x, r) and compute the instance (D,E) as above, and

then produce the transcript that is produced by the SD simulator on input (D,E). It

is straightforward to observe that, if x ∈ Y , then this distribution is very close to the

distribution induced by the honest prover and verifier.

It is straightforward to observe that ≤BPP
tt and ≤BPP

rbf are transitive relations. It is

not clear that ≤BPP
bf and ≤BPP

circ are transitive. But for promise problems that reduce to

R̃K , a similar property holds.

Theorem 4.4.10. If A≤BPP
bf B and B≤BPP

hbf R̃K , then A≤BPP
hbf R̃K .

Proof. If B≤BPP
bf R̃K , then B ∈ SZK by Theorem 4.5.1. Since A≤BPP

bf B ∈ SZK, it follows

that A≤BPP
rbf B≤BPP

rbf EA and hence (by Theorem 4.4.9) A ∈ SZK. Thus (by Theorem4.5.1)

A≤BPP
hbf R̃K .

4.5 A New Characterization of SZK

Theorem 4.5.1. The following are equivalent, for any decidable promise problem A:

1. A ∈ SZK.

2. A≤BPP
hbf R̃K with threshold 1− 1

nω(1) .

Proof. Corollary 4.4.5 states that all problems in SZK ≤BPP
hbf -reduce to R̃K . Thus we need

only show the converse containment. Let A≤BPP
hbf R̃K . As in the proof of Theorem 4.3.1,

we will build circuits Cx,i(r) that model the computation that produces the ith query

that is asked on input x, when using random bits r. As in the proof of Theorem 4.3.1,

we claim that if a 1− 1
nω(1) fraction of the strings of the form Cx,i(r) are in Y

R̃K
, then

Cx,i represents a distribution with entropy at least m/2− e(m)/2 + 1, and if a 1− 1
nω(1)

fraction of the strings of the form Cx,i(r) are in N
R̃K

, then Cx,i represents a distribution

with entropy at mostm/2−e(m)/2−1. Indeed, the proof is essentially identical. Assume
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that there are infinitely many x that are not don’t care instances, where replacing the

R̃K oracle with the EA oracle does not yield the correct answer. Given n, we can find

the lexicographically-least string x of length n for which the reduction fails. Since the

reduction fails, there must be some i such that the ith query in the formula yields the

wrong answer. Thus, given (n, i), we can find x and build the circuit Cx,i of Kolmogorov

complexity O(log n) that yields a correct answer when given R̃K as an oracle, but fails

when queries are made to EA instead. The analysis is identical to the argument in the

proof of Theorem 4.3.1.

We have nothing to say, regarding the problems that are reducible to R̃K via ≤BPP
tt

or ≤BPP
rbf reductions, other than to refer to the AM ∩ coAM upper bound provided by

Saks and Santhanam [96]. We do have a somewhat better bound to report, regarding

≤BPP
circ reducibility.

Theorem 4.5.2. The following are equivalent, for any decidable promise problem A:

1. A≤BPP
hcircR̃K with threshold 1− 1

nω(1) .

2. A≤P
httEA.

3. A≤P
ttB for some B ∈ SZK.

Proof. Item 2 obviously implies item 3. To see that item 3 implies item 1, observe

that if A≤P
ttB for some B ∈ SZK, then we know that A≤P

httB × 0∗ ∈ SZK, and hence

A≤P
httEA≤BPP

hm R̃K . The composition of a≤P
htt reduction with a≤BPP

hm reduction is clearly a

≤BPP
hcirc reduction (as in Proposition 4.4.4). Finally, the proof of the remaining implication

(item 1 implies item 2) follows along the same lines as the proof of Theorem 4.5.1. We

still build circuits Cx,i that produce the i
th query, and use the oracle for EA to determine

if those circuits represent distributions of high or low entropy. Since we are assuming

only that A≤BPP
hcircR̃K (instead of A≤BPP

hbf R̃K) we end by concluding only A≤BPP
htt R̃K .

4.6 Less Powerful Reductions

The standard complete problems EA and SD remain complete for NISZK and SZK,

respectively, even under more restrictive reductions such as ≤L
m,≤AC0

m ,≤NC0

m and ≤proj
m .
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In this section, we show that it is worthwhile considering probabilistic versions of

≤L
m,≤AC0

m and ≤NC0

m reducibility to R̃K .

Definition 4.6.1. For a class C, a promise problem A = (Y,N) is ≤RC
m -reducible to

B = (Y ′, N ′) with threshold θ if there are a function f ∈ C and a polynomial p such that

• x ∈ Y implies Prr∈{0,1}p(|x|) [f(x, r) ∈ Y ′] ≥ θ.

• x ∈ N implies Prr∈{0,1}p(|x|) [f(x, r) ∈ N ′] = 1.

A is ≤BPC
m -reducible to B with threshold θ if there are a function f ∈ C and a polynomial

p such that

• x ∈ Y implies Prr∈{0,1}p(|x|) [f(x, r) ∈ Y ′] ≥ θ.

• x ∈ N implies Prr∈{0,1}p(|x|) [f(x, r) ∈ N ′] ≥ θ.

We are particularly interested in the cases C = L, C = AC0, and C = NC0. Note

especially that, in the definitions of ≤RL
m and ≤BPL

m , the logspace computation has full

(two-way) access to the random bits r. This is consistent with the way that probabilistic

logspace computation is used in the context of the “verifier” and “simulator” in the

complexity classes SZKL and NISZKL [43, 17].

SZKL, the “logspace version” of SZK, was introduced in [43], primarily as a tool to

discuss the complexity of problems involving distributions realized by extremely limited

circuits (such as NC0 circuits). It is shown in [43] that SZKL contains many of the

problems of cryptographic significance that lie in SZK. NISZKL was introduced in [17] as

the “non-interactive” counterpart to SZKL, by analogy with NISZK, primarily as a tool

to investigate the complexity of computing time-bounded Kolmogorov complexity. It

was subsequently studied in [18], where it was shown to be robust to several changes to

the definition. It is shown in [43, 17] that complete problems for SZKL and NISZKL arise

by considering restrictions of the standard complete problems for SZK and NISZK where

the distributions under consideration are represented either by branching programs (in

EABP), or by NC0 circuits where each output bit depends on at most 4 input bits (in

SDNC0 and EANC0).
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Following the pattern we established in Section 5.2, we now define SZKL and NISZKL

in terms of their complete problems, rather than presenting the definitions in terms of

interactive proofs:

Definition 4.6.2. SZKL = {A : A≤proj
m SDNC0} = {A : A≤L

mSDBP}

NISZKL = {A : A≤proj
m EANC0} = {A : A≤L

mEABP}.

Theorem 4.6.3. The following are equivalent, for any decidable promise problem A:

• A ∈ NISZKL

• A≤RNC0

hm R̃K

• A≤BPNC0

hm R̃K

• A≤RAC0

hm R̃K

• A≤BPAC0

hm R̃K

• A≤RL
hmR̃K

• A≤BPL
hm R̃K

Proof. The proof that A ∈ NISZKL implies A≤RNC0

hm R̃K proceeds as in the proof of

Theorem 4.3.1. Whereas the proof of Theorem 4.3.1 takes as its starting point the

problem EA′, we make use of the analogous problem EA’NC0 , defined exactly as EA′

except that the input is an NC0 circuit where each output bit depends on at most four

input bits. It is shown in [18, Theorem 13] that a promise problem denoted SDU’NC0

is complete for NISZKL under uniform projections. The problem SDU’NC0 has YES

instances consisting of distributions with statistical distance at most 2−n
ϵ
from the

uniform distribution, and NO instances consisting of distributions with suppport of size

at most 2n−n
ϵ
for some fixed ϵ > 0. Thus, precisely as in the proof of Lemma 4.2.12, we

obtain that EA’NC0 is complete for NISZKL under uniform projections.

We continue to follow the outline of the proof of Theorem 4.3.1. The second paragraph

of that proof makes use of Corollary 18 of [17], and instead we appeal to the analogous

result [17, Corollary 43] (presenting a nonuniform ≤proj
m reduction from EANC0 to R̃K).
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In more detail: as in the proof of Theorem 4.3.1, given x, our reduction constructs

a sequence of independent copies of insteances of EA’NC0 . The proof of Corollary 43

in [17] shows that these NC0 circuits can be constructed via uniform projections. Let

f(x, r) denote the function that takes input x (an instance of the promise problem A)

and random sequence r as input, and first constructs (via a projection) the sequence

C1, C2, ..., C|x|O(1) of NC0 circuits, and then produces as output the result of partitioning

the bits of r into inputs ri for each Ci, computing Ci(ri), and concatenating the results.

Thus each output bit of f(x, r) is computed by a gadget that is connected to O(1)

random bits (i.e., the bits that are fed into the circuit computing the distribution),

along with at most one bit from the input x (determining the circuitry internal to the

gadget). The rest of the analysis (showing that, if the EA’NC0 instance has high entropy,

then f(x, r) has high Kolmogorov complexity with high probability, and if the EA’NC0

instance has small support, then f(x, r) has low Kolmogorov complexity) is similar to

that in the proof of Theorem 4.3.1.

All of the other implications clearly follow, if we show that if A is decidable and

A≤BPL
hm R̃K , then A ∈ NISZKL.

If A is decidable and A≤BPL
hm R̃K , then, as in the proof of Theorem 4.3.1, we build

a device Cx(r) that simulates the computation that produces queries to R̃K on input

x. However, now Cx is a branching program, and thus we replace queries to R̃K by

queries to EABP. Since EABP ∈ NISZKL, this shows that A is also in NISZKL. Again,

the analysis is similar to that in the proof of Theorem 4.3.1.

We end this section, with an analogous characterization of SZKL.

Definition 4.6.4. Let A = (Y,N) and B = (Y ′, N ′) be promise problems. We say

A≤L
bfB if there is a function f computable in logspace such that, for all x, f(x) is of

the form (C, z1, z2, . . . , zk) where C is a Boolean formula with k input variables, and

(z1, . . . , zk) is a list of queries, with the property that

• If x ∈ Y , then C(χB(z1), . . . , χB(zk)) = 1.

• If x ∈ N , then C(χB(z1), . . . , χB(zk)) = 0.
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Earlier work that studied ≤L
bf reducibility can be found in [34, 8].

We say A≤BPL
bf B with threshold θ > 1

2 if there are functions f and g computable in

deterministic logspace, and a polynomial p, such that, for all x, f(x) is a Boolean

formula (with k = |x|O(1) variables), with the property that

• If x ∈ Y , then C(χg,B(x, 1), . . . , χg,B(x, k)) = 1,

• If x ∈ N , then C(χg,B(x, 1), . . . , χg,B(x, k)) = 0,

where

• χg,B(x, i) = 1 if Prr∈{0,1}p(|x|) [g(x, i, r) ∈ Y ′] ≥ θ

• χg,B(x, i) = 0 if Prr∈{0,1}p(|x|) [g(x, i, r) ∈ N ′] ≥ θ

• χg,B(x, i) = ∗ otherwise.

If the reduction is honest, then we write A≤BPL
hbf B

(Similarly, one can define AC0 versions of ≤L
bf , although, since an AC0 circuit cannot

evaluate a Boolean formula, we do not pursue that direction here.)

Theorem 4.6.5. The following are equivalent, for any decidable promise problem A:

• A ∈ SZKL.

• A≤L
bfEANC0.

• A≤BPL
hbf R̃K with threshold 1− 1

nω(1) .

Proof. The first two items are equivalent, because (a) SZKL is closed under ≤L
bf reducibil-

ity (see Theorem 5.7.8), and (b) the argument in [46], showing that SZK ≤L
bf -reduces to

NISZK carries over directly to SZKL and NISZKL. Furthermore, the reduction to EANC0

is length-increasing, and hence honest.

Since EANC0 is complete for NISZKL, Theorem 4.6.3 implies that every A ∈ NISZKL

is ≤BPL
hbf -reducible to R̃K . The argument that every decidable A that ≤BPL

hbf -reduces to

R̃K lies in SZKL is similar to the argument in Theorem 4.5.1.



82

4.7 Discussion

There are not many examples of natural computational problems that are known or

conjectured to lie outside of P, such that the class of problems reducible to them via ≤P
m

and ≤L
m (or ≤AC0

m ) reductions differ (or are conjectured to differ). Is it the case that the

problems reducible to R̃K via ≤RP
hm and ≤RL

hm (or ≤RAC0

hm ) reductions differ? Or should

this be taken as evidence that NISZK and NISZKL coincide?

Similarly, there are not many examples of natural computational problems such

that the classes of problems reducible to them via ≤P
tt and ≤P

bf reductions differ (or

are conjectured to differ). For example, these reducibilities coincide for SAT [37]. Is it

the case that ≤BPP
bf and ≤BPP

circ reducibilities differ for R̃K? Or should this be taken as

evidence that SZK is closed under ≤P
tt reducibility?

Perhaps our new characterizations of statistical zero knowledge classes will be useful

in answering these questions.

It is known that every promise problem in NISZKL reduces to R̃K via nonuniform
projections [17, 6]. The following quote from [6] is worth paraphrasing here:

. . . no complexity class larger than NISZKL is known to be (non-uniformly)

≤AC0

m reducible to the Kolmogorov-random strings [17]. It seems unlikely that this
is optimal.

The discussion in [6] was referring to reductions to an oracle for the exact Kolmogorov-

complexity function. Our results show that, for reductions to an approximation to the

Kolmogorov-complexity function, NISZKL is essentially “optimal”.

4.8 An Application

Finally, let us observe that our new characterizations of NISZKL may open new avenues

of attack on questions such as whether NP = NL. MKTP, the problem of computing

KT complexity, lies in NP and is hard for co-NISZKL under nonuniform projections [17].

If MKTP ∈ NISZKL, then there must be a nonuniform projection f that takes strings of

low KT-complexity (and hence low K-complexity) to strings of high K complexity, and
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simultaneously maps strings of high KT complexity to strings of low K-complexity.6

It is plausible that one could show unconditionally that no such projection can exist.

Among other things, this would show that NP ̸= DET (where DET is the complexity

class, containing NL, of problems that reduce to the determinant) since DET ⊆ NISZKL

[17].78

It may be useful to observe that, if MKTP ∈ NISZKL, then the projection discussed

in the preceding paragraph can be assumed without loss of generality to have a very

specific form.

Theorem 4.8.1. If MKTP ∈ NISZKL, then there is a projection f mapping strings of

length n to strings of length m, such that

• KT(x) ≤ n
3 implies K(f(x)) > m

2 , and

• KT(x) > n
3 implies K(f(x)) < m

2 − e(m)

and furthermore, f(x) has the following form: Given input x = x1x2 . . . xn,

f(x) = yng1(x1)g2(x2) . . . gn(xn),

where yn has length ≥ m−mϵ and depends only on n, and each each gi depends on only

a single bit of x, and all of the strings g1(0), g1(1), g2(0), g2(1), . . . , gn(0), gn(1) have the

same length.

Proof. (Sketch) If MKTP ∈ NISZKL, then the language A consisting of all strings x such

that KT(x) < |x|
3 is also in NISZKL, and hence, by Theorem 4.6.3 A≤RNC0

hm R̃K , via a

function f0(x, r) computable in uniform NC0. Furthermore, as in Propositions 4.2.1 and

4.2.3, we may assume that many of the output bits in f0(x, r) do not depend on x at all,

but are simply “padding”. In fact, as in [17, Theorem 39], the error probability for the

reduction is exponentially small, and a deterministic (but nonuniform) reduction can be

6Similarly, under the same assumption, there is a nonuniform projection that takes strings of low KT
complexity to strings of high KT complexity, and simultaneously maps trings of high KT complexity to
strings of low KT complexity.

7This is not stated explicitly for GapL, but it follows from [69, Theorem 1]. See also [40, Section 4.2].

8More precisely, as observed in [20], the Rigid Graph (non-) Isomorphism problem is hard for DET
[99], and the Rigid Graph Non-Isomorphism problem is in NISZKL [17, Corollary 23].
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obtained by hardwiring in a fixed choice of r. As described in the proof of [17, Corollary

41], this yields a function f1(x) that is a projection; briefly, this is because each output

bit of f0(x, r) depends on at most one bit of x (and depends on O(1) bits of r).

Many of the output bits of f1(x) are fixed by the choice of r, and do not depend on

x at all. In fact, since f0(x, r) is in uniform NC0, and since many of the output bits are

the result of padding, there are at least m −mϵ bit positions that we can easily find

that do not depend on x. Let yn be the string that results from concatenating those bit

positions consecutively. All of the bit positions of f0(x, r) that do not correspond to

a bit in yn are all connected to exactly one bit position of x. Let ki be the number of

output bits connected to xi, and let k be the maximum of all of the ki; note that k can

easily be computed, given n.

Let gi(b) be the string of length k consisting of the concatenation of the bits of

f0(x, r) that depend on xi, when xi = b (padded out with zeros, if necessary, to obtain

a string of length k).

Let f2(x) = yng1(x1) . . . gn(xn). It is easy to see that K(f1(x)) = K(f2(x))±O(1).

(Given a short description of f1(x) or f2(x), the other string can be obtained by simply

rearranging the bits, using the uniform description of f0 to indicate which bits should

be moved where. This function f2 is the projection f in the statement of the theorem.

The proof is completed, by noticing that the proof of Theorem 4.6.3 carries over for any

promise problem defined as R̃K , but with the YES instances consisting of strings z with

K(z) > |z|
2 + c for any constant c.

We do not know if a version of Theorem 4.8.1 holds, where K-complexity is replaced

by KT-complexity.

We have not been able to prove that there is no projection reducing MKTP to R̃K .

In fact, we do not even know whether there is a projection reducing the halting problem

to R̃K . The structure of the computably-enumerable degrees of languages under non-

uniform projections does not seem to have been studied in any depth. Indeed, it is easy

to observe that non-uniform projections do not behave similarly to the more-commonly

studied m-reductions:
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Theorem 4.8.2. The halting problem ≤proj
m -reduces to its complement.

Proof. Let H = {(M,x) :M halts on input x}. Let nH = H ∩ {y : |y| ≤ n}. Note that

the set A = {(y, i) : there are at least i strings x ≠ y in H having length at most |y|} is

computably-enumerable, and thus there is a projection f reducing A to H. Let y have

length n. Note that y ̸∈ H if and only if f(y, nH) ∈ H.

Although we do not know how to prove that there is no projection reducing MKTP

to R̃K , we note there there is provably no projection reducing MKTP to a related

problem R̃′K , where the “gap” between the YES and NO instances is larger than in R̃K .

Define R̃′K to have YES instances {x : K(x) ≥ 4|x|
5 } and NO instances {x : K(x) ≤ |x|5 }.

Theorem 4.8.3. There is no projection reducing MKTP to R̃′K .

Proof. Since PARITY is in co-NISZKL, we know that PARITY ≤proj
m MKTP. Thus if

MKTP≤proj
m R̃′K it follows that PARITY ≤proj

m R̃′K . We apply the techniques of [24,

Lemma 6] to show that no such projection can exist. More precisely, we show that if

A is any language that projection reduces to R̃′K , then the 1-block sensitivity of A

is at most 2. (Since the 1-block sensitivity of PARITY is n, this suffices to prove the

theorem.)

Let x ∈ A be such that the block sensitivity at x is at least 3. Thus there are

three disjoint blocks of input bits B1, B2, B3, such that flipping the bits in any block Bi

produces a string xi ̸∈ A. If f is a projection reducing A to R̃′K , then K(f(x)) ≥ 4m
5 ,

where m = |f(x)|, whereas K(f(xi)) ≤ m
5 . Let di be a short description of xi; thus

U(di) = xi, where U is the universal Turing machine from the definition of Kolmogorov

complexity. Any bit of the output of f depends on at most 1 input bit. Thus, for

any i, the ith bit of f(x) agrees with the ith bit of at least 2 of {f(x1), f(x2), f(x3)}

(since the blocks B1, B2, and B3 are disjoint). Thus we can simply take the majority

vote of {U(d1), U(d2), U(d3)} to obtain any bit of f(x). It follows that K(f(x)) ≤

|d1|+ |d2|+ |d3|+O(logm) < 4m
5 . This is a contradiction.

In this vein, let us also remark that Kolmogorov complexity has already proved

useful in developing nonrelativizing proof techniques [54], and also that the machinery



86

of perfect randomized encodings (which were developed in [27] and which are essential

to the results of [17]) also does not seem to relativize in any obvious way.
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Chapter 5

Robustness for space bounded Zero knowledge protocols

5.1 Introduction

The results of chapter 4 motivate a closer examination of SZKL and NISZKL, to answer

questions that have not been addressed by earlier work on these classes.

The main results of this chapter are:

1. The verifier and simulator may be very weak. NISZKL and SZKL are defined

in terms of three algorithms: (1) A logspace-bounded verifier, who interacts with

(2) a computationally-unbounded prover, following the usual rules of an interactive

proof, and (3) a logspace-bounded simulator, who ensures the zero-knowledge

aspects of the protocol. (More formal definitions are to be found in Section 5.2.)

We show that the verifier and simulator can be restricted to lie in AC0. Let us

explain why this is surprising.

The proof presented in [17], showing that EANC0 is complete for NISZKL, makes

it clear that the verifier and simulator can be restricted to lie in AC0[⊕] (as was

observed in [92]). But the proof in [17] (and a similar argument in [46]) relies

heavily on hashing, and it is known that, although there are families of universal

hash functions in AC0[⊕], no such families lie in AC0 [75]. We provide an alternative

construction, which avoids hashing, and allows the verifier and simulator to be

very weak indeed.

2. The verifier and simulator may be somewhat stronger. The proof presented

in [17], showing that EANC0 is complete for NISZKL, also makes it clear that the

verifier and simulator can be as powerful as ⊕L, without leaving NISZKL. This is

because the proof relies on the fact that logspace computation lies in the complexity
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class PREN of functions that have perfect randomized encodings [27], and ⊕L also

lies in PREN. Applebaum, Ishai, and Kushilevitz defined PREN and the somewhat

larger class SREN (for statistical randomized encodings), in proving that there

are one-way functions in SREN if and only if there are one-way functions in NC0.

They also showed that other important classes of functions, such as NL and GapL,

are contained in SREN We initially suspected that NISZKL could be characterized

using verifiers and simulators computable in GapL (or even in the slightly larger

class DET, consisting of problems that are ≤NC1

T reducible to GapL), since DET is

known to be contained in NISZKL [17]. However, we were unable to reach that

goal.

We were, however, able to show that the simulator and verifier can be as powerful

as NL, without making use of the properties of SREN. In fact, we go further in

that direction. We define the class PM, consisting of those problems that are

≤L
T-reducible to the Perfect Matching problem. PM contains NL [71], and is not

known to lie in (uniform) NC (and it is not known to be contained in SREN).

We show that statistical zero knowledge protocols defined using simulators and

verifiers that are computable in PM yield only problems in NISZKL.

3. The complexity of the simulator is key. As part of our attempt to characterize

NISZKL using simulators and verifiers computable in DET, we considered varying

the complexity of the simulator and the verifier separately. Among other things,

we show that the verifier can be as complex as DET if the simulator is logspace-

computable. In most cases of interest, the NISZK class defined with verifier and

simulator lying in some complexity class remains unchanged if the rules are changed

so that the verifier is significantly stronger or weaker.

We also establish some additional closure properties of NISZKL and SZKL, some of which

are required for the characterizations given in [22].

We include here a high-level overview of each section of the chapter in succession, to

highlight the main ideas behind each contribution.

Section 5.3 shows that NISZKL can be defined equivalently using verifiers and
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simulators that are computable in AC0. The standard complete problems for NISZK

and NISZKL take a circuit C as input, where the circuit is viewed as representing a

probability distribution X; the goal is to approximate the entropy of X, or to estimate

how far X is from the uniform distribution. Earlier work [47, 17, 92] that had presented

non-interactive zero-knowledge protocols for these problems had made use of the fact that

the verifier could compute hash functions, and thereby convert low-entropy distributions

to distributions with small support. But an AC0 verifier cannot compute hash functions

[75].

Our approach is to “delegate” the problem of computing hash functions to a logspace

verifier, and then to make use of the uniform encoding of this verifier to obtain the

desired distributions via an AC0 reduction. To this end, we start Section 5.3 by defining

a suitably restricted version of SDUNC0 (a standard complete problem for NISZKL) and

show that this restricted version remains complete for NISZKL under AC0 reductions

(and even under projections).

With this new complete problem in hand, we provide a NISZKAC0 protocol for the

complete problem, to conclude NISZKL = NISZKAC0 .

Section 5.4 shows that NISZKL can be defined equivalently using verifiers and

simulators that lie in the class PM of problems that logspace-Turing reduce to Perfect

Matching. PM contains NL, but is not known to lie in (uniform) NC. Our argument

proceeds by first observing that NISZKL = NISZK⊕L, and then making use of the details

of the argument that Perfect Matching is in ⊕L/poly [26].

Section 5.5 expands the list of problems known to lie in NISZKL. McKenzie and

Cook [83] studied different formulations of the problem of solving linear congruences.

These problems are not known to lie in DET, which is the largest well-studied subclass

of P known to be contained in NISZKL. However, these problems are randomly logspace-

reducible to DET [28]. We show that NISZKL is closed under randomized logspace

reductions, and hence show that these problems also reside in NISZKL.

Section 5.6 shows that the computational complexity of the simulator is more

important than the computational complexity of the verifier, in non-interactive protocols.

The results in this section were motivated by our attempts to show that NISZKL =
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NISZKDET. Although we were unable to reach this goal, we were able to show that

the verifier could be as powerful as DET, if the simulator was restricted to be no more

powerful than NL. The general approach here is to replace a powerful verifier with a

weaker verifier, by requiring the prover to provide a proof to convince a weak verifier

that the more powerful verifier would accept.

Section 5.7 shows that SZKL is closed under a class of nonadaptive logspace

reductions. Here, we follow the general strategy employed by Sahai and Vadhan

in showing that SZK is closed under a related class of nonadaptive polynomial-time

reductions [95]. However, there are several subtleties that need to be addressed, in

order to translate these techniques to the logspace setting. The results of [22], giving an

alternative characterization of SZKL, rely on the closure properties that we establish in

this section.

5.2 Preliminaries

We begin this section by re-stating and generalizing Definition 4.2.7.

Definition 5.2.1. [17, 46] (EA and EANC0). Consider Boolean circuits CX : {0, 1}m →

{0, 1}n representing distribution X. The promise problem EA is given by:

EAY es := {(CX , k) : H(X) > k + 1}

EANo := {(CX , k) : H(X) < k − 1}

EANC0 is the variant of EA where the distribution Cx is an NC0 circuit with each output

bit depending on at most 4 input bits.

Definition 5.2.2 (SDU and SDUNC0). Consider Boolean circuits CX : {0, 1}m → {0, 1}n

representing distributions X. The promise problem

SDU = (SDUYES,SDUNO)

is given by

SDUYES
def
= {CX : ∆(X,Un) < 1/n}

SDUNO
def
= {CX : ∆(X,Un) > 1− 1/n}.
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SDUNC0 is the analogous problem, where the distributions X are represented by NC0

circuits where no output bit depends on more than four input bits.

Theorem 5.2.3. [17, 22]: EANC0 and SDUNC0 are complete for NISZKL. EANC0 remains

complete, even if k is fixed to k = n− 3.

Definition 5.2.4. [43, 95] (SD and SDBP). Consider a pair of Boolean circuits C1, C2 :

{0, 1}m → {0, 1}n representing distributions X1, X2. The promise problem SD is given

by:

SDY es := {(C1, C2) : ∆(X1, X2) > 2/3}

SDNo := {(C1, C2) : ∆(X1, X2) < 1/3}.

SDBP is the variant of SD where the distribution Cx is represented by branching programs.

5.2.1 Perfect Randomized Encodings

We will make use of the machinery of perfect randomized encodings [27].

Definition 5.2.5. Let f : {0, 1}n → {0, 1}ℓ be a function. We say that f̂ : {0, 1}n ×

{0, 1}m → {0, 1}s is a perfect randomized encoding of f with blowup b if it is:

• Input independent: for every x, x′ ∈ {0, 1}n such that f(x) = f(x′), the random

variables f̂(x, Um) and f̂(x′, Um) are identically distributed.

• Output Disjoint: for every x, x′ ∈ {0, 1}n such that f(x) ̸= f(x′), supp(f̂(x, Um))∩

supp(f̂(x′, Um)) = Ø.

• Uniform: for every x ∈ {0, 1}n the random variable f̂(x, Um) is uniform over

Supp(f̂(x, Um)).

• Balanced: for every x, x′ ∈ {0, 1}n |Supp(f̂(x, Um))| = |Supp(f̂(x′, Um))| = b

The following property of perfect randomized encodings is established in [43].

Lemma 5.2.6 (entropy). Let f : {0, 1}n → {0, 1}ℓ be a function and let f̂ : {0, 1}n ×

{0, 1}m → {0, 1}s be a perfect randomized encoding of f with blowup b. Then H(f̂(Un, Um)) =

H(f(Un)) + log b
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5.3 Simulators and Verifiers in AC0

In order to show that NISZKL = NISZKAC0 we first define a promise problem SDU’NC0

and show that it is complete for NISZKL under uniform projections. We then provide

an NISZKAC0 protocol for SDU’NC0 to conclude that NISZKL = NISZKAC0 .

Definition 5.3.1. Consider an NC0 circuit C : {0, 1}m → {0, 1}n and the probability

distribution X on {0, 1}n defined as C(Um) - where Um denotes m uniformly random

bits. For some fixed ϵ > 0 (chosen later in Remark 5.3.6), we define:

SDU’NC0,Y = {X : ∆(C,Un) <
1

2nϵ }

SDU’NC0,N = {X : | supp(X)| ≤ 2n−n
ϵ}

We will show that SDU’NC0 is complete for NISZKL under uniform ≤proj
m reductions.

In order to do so, we first show that SDU’NC0 is in NISZKL by providing a reduction to

SDUNC0 .

Claim 5.3.2. SDU’NC0≤proj
m SDUNC0 , and thus SDU’NC0 ∈ NISZKL.

Proof. On a given probability distribution X defined on {0, 1}n for SDU’NC0 , we claim

that the identity function f(X) = X is a reduction of SDU’NC0 to SDUNC0 . If X is a

YES instance for SDU’NC0 , then ∆(X,Un) <
1

2nϵ , which clearly is a YES instance of

SDUNC0 . If X is a NO instance for SDU’NC0 , then | supp(X)| ≤ 2n−n
ϵ
. Thus, if we let T

be the complement of supp(X), we have that, under the uniform distribution, a string

α is in T with probability ≥ 1− 1
2nϵ , whereas this event has probability zero under X.

Thus ∆(X,Un) ≥ 1− 1
2nϵ , easily making it a NO instance of SDUNC0 .

5.3.1 Hardness for SDU’NC0

Theorem 5.3.3. SDU’NC0 is hard for NISZKL under ≤proj
m reductions.

Proof. In order to show that SDU’NC0 is hard for NISZKL, we will show that the reduction

given in [17] proving the hardness of SDUNC0 for NISZKL actually produces an instance

of SDU’NC0 .
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Let Π be an arbitrary promise problem in NISZKL with proof system (P, V ) and

simulator S. Let x be an instance of Π. Let Mx(r) denote a machine that simulates

S(x) with randomness r to obtain a transcript (σ, p) - if V (x, σ, p) accepts then Mx(r)

outputs σ; else it outputs 0|σ|. We will assume without loss of generality that |σ| = nk

for some constant k.

It was shown in [47, Lemma 3.1] that for the promise problem EA, there is an

NISZK protocol with completeness error, soundness error and simulator deviation all

bounded from above by 2−m for inputs of length m. Furthermore, as noted in the

paragraph before Claim 38 in [17], the proof carries over to show that EABP has an

NISZKL protocol with the same parameters. Thus, any problem in NISZKL can be

recognized with exponentially small error parameters by reducing the problem to EABP

and then running the above protocol for EABP on that instance. In particular, this

holds for EANC0 . In what follows, let Mx be the distribution described in the preceding

paragraph, assuming that the simulator S and verifier V yield a protocol with these

exponentially small error parameters.

Claim 5.3.4. If x ∈ ΠY ES then ∆(Mx(r), Unk) ≤ 1/2n−1. and if x ∈ ΠNO then

| supp(Mx(r))| ≤ 2n
k−nϵk

for ϵ < 1
k .

Proof. For x ∈ ΠY ES , claim 38 of [17] shows that ∆(Mx(r), Unk) ≤ 1/2n−1, establishing

the first part of the claim.

For x ∈ ΠNO, from the soundness guarantee of the NISZKL protocol for EANC0 , we

know that, for at least a 1− 1
2n fraction of the shared reference strings σ ∈ {0, 1}nk

, there is

no message p that the prover can send that will cause V to accept. Thus there are at most

2n
k−n outputs ofMx(r) other than 0n

k
. For ϵ < 1

k , we have | supp(Mx(r))| ≤ 2n
k−nϵk

.

The above claim talks about the distribution Mx(r) where M is a logspace machine.

We will instead consider an NC0 distribution with similar properties that can be con-

structed using projections. This distribution (denoted by Cx) is a perfect randomized

encoding of Mx(r). We make use of the following construction:
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Lemma 5.3.5. [17, Lemma 35]. There is a function computable in AC0 (in fact, it

can be a projection) that takes as input a branching program Q of size l computing

a function f and produces as output a list pi of NC
0 circuits, where pi computes the

i-th bit of a function f̂ that is a perfect randomized encoding of f that has blowup

b = 2((
l
2)−1)2((l−1)

2−1) (and thus the length of f̂(r) = log b + |f(r)|). Each pi depends

on at most four input bits from (x, r) (where r is the sequence of random bits in the

randomized encoding).

The properties of perfect randomized encodings (see, e.g., Definition 27 of [17]) imply

that the range of f̂ (and thus also the range of Cx) can be partitioned into equal sized

pieces corresponding to each value of f(r). Thus, let α1, α2, .., αz be the range of f(r),

and let [α] = {f̂(r, s) : f(r) = α}. It follows that |[α]| = b. For a given α, and for a

given β of length log b we denote by αβ the β-th element of [α]. Since the simulator

S runs in logspace, each bit of Mx(r) can be simulated with a branching program Qx.

Furthermore, it is straightforward to see that there is an AC0-computable function that

takes x as input and produces an encoding of Qx as output, and it can even be seen

that this function can be a projection. Let the list of NC0 circuits produced from Qx by

the construction of Lemma 5.3.5 be denoted Cx.

We show that this distribution Cx is an instance of SDU’NC0 if x ∈ Π. For x ∈ ΠY ES ,

we have ∆(Mx(r), Unk) ≤ 1/2n−1, and we want to show ∆(Cx(r), Ulog b+nk) ≤ 1/2n−1.

Thus it will suffice to observe that ∆(Mx(r), Unk) = ∆(Cx(r), Ulog b+nk) ≤ 1/2n−1.

To see this, note that

∆(Cx(r), Ulog b+nk) =
∑
αβ

∣∣Pr[Cx = αβ]− 1

2nk+b

∣∣/2 =
∑
β

∑
α

∣∣Pr[Mx = α]
1

2b
− 1

2b
1

2nk

∣∣/2
=

∑
α

∣∣Pr[Mx = α]− 1

2nk

∣∣/2 = ∆(Mx(r),Unk).

Thus, for x ∈ ΠY ES , Cx is a YES instance for SDU’NC0 .

For x ∈ ΠNO, Claim 5.3.4 shows that | supp(Mx(r))| ≤ 2n
k−n. Since the NC0 circuit

Cx is a perfect randomized encoding of Mx(r), we have that the support of Cx for

x ∈ ΠNO is bounded from above by b × 2n
k−n Note that log b is polynomial in n; let

q(n) = log b. Let r(n) denote the length of the output of C; r(n) = q(n) + nk. Thus
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the size of supp(Cx) ≤ 2n
k−n+q(n) = 2r(n)−n < 2r(n)−r(n)

ϵ
(if 1/ϵ is chosen to be greater

than the degree of r), and hence Cx is a NO instance for SDU’NC0 .

Remark 5.3.6. Here is how we pick ϵ in the definition of SDU’NC0. SDUNC0 is in

NISZKL via some simulator and verifier, where the error parameters are exponentially

small, and the shared reference strings σ have length nk on inputs of length n. Now we

pick ϵ > 0 so that ϵ < 1/k (as in Claim 5.3.4) and also 1/ϵ is greater than the degree of

r (as in the last sentence of the proof of Theorem 5.3.3).

5.3.2 NISZKAC0 protocol for SDU’NC0 on input X represented by circuit

C

Non Interactive proof system

1. Let C take inputs of length m and produce outputs of length n, and let σ be the

reference string of length n.

2. If there is no r such that C(r) = σ, then the prover sends ⊥. Otherwise, the

prover picks an element r uniformly at random from p ∼ {r|C(r) = σ} and sends

it to the verifier.

3. V accepts iff C(r) = σ. (Since C is an NC0 circuit, this can be accomplished in

AC0 – this step can not be accomplished in NC0 since it depends on all of the bits

of σ.)

Simulator for SDU’NC0 proof system, on input X represented by circuit C

1. Pick a random s of length m and compute γ = C(s).

2. Output (s, γ).

5.3.3 Proofs of Zero Knowledge, Completeness and Soundness

Completeness

Claim 5.3.7. If X ∈ SDU’NC0,Y , then the verifier accepts with probability ≥ 1− 1
2nϵ .
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Proof. If X is a YES instance, then ∆(X,Un) <
1

2nϵ . This implies | supp(X)| >

2n(1− 1
2nϵ ), which immediately implies the stated lower bound on the verifier’s probability

of acceptance.

Soundness

Claim 5.3.8. If X ∈ SDU’NC0,N , then for every prover, the probability that the verifier

accepts is at most 1
2nϵ .

Proof. For every σ ̸∈ supp(X), no prover can make the verifier accept. IfX ∈ SDU’NC0,N ,

the probability that σ ̸∈ supp(X) is greater than 1− 1
2nϵ .

Statistical Zero-Knowledge

Claim 5.3.9. For X ∈ SDU’NC0,Y , ∆((p, σ), (s, γ)) = O( 1
2nϵ ).

Proof. Recall that σ ∼ {0, 1}n, s ∼ {0, 1}m, p ∼ {r : C(r) = σ} and γ = C(s). In order

to provide an upper bound on ∆((p, σ), (s, γ)), we consider the element wise probability

of each distribution and show that for X ∈ SDU’NC0,Y the claim holds. For a ∈ {0, 1}m

and b ∈ {0, 1}n we have :

∆((p, σ), (s, γ)) =
∑
(a,b)

1

2
|Pr[(p, σ) = (a, b)]− Pr[(s, γ) = (a, b)]|

Let us consider an element b ∈ {0, 1}n. Let Ab = {a1, a2, .., akb} be the pre-images

of b under C i.e. for 1 ≤ i ≤ kb it holds that C(ai) = b. Let βb = Pr
y∼Um

[C(y) = b].

Then kb2
−m = βb (since exactly kb elements of {0, 1}m are mapped to b under C). Let

B = {b|¬∃y : C(y) = b}. Since ∆(C(Um), Un) ≤ 1
2nϵ , it follows that

|B|
2m ≤

1
2nϵ . We have

:

∆((p, σ), (s, γ)) =
∑
(a,b)

1

2
(|Pr[(p, σ) = (a, b)]− Pr[(s, γ) = (a, b)]|)

=
1

2

∑
(a,b):b∈B

|Pr[(p, σ) = (a, b)]− Pr[(s, γ) = (a, b)]|

+
1

2

∑
(a,b):b̸∈B

|Pr[(p, σ) = (a, b)]− Pr[(s, γ) = (a, b)]|
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For (a, b) satisfying b ∈ B, we have Pr[(s, γ) = (a, b)] = Pr[(p, σ) = (a, b)] = 0. For

b ̸∈ B and a satisfying C(a) ̸= b we again have Pr[(s, γ) = (a, b)] = Pr[(p, σ) = (a, b)] = 0.

For (a, b) : C(a) = b we have Pr[(s, γ) = (a, b)] = 2−m since s ∼ Um and picking s fixes

b. We also have Pr[(p, σ) = (a, b)] = 2−n

kb
since σ ∼ Un and then the prover picks p

uniformly from Ab. This gives us

∆((p, σ), (s, γ)) =
1

2

∑
(a,b):C(a)=b

∣∣2−m − 2−n

kb

∣∣
=

1

2

∑
(a,b):C(a)=b

∣∣∣∣2−m − 2−m−n

βb

∣∣∣∣
=

1

2

∑
(a,b):C(a)=b

2−m

βb

∣∣βb − 2−n
∣∣

≤ 1

2

∑
(a,b):C(a)=b

∣∣βb − 2−n
∣∣ = ∆(C(Um), Un) ≤

1

2nϵ

where the first inequality holds since βb ≥ 2−m whenever βb ̸= 0. Thus we have :

∆((p, σ), (s, γ)) = O(
1

2nϵ ).

5.4 Simulator and Verifier in PM

The Perfect Matching problem is the well-known problem of deciding, given an undirected

graph G with 2n vertices, if there is a set of n edges covering all of the vertices. We

define a corresponding complexity class PM as follows:

PM := {A : A ≤L
T Perfect Matching}

It is known that NL ⊆ PM [71]. In this section, we show that NISZKL = NISZKPM. That

is, we can increase the computational power of the simulator and the verifier from L to

PM without affecting the power of noninteractive statistical zero knowledge protocols.

We make use of the following equality, which was previously observed in [92]:

Proposition 5.4.1. NISZK⊕L = NISZKL
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Proof. It suffices to show NISZK⊕L ⊆ NISZKL. We do this by showing that the problem

EANC0 is hard for NISZK⊕L; this suffices since EANC0 is complete for NISZKL. The proof

of [17, Theorem 26] (showing that EANC0 is complete for NISZKL involves (a) building a

branching program to simulate a logspace computation calledMx that is constructed from

a logspace-computable simulator and verifier, and (b) constructing an NC0-computable

perfect randomized encoding of Mx, using the fact that L ⊂ PREN , where PREN is

the class defined in [27], consisting of all problems with perfect randomized encodings.

But Theorem 4.18 in [27] shows the stronger result that ⊕L lies in PREN , and hence

the argument of [17, Theorem 26] carries over immediately, to reduce any problem in

NISZK⊕L to EANC0 (by modifying step (a), to build a parity branching program for Mx

that is constructed from a ⊕L simulator and verifier).

We also rely on the following lemma:

Lemma 5.4.2. Adapted from [26, Section 3] and [85, Section 4]: LetW = (w1, w2, · · · , wnk+3)

be a sequence of nk+3 weight functions, where each wi : [
(
n
2

)
]→ [4n2] is a distinct weight

assignment to edges in n-vertex graphs. Let (G,wi) denote the result of weighting the

edges of G using weight assignment wi. Then there is a function f in GapL, such that,

if (G,wi) has a unique perfect matching of weight j, then f(G,W, i, j) ∈ {1,−1}, and

if G has no perfect matching, then for every (W, i, j), it holds that f(G,W, i, j) = 0.

Furthermore, if W is chosen uniformly at random, then with probability ≥ 1− 2−n
k
, for

each n-vertex graph G:

• If G has no perfect matching then ∀i∀j f(G,W, i, j) = 0.

• If G has a perfect matching then ∃i such that (G,wi) has a unique minimum-weight

matching, and hence ∃i∃j f(G,W, i, j) ∈ {1,−1}.

Thus if we define g(G,W ) to be 1− Πi,j(1− f(G,W, i, j)2), we have that g ∈ GapL and

with probability ≥ 1− 2−n
k
(for randomly-chosen W ), g(G,W ) = 1 if G has a perfect

matching, and g(G,W ) = 0 otherwise.

Note that this lemma is saying that most W constitute a good “advice string”, in

the sense that g(G,W ) provides the correct answer to the question “Does G have a
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perfect matching?” for every graph G with n vertices.

Corollary 5.4.3. For every language A ∈ PM there is a language B ∈ ⊕L such

that, if x ∈ A, then Pr
W←[4n2]n5 [(x,W ) ∈ B] ≥ 1 − 2−n

2
, and if x ̸∈ A, then

Pr
W←[4n2]n5 [(x,W ) ∈ B] ≤ 2−n

2
.

Proof. Let A be in PM, where there is a logspace oracle machine M accepting A with

an oracle P for Perfect Matching. We may assume without loss of generality that all

queries made by M on inputs of length n have the same number of vertices p(n). This

is because G has a perfect matching iff G ∪ {x1 − y1, x2 − y2, ..., xk − yk} has a perfect

matching. (I.e., we can “pad” the queries, to make them all the same length.)

Let C = {(G,W ) : g(G,W ) ≡ 1 mod 2}, where g is the function from Lemma 5.4.2.

Clearly, C ∈ ⊕L. Now, a logspace oracle machine with input (x,W ) and oracle C can

simulate the computation of MP on x; each time M poses the query “Is G ∈ P”, instead

we ask if (G,W ) ∈ C. Then with high probability (over the random choice of W ) all

of the queries will be answered correctly and hence this routine will accept if and only

if x ∈ A, by Lemma 5.4.2. Let B be the language accepted by this logspace oracle

machine. We see that B ∈ LC ⊆ L⊕L = ⊕L, where the last equality is from [50].

Theorem 5.4.4. NISZKL = NISZKPM

Proof. We show that NISZKPM ⊆ NISZK⊕L, and then appeal to Proposition 5.4.1.

Let Π be an arbitrary problem in NISZKPM, and let (S, P, V ) be the PM simulator,

prover, and verifier for Π, respectively. Let S′ and V ′ be the ⊕L languages that are

probabilistic realizations of S, V , respectively, guaranteed by corollary 5.4.3. We now

define a NISZKL protocol (S′′, P ′′, V ′′) for Π.

On input x with shared randomness σW , the prover P ′′ sends the same message p =

P (x, σ) as the original prover sends. The verifier V ′′, returns the value of V ′((x, σ, p),W ),

which with high probability is equal to V (x, σ, p). The simulator S′′, given as input x

and random sequence rW , executes S′((x, r, i),W ) for each bit position i to obtain a

bit that (with high probability) is equal to the ith bit of S(x, r), which is a string of the

form (σ, p), and outputs (σW, p).
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Now we will analyze the properties of (S′′, P ′′, V ′′):

• Completeness: Suppose x ∈ ΠY , then Prσ[V (x, σ, P (x, σ)) = 1] ≥ 1 − 2−O(n).

Since ∀y ∈ {0, 1}n : PrW [V (y) = V ′(y,W )] ≥ 1− 2−n
k
we have:

Pr
σW

[V ′((x, σ, P ′′(x, σ)),W ) = 1] ≥ [1− 2−O(n)][1− 2−n
k
] = 1− 2−O(n)

• Soundness: Suppose x ∈ ΠN , then Prσ[∀p : V (x, σ, p) = 0] ≥ 1 − 2−O(n). Since

∀y ∈ {0, 1}n : PrW [V (y) = V ′(y,W )] ≥ 1− 2−n
k
, we have:

Pr
σW

[∀p : V ′((x, σ, p),W ) = 0] ≥ [1− 2−O(n)][1− 2−n
k
] = 1− 2−O(n)

• Statistical Zero-Knowledge: Suppose x ∈ ΠY . Let S
∗ denote the distribution on

strings of the form (σ, p) that S(x, r) produces, where r is uniformly generated,

and let P ∗ denote the distribution on strings given by (σ, P (x, σ)) where σ is

chosen uniformly at random. Similarly, let S′′∗ denote the distribution on strings

of the form (σW, p) that S′′(x, rW ) produces, where r andW are chosen uniformly,

and let P ′′∗ be the distribution given by (σW,P ′′(x, σW )). Let A = {(σW, p) :

∃i∃r S(x, r)i ̸= S′((x, r, i),W )}.

Since PrW [∀i∀r : S(x, r)i = S′((x, r, i),W )] ≥ 1− 2−O(n) we have:

∆(S′′∗, P ′′∗) =
1

2

∑
(σW,p)

∣∣Pr[S′′∗ = (σW, p)]− Pr[P ′′∗ = (σW, p)]
∣∣

≤ 1

2
(2−O(n) +

∑
(σW,p)∈A

∣∣Pr[S′′∗ = (σW, p)]− Pr[P ′′∗ = (σW, p)])
∣∣

=
1

2
(2−O(n) +

∑
(σW,p)∈A

∣∣Pr[S∗ = (σ, p)]− Pr[P ∗ = (σ, p)]
∣∣Pr[W ])

≤ 2−O(n) +
∑
W

Pr[W ]
1

2

∑
(σ,p)

∣∣Pr[S∗ = (σ, p)]− Pr[P ∗ = (σ, p)]
∣∣

= 2−O(n) +∆(S∗, P ∗) = 2−O(n)

Therefore (S′′, P ′′, V ′′) is a NISZK⊕L protocol deciding Π.
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5.5 Additional problems in NISZKL

In this section, we give additional examples of problems in P that lie in NISZKL. These

problems are not known to lie in (uniform) NC. Our main tool is to show that NISZKL

is closed under a class of randomized reductions.

The following definition is from [22]:

Definition 5.5.1. A promise problem A = (Y,N) is ≤BPL
m -reducible to B = (Y ′, N ′)

with threshold θ if there is a logspace-computable function f and there is a polynomial p

such that

• x ∈ Y implies Prr∈{0,1}p(|x|) [f(x, r) ∈ Y ′] ≥ θ.

• x ∈ N implies Prr∈{0,1}p(|x|) [f(x, r) ∈ N ′] ≥ θ.

Note, in particular, that the logspace machine computing the reduction has two-way

access to the random bits r; this is consistent with the model of probabilistic logspace

that is used in defining NISZKL.

Theorem 5.5.2. NISZKL is closed under ≤BPL
m reductions with threshold 1− 1

nω(1) .

Proof. Let Π≤BPL
m EANC0 , via logspace-computable function f . Let (S1, V1, P1) be the

NISZKL proof system for EANC0 .

Algorithm 1: Simulator

S(x, rσ′)

(σ, p)← S1(f(x, σ
′), r);

return ((σ, σ′), p);

Algorithm 2: Prover

P (x, (σ, σ′))

return P1((f(x, σ
′), σ);

Algorithm 3: Verifier V (x, (σ, σ′), p)

return V1((f(x, σ
′), σ, p)

We now claim that (S, P, V ) is a NISZKL protocol for Π.

It is apparent that S and V are computable in logspace. We just need to go through

completeness, soundness, and statistical zero-knowledge of this protocol.
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• Completeness: Suppose x is YES instance of Π. Then with probability 1− 1
nω(1)

(over randomness of σ′): f(x, σ′) is a YES instance of EANC0 . Thus for a randomly

chosen σ:

Pr[V1(f(x, σ
′), σ, P1(f(x, σ

′), σ)) = 1] ≥ 1− 1

nω(1)

• Soundness: Suppose x is NO instance of Π. Then with probability 1− 1
nω(1) (over

randomness of σ′): f(x, σ′) is a NO instance of EANC0 . Thus for a randomly chosen

σ:

Pr[V1(f(x, σ
′), σ, P1(f(x, σ

′), σ)) = 0] ≥ 1− 1

nω(1)

• Statistical Zero-Knowledge: If x is a YES instance, f(x, σ′) is a YES instance

of EANC0 with probability close to 1. For any YES instance y of EANC0 , the

distribution given by S1 on input y is exponentially close the the distribution on

transcripts (σ, p) induced by (V1, P1) on input y. Thus the distribution on (σσ′, p)

induced by (V, P ) has distance at most 1
nω(1) from the distribution produced by S

on input x. The claim now follows by the comments regarding error probabilities

in the definition of NISZK.

McKenzie and Cook [83] defined and studied the problems LCON, LCONX and

LCONNULL. LCON is the problem of determining if a system of linear congruences over

the integers mod q has a solution. LCONX is the problem of finding a solution, if one

exists, and LCONNULL is the problem of computing a spanning set for the null space of

the system.

These problems are known to lie in uniform NC3 [83], but are not known to lie in

uniform NC2, although Arvind and Vijayaraghavan showed that there is a set B in

LGapL ⊆ DET ⊆ NC2 such that x ∈ LCON if and only if (x,W ) ∈ B, where W is a

randomly-chosen weight function [28]. (The probability of error is exponentially small.)

The mapping x 7→ (x,W ) is clearly a ≤BPL
m reduction. Since DET ⊆ NISZKL [17], it

follows that

LCON ∈ NISZKL
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The arguments in [28] carry over to LCONX and LCONNULL as well.

Corollary 5.5.3. LCON ∈ NISZKL. LCONX ∈ NISZKL. LCONNULL ∈ NISZKL.

5.6 Varying the Power of the Verifier

In this section, we show that the computational complexity of the simulator is more

important than the computational complexity of the verifier, in non-interactive protocols.

The results in this section were motivated by our attempts to show that NISZKL =

NISZKDET. Although we were unable to reach this goal, we were able to show that

the verifier could be as powerful as DET, if the simulator was restricted to be no more

powerful than NL. The general approach here is to replace a powerful verifier with a

weaker verifier, by requiring the prover to provide a proof to convince a weak verifier

that the more powerful verifier would accept.

We define NISZKA,B as the class of problems with a NISZK protocol where the

simulator is in A and the verifier is in B (and hence NISZKA = NISZKA,A). We will

consider the case where A ⊆ B ⊆ NISZKA and A,B are both classes of functions that

are closed under composition.

Theorem 5.6.1. NISZKA,B = NISZKA

Proof. Let Π be an arbitrary promise problem in NISZKA,B with (S1, V1, P1) being the

A simulator, B verifier, and prover for Π’s proof system, where the reference string has

length p1(|x|) and the prover’s messages have length q1(|x|). Since V1 ∈ B ⊆ NISZKA,

L(V1) has a proof system (S2, V2, P2), where the reference string has length p2(|x|) and

the prover’s messages have length q2(|x|).

Lemma 5.6.2. We may assume without loss of generality that p1(n) > p2(n) + q2(n).

Proof. If it is not the case that p1(n) > p2(n)+q2(n), then let r(n) = p2(n)+q2(n)−p1(n).

Consider a new proof system (S′1, V
′
1 , P

′
1) that is identical to (S1, V1, P1), except that the

reference string now has length p1(n)+ r(n) (where P
′
1 and V ′1 ignore the additional r(n)

random bits). The simulator S′1 uses an additional r(n) random bits and simply appends

those bits to the output of S1. The language L(V ′1) is still in NISZKA, with a proof
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system (S′2, V
′
2 , P

′
2) where the reference string still has length p2(n), since membership in

L(V ′1) does not depend on the “new” r(n) random bits, and hence S′2, V
′
2 and P ′2, given

input (x, σr, p) behave exactly as S2, V2 and P2 behave when given input (x, σ, p).

Then Π has the following NISZKA proof system:

Algorithm 4: Simulator

S(x, r1, r2)

Data: x ∈ ΠY es ∪ΠNo

(σ, p)← S1(x, r1);

(σ′, p′)← S2((x, σ, p), r2);

return ((σ, σ′), (p, p′));

Algorithm 5: Verifier

V (x, (σ, σ′), (p, p′))

return V2((x, σ, p), σ
′, p′)

Algorithm 6: Prover P (x, σσ′)

Data: x ∈ ΠY es ∪ΠNo, σ ∈ {0, 1}p1(|x|), σ′ ∈ {0, 1}p2(|x|)

if x ∈ ΠY es then

p← P1(x, σ);

p′ ← P2((x, σ, p), σ
′);

return (p, p′);

else

return ⊥,⊥;

end

• Correctness: Suppose x ∈ ΠY es, then given random σ, with probability (1− 1
2O(|x|) ):

(x, σ, P1(x, σ)) ∈ L(V1) which means with probability (1− 1
2O(|x|+p1(|x|)+|p|) ) it holds

that ((x, σ, p), σ′, P2(x, σ, P1(x, σ)) ∈ L(V2). So the probability that V accepts is

at least:

(1− 1

2O(|x|) )(1−
1

2O(|x|+p1(|x|)+q1(|x|))
) = 1− 1

2O(|x|)

• Soundness: Suppose x ∈ ΠN . When given a random σ, we have that with

probability less than 1
2O(|x|) : ∃p such that (x, σ, p) ∈ L(V1). For (x, σ, p) ̸∈ L(V1),

the probability that there is a p such that ((x, σ, p), σ′, p′) ∈ L(V2) is at most

1
2O(|x|+p1(|x|)+|p|) (given random σ′). So the probability that V rejects is at least:

(1− 1

2O(|x|) )(1−
1

2O(|x|+p(|x|)+|p|) ) = 1− 1

2O(|x|)
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• Statistical Zero-Knowledge: Let P ∗1 denote the distribution that samples σ and

outputs (σ, P1(x, σ)). Similarly, let P ∗2 (σ, p) denote the distribution that sam-

ples σ′ and outputs (σσ′, P2((x, σ, p), σ
′). P ∗ will be defined as the distribution

((σσ′), P (x, σ, σ′))) where σ and σ′ are chosen uniformly at random. In the same

way, let S∗ refer to the distribution produced by S on input x, let S∗1 refer to the

distribution produced by S1(x), and let S∗2(σ, p) be the distribution induced by S2

on input (x, σ, p). Now we can partition the set of possible outcomes ((σ, σ′), (p, p′))

of S∗ and P ∗ into 3 blocks:

1. ((σ, σ′), (p, p′)) such that V1(x, σ, p) accepts and V2((x, σ, p), σ
′, p′) accepts.

2. ((σ, σ′), (p, p′)) such that V1(x, σ, p) accepts and V2((x, σ, p), σ
′, p′) rejects.

3. ((σ, σ′), (p, p′)) such that V1(x, σ, p) rejects.

We will call these blocks A1, A2, and A3 respectively. Then by definition:

∆(S∗, P ∗) =
1

2

∑
j∈{1,2,3}

∑
y∈Aj

∣∣Pr
S∗
[y]− Pr

P ∗
[y]

∣∣
=

1

2

∑
y∈A1

∣∣Pr
S∗
[y]− Pr

P ∗
[y]

∣∣+ 1

2

∑
j∈{2,3}

∑
y∈Aj

[
Pr
S∗
[y] + Pr

P ∗
[y]

]
We concentrate first on A1. ∑

y∈A1

∣∣Pr
S∗
[y]− Pr

P ∗
[y]

∣∣
=

∑
(σ′,p′)

( ∑
{(σ,p):y=((σ,σ′),(p,p′))∈A1}

∣∣Pr
S∗
[y|σ′, p′] Pr

S∗
[(σ′, p′)]−Pr

P ∗
[y|σ′, p′] Pr

P ∗
[(σ′, p′)]

∣∣) (∗)

Here

Pr
S∗
[(σ′, p′)] =

∑
(σ,p)

Pr
S∗
[((σ, σ′), (p, p′))]

and

Pr
P ∗

[(σ′, p′)] =
∑
(σ,p)

Pr
P∗

[((σ, σ′), (p, p′))].

We define δ(σ′, p′) :=
∣∣PrS∗ [(σ′, p′)]−PrP ∗ [(σ′, p′)]

∣∣. Let us examine a single term

of the sum (∗), for y = ((σ, σ′), (p, p′)):



106

∣∣Pr
S∗
[y|σ′, p′] Pr

S∗
[(σ′, p′)]− Pr

P ∗
[y|σ′, p′] Pr

P ∗
[(σ′, p′)]

∣∣
=

∣∣(Pr
S∗
[y|σ′, p′] Pr

S∗
[(σ′, p′)]− Pr

P ∗
[y|σ′, p′] Pr

S∗
[(σ′, p′)])+

(Pr
P ∗

[y|σ′, p′] Pr
S∗
[(σ′, p′)]− Pr

P ∗
[y|σ′, p′] Pr

P ∗
[(σ′, p′)])

∣∣
=

∣∣(Pr
S∗
1

[(σ, p)]− Pr
P ∗
1

[(σ, p)) Pr
S∗
[(σ′, p′)] + Pr

P ∗
1

[(σ, p)](Pr
S∗
[(σ′, p′)]− Pr

P ∗
[(σ′, p′)])

∣∣
≤

∣∣Pr
S∗
1

[(σ, p)]− Pr
P ∗
1

[(σ, p)]
∣∣Pr
S∗
[(σ′, p′)] + Pr

P ∗
1

[(σ, p)]
∣∣Pr
S∗
[(σ′, p′)]− Pr

P ∗
[(σ′, p′)]

∣∣
=

∣∣Pr
S∗
1

[(σ, p)]− Pr
P ∗
1

[(σ, p)]
∣∣Pr
S∗
[(σ′, p′)] + Pr

P ∗
1

[(σ, p)]δ(σ′, p′)

Thus (*) is no more than

∑
(σ′,p′)

∑
(σ,p)

∣∣Pr
S∗
1

[(σ, p)]− Pr
P ∗
1

[(σ, p)]
∣∣Pr
S∗
[(σ′, p′)]

+
∑
(σ′,p′)

∑
{(σ,p):y=((σ,σ′),(p,p′))∈A1}

Pr
P ∗
1

[(σ, p)]δ(σ′, p′)

≤
∑
(σ,p)

∣∣Pr
S∗
1

[(σ, p)]− Pr
P ∗
1

[(σ, p)]
∣∣+ ∑

{(σ′,p′):∃(σ,p) ((σ,σ′),(p,p′))∈A1}

δ(σ′, p′)

= 2∆(S∗1(x), P
∗
1 (x)) +

∑
{(σ′,p′):∃(σ,p) ((σ,σ′),(p,p′))∈A1}

δ(σ′, p′)

≤ 2

2|x|
+

∑
{(σ′,p′):∃(σ,p) ((σ,σ′),(p,p′))∈A1}

δ(σ′, p′) (∗∗)

Let us consider a single term δ(σ′, p′) in the summation in (∗∗). Recalling that the

probability that S(x) = ((σ, σ′), (p, p′)) is equal to the probability that S1(x) =

(σ, p) and S2(x, σ, p) = (σ′, p′), we have

Pr
S∗
[(σ′, p′)] =

∑
(σ,p)

Pr
S∗
[((σ, σ′), (p, p′))]

=
∑
(σ,p)

Pr
S∗
[((σ, σ′), (p, p′))|(σ, p)] Pr

S∗
[(σ, p)]

=
∑
(σ,p)

Pr
S∗
2 (σ,p)

[(σ′p′)] Pr
S∗
1

[(σ, p)]

and similarly PrP ∗ [(σ′, p′)] =
∑

(σ,p) PrP ∗
2 (σ,p)

[(σ′p′)] PrP ∗
1
[(σ, p)]. Thus
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δ(σ′, p′) =
∣∣Pr
S∗
[σ′, p′]− Pr

P ∗
[σ′, p′]

∣∣
=

∣∣ ∑
(σ,p)

Pr
S∗
2 (σ,p)

[(σ′, p′)] Pr
S∗
1

[(σ, p)]−
∑
(σ,p)

Pr
P ∗
2 (σ,p)

[(σ′, p′)] Pr
P ∗
1

[σ, p]
∣∣

=
∣∣ ∑
(σ,p)

Pr
S∗
2 (σ,p)

[(σ′, p′)] Pr
S∗
1

[(σ, p)]−
∑
(σ,p)

Pr
P ∗
2 (σ,p)

[(σ′, p′)] Pr
S∗
1

[(σ, p)]

+
∑
(σ,p)

Pr
P ∗
2 (σ,p)

[(σ′, p′)] Pr
S∗
1

[(σ, p)]−
∑
(σ,p)

Pr
P ∗
2 (σ,p)

[(σ′, p′)] Pr
P ∗
1

[(σ, p)]
∣∣

=
∣∣ ∑
(σ,p)

( Pr
S∗
2 (σ,p)

[(σ′, p′)]− Pr
P ∗
2 (σ,p)

[(σ′, p′)]) Pr
S∗
1

[(σ, p)]

+
∑
(σ,p)

Pr
P ∗
2 (σ,p)

[(σ′, p′)](Pr
S∗
1

[(σ, p)]− Pr
P ∗
1

[(σ, p)])
∣∣

≤
∑
(σ,p)

∣∣ Pr
S∗
2 (σ,p)

[(σ′, p′)]− Pr
P ∗
2 (σ,p)

[(σ′, p′)]
∣∣Pr
S∗
1

[(σ, p)]

+
∑
(σ,p)

Pr
P ∗
2 (σ,p)

[(σ′, p′)]
∣∣Pr
S∗
1

[(σ, p)]− Pr
P ∗
1

[(σ, p)]
∣∣

=
∑
(σ,p)

2∆(S∗2(σ, p), P
∗
2 (σ, p)) Pr

S∗
1

[(σ, p)]

+
∑
(σ,p)

Pr
P ∗
2 (σ,p)

[(σ′, p′)]
∣∣Pr
S∗
1

[(σ, p)]− Pr
P ∗
1

[(σ, p)]
∣∣

≤
∑
(σ,p)

2

2|(x,σ,p)|
Pr
S∗
1

[(σ, p)] +
∑
(σ,p)

Pr
P ∗
2 (σ,p)

[(σ′, p′)]
∣∣Pr
S∗
1

[(σ, p)]− Pr
P ∗
1

[(σ, p)]
∣∣

=
2

2|x|+p1(|x|)+q1(|x|)
+

∑
(σ,p)

Pr
P ∗
2 (σ,p)

[(σ′, p′)]
∣∣Pr
S∗
1

[(σ, p)]− Pr
P ∗
1

[(σ, p)]
∣∣

where the last inequality holds, since the summation in (∗∗) is taken over tuples,

such that each (x, σ, p) is a YES instance of L(V1).

Replacing each term in (∗∗) with this upper bound, thus yields the following upper

bound on (∗):

2

2|x|
+

∑
(σ′,p′)

(
2

2|x|+p1(|x|)+q1(|x|)
+

∑
(σ,p)

Pr
P ∗
2 (σ,p)

[(σ′, p′)]
∣∣Pr
S∗
1

[(σ, p)]− Pr
P ∗
1

[(σ, p)]
∣∣)

=
2

2|x|
+

2 · 2p2(|x|)+q2(|x|)

2|x|+p1(|x|)+q1(|x|)
+

∑
(σ′,p′)

∑
(σ,p)

Pr
P ∗
2 (σ,p)

[(σ′, p′)]
∣∣Pr
S∗
1

[(σ, p)]− Pr
P ∗
1

[(σ, p)]
∣∣)

=
2

2|x|
+

2 · 2p2(|x|)+q2(|x|)

2|x|+p1(|x|)+q1(|x|)
+ 2∆(S∗1 , P

∗
1 )
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≤ 2

2|x|
+

2 · 2p2(|x|)+q2(|x|)

2|x|+p1(|x|)+q1(|x|)
+

2

2|x|

≤ 2

2|x|
+

2

2|x|
+

2

2|x|

where the last inequality follows from Lemma 5.6.2. Thus, A1 contributes only a

negligible quantity to ∆(S∗, P ∗).

We now move on to consider A2 and A3.

Pr
P ∗

[y ∈ A2] =
∑

{(σ,p):(x,σ,p)∈L(V1)}

Pr[V2(x, σ, p) rejects] ≤
∑
(σ,p)

1

2|x|+|σ|+|p|
≤ 1

2|x|
.

Pr
S∗
[y ∈ A2] =

∑
{(σ,p):(x,σ,p)∈L(V1)}

(Pr[V2(x, σ, p) rejects]+∆(S∗2(σ, p), P
∗
2 (σ, p))) ≤

2

2|x|
.

A similar and simpler calculation shows that PrP ∗ [y ∈ A3] ≤ 1
2|x|

and PrS∗ [y ∈

A3] ≤ 2
2|x|

, to complete the proof.

Corollary 5.6.3. NISZKL = NISZKAC0 = NISZKAC0,DET = NISZKNL,DET

The proof of Theorem 5.6.1 did not make use of the condition that the verifier is

at least as powerful as the simulator. Thus, maintaining the condition that A ⊆ B ⊆

NISZKA, we also have the following corollary:

Corollary 5.6.4. NISZKB = NISZKB,A

Corollary 5.6.5. NISZKA,B ⊆ NISZKB,A

Corollary 5.6.6. NISZKDET = NISZKDET,AC0

5.7 SZKL closure under ≤L
bf−tt reductions

Although our focus in this chapter has been on NISZKL, in this section we report on a

closure property of the closely-related class SZKL.

The authors of [43], after defining the class SZKL, wrote:
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We also mention that all the known closure and equivalence properties of SZK
(e.g. closure under complement [88], equivalence between honest and dishonest
verifiers [47], and equivalence between public and private coins [88]) also hold for
the class SZKL.

In this section, we consider a variant of a closure property of SZK (closure under

≤P
bf−tt [95]), and show that it also holds1 for SZKL. Although our proof follows the

general approach of the proof of [95, Theorem 4.9], there are some technicalities with

showing that certain computations can be accomplished in logspace (and for dealing

with distributions represented by branching programs instead of circuits) that require

proof. (The characterization of SZKL in terms of reducibility to the Kolmogorov-random

strings presented in Theorem 4.6.5 relies on this closure property.)

Definition 5.7.1. (From [95, Definition 4.7]) For a promise problem Π, the character-

istic function of Π is the map XΠ : {0, 1}∗ → {0, 1, ∗} given by

XΠ(x) =


1 if x ∈ ΠY es,

0 if x ∈ ΠNo,

∗ otherwise.

Definition 5.7.2. Logspace Boolean formula truth-table reduction (≤L
bf−tt reduction):

We say a promise problem Π logspace Boolean formula truth-table reduces to

Γ if there exists a logspace-computable function f , which on input x produces a tuple

(y1, . . . , ym) and a Boolean formula ϕ (with m input gates) such that:

x ∈ ΠY es =⇒ ϕ(XΓ(y1), . . . ,XΓ(ym)) = 1

x ∈ ΠNo =⇒ ϕ(XΓ(y1), . . . ,XΓ(ym)) = 0

We begin by proving a logspace analogue of a result from [95], used to make

statistically close pairs of distributions closer and statistically far pairs of distributions

farther.

1We observe that open questions about closure properties of NISZK also translate to open questions
about NISZKL. NISZK is not known to be closed under union [90], and neither is NISZKL. Neither is
known to be closed under complementation. Both are closed under conjunctive logspace-truth-table
reductions.
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Lemma 5.7.3. (Polarization Lemma, adapted from [95, Lemma 3.3]) There is a logspace-

computable function that takes a triple (P1, P2, 1
k), where P1 and P2 are branching

programs, and outputs a pair of branching programs (Q1, Q2) such that:

∆(P1, P2) <
1

3
=⇒ ∆(Q1, Q2) < 2−k

∆(P1, P2) >
2

3
=⇒ ∆(Q1, Q2) > 1− 2−k

To prove this, we adapt the same method as in [95] and alternate two different

procedures, one to drive pairs with large statistical distance closer to 1, and one to drive

distributions with small statistical distance closer to 0. The following lemma will do the

former:

Lemma 5.7.4. (Direct Product Lemma, from [95, Lemma 3.4]) Let X and Y be

distributions such that ∆(X,Y ) = ϵ. Then for all k,

kϵ ≥ ∆(⊗kX,⊗kY ) ≥ 1− 2 exp(−kϵ2/2)

The proof of this statement follows from [95]. To use this for lemma 5.7.3, we note

that a branching program for ⊗kP can easily be created in logspace from a branching

program P by simply copying and concatenating k independent copies of P together.

We now introduce a lemma to push close distributions closer:

Lemma 5.7.5. (XOR Lemma, adapted from [95, Lemma 3.5]) There is a logspace-

computable function that maps a triple (P0, P1, 1
k), where P0 and P1 are branching

programs, to a pair of branching programs (Q0, Q1) such that ∆(Q0, Q1) = ∆(P0, P1)
k.

Specifically, Q0 and Q1 are defined as follows:

Q0 =
⊗
i∈[k]

Pyi : y ←R {y ∈ {0, 1}k : ⊕i∈[k]yi = 0}

Q1 =
⊗
i∈[k]

Pyi : y ←R {y ∈ {0, 1}k : ⊕i∈[k]yi = 1}

Proof. The proof that ∆(Q0, Q1) = ∆(P0, P1)
k follows from [95, Proposition 3.6]. To

finish proving this lemma, we show a logspace-computable mapping between (P0, P1, 1
k)

and (Q0, Q1).
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Let ℓ and w be the max length and width between P0 and P1. We describe the

structure of Q0, with Q1 differing in a small step: to begin with, Q0 reads the k − 1

random bits y1, . . . , yk−1. For each of the random bits, it can pick the correct of

two different branches, one having P0 built in at the end and the other having P1.

We will read y1, branch to P0 or P1 (and output the distribution accordingly), then

unconditionally branch to reading y2 and repeat until we reach yk−1 and branch to P0

or P1. We then unconditionally branch to y1 and start computing the parity, and at the

end we will be able to decide the value of yk which will allow us to branch to the final

copy of P0 or P1.

Creating (Q0, Q1) can be done in logspace, requiring logspace to create the section

to compute yk and logspace to copy the independent copies of P0 and P1.

We now have the tools to prove lemma 5.7.3.

Proof. (of lemma 5.7.3) From [95, Section 3.2], we know that we can polarize (P0, P1, 1
k)

by:

• Letting l = ⌈log4/3 6k⌉, j = 3l−1

• Applying lemma 5.7.5 to (P0, P1, 1
l) to get (P ′0, P

′
1)

• Applying lemma 5.7.4: P ′′0 = ⊗jP ′0, P
′′
1 = ⊗jP ′1

• Applying lemma 5.7.5 to (P ′′0 , P
′′
1 , 1

k) to get (Q0, Q1)

Each step is computable in logspace, and since logspace is closed under composition,

this completes our proof.

We also mention the following lemma, which will be useful in evaluating the Boolean

formula given by the ≤L
bf−tt reduction.

Lemma 5.7.6. There is a function in NC1 that takes as input a Boolean formula ϕ

(with m input bits) and produces as output an equivalent formula ψ with the following

properties:
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1. The depth of ψ is O(logm).

2. ψ is a tree with alternating levels of AND and OR gates.

3. The tree’s non-leaf structure is always the same for a fixed input length.

4. All NOT gates are located just before the leaves.

Proof. Although this lemma does not seem to have appeared explicitly in the literature,

it is known to researchers, and is closely related to results in [44] (see Theorems 5.6 and

6.3, and Lemma 3.3) and in [25] (see Lemma 5). Alternatively, one can derive this by

using the fact that the Boolean formula evaluation problem lies in NC1 [35, 36], and

thus there is an alternating Turing machine M running in O(log n) time that takes as

input a Boolean formula ψ and an assignment α to the variables of ψ, and returns ψ(α).

We may assume without loss of generality that M alternates between existential and

universal states at each step, and that M runs for exactly c log n steps on each path (for

some constant c), and that M accesses its input (via the address tape that is part of

the alternating Turing machine model) only at a halting step, and that M records the

sequence of states that it has visited along the current path in the current configuration.

Thus the configuration graph of M , on inputs of length n, corresponds to a formula of

O(log n) depth having the desired structure, and this formula can be constructed in NC1.

Given a formula ϕ, an NC1 machine can thus build this formula, and hardwire in the

bits that correspond to the description of ϕ, and identify the remaining input variables

(corresponding toM reading the bits of α) with the variables of ϕ. The resulting formula

is equivalent to ϕ and satisfies the conditions of the lemma.

Definition 5.7.7. (From [95, Definition 4.8]) For a promise problem Π, we define a

new promise problem Φ(Π) as follows:

Φ(Π)Y es = {(ϕ, x1, . . . , xm) : ϕ(XΠ(x1), . . . ,XΠ(xm)) = 1}

Φ(Π)No = {(ϕ, x1, . . . , xm) : ϕ(XΠ(x1), . . . ,XΠ(xm)) = 0}

Theorem 5.7.8. SZKL is closed under ≤L
bf−tt reductions.
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To begin the proof of this theorem, we first note that as in the proof of [95,

Lemma 4.10], given two SDBP pairs, we can create a new pair which is in SDBP,No if

both of the original two pairs are (which we will use to compute ANDs of queries.)

We can also compute in logspace the OR query for two queries by creating a pair

(P1 ⊗ S1, P2 ⊗ S2). We prove that these operations produce an output with the correct

statistical difference with the following two claims:

Claim 5.7.9. {(y1, y2)|XSDBP
(y1) ∨ XSDBP

(y2) = 1}≤L
mSDBP.

Proof. Let y1 = (A1, B1) and y2 = (A2, B2). Let p > 0 be a parameter, where we are

guaranteed that:

(Ai, Bi) ∈ SDBP,Y =⇒ ∆(Ai, Bi) > 1− p

(Ai, Bi) ∈ SDBP,N =⇒ ∆(Ai, Bi) < p

Then consider:

y = (A1 ⊗A2, B1 ⊗B2)

Let us analyze the Yes and No instance of XSDBP
(y1) ∨ XSDBP

(y2):

• YES: ∆(A1⊗A2, B1⊗B2) ≥ max{∆(A1⊗B2, B1⊗B2),∆(B1⊗A2, B1⊗B2)} =

max{∆(A1, B1),∆(A2, B2)} > 1− p.

• NO: ∆(A1 ⊗A2, B1 ⊗B2) ≤ ∆(A1, B1) + ∆(A2, B2) < 2p.

The second equality is from [95, Fact 2.3].

In our Boolean formula, we will have only d = O(logm) depth, so we have this OR

operation for at most d+1
2 levels (and the soundness gap doubles at every level). Since

p = 1
2m at the beginning, the gap (for NO instance) will be upper bounded at the end

by:

< 2
d+1
2

1

2m
=
mO(1)

2m
< 1/3.

Claim 5.7.10. {(y1, y2)|XSDBP
(y1) ∧ XSDBP

(y2) = 1} ≤L
m SDBP.
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Proof. Let y1 = (A1, B1) and y2 = (A2, B2). Let p > 0 be a parameter, where we are

guaranteed that:

(Ai, Bi) ∈ SDBP,Y =⇒ ∆(Ai, Bi) > 1− p

(Ai, Bi) ∈ SDBP,N =⇒ ∆(Ai, Bi) < p

We can construct a pair of BPs y = (A,B) whose statistical difference is exactly

∆(A1, B1) ·∆(A2, B2)

The pair (A,B) we construct is analogous to (Q0, Q1) in lemma 5.7.5, and can be

created in logspace with 2 random bits b0, b1. We have A = (A1, A2) if b0 = 0 and

A = (B1, B2) if b0 = 1, while B = (A1, B2) if b2 is 0 and (A2, B1) if b1 = 1.

Let us analyze the Yes and No instance of XSDBP
(y1) ∧ XSDBP

(y2):

• YES: ∆(A1, B1) ·∆(A2, B2) > (1− p)2.

• NO: ∆(A1, B1) ·∆(A2, B2) ≤ max{∆(A1, B1),∆(A2, B2)} < p.

In our Boolean formula we will have only d = O(logm) depth, so we have this AND

operation for at most d+1
2 levels (and the completeness gap squares itself at every level).

Since p = 1
2m at the beginning, the gap (for YES instance) will be lower bounded at the

end by:

> (1− 1

2m
)2

d+1
2 = (1− 1

2m
)m

O(1)
> (1− 1

2m
)2

m/m ≈ (
1

e
)1/m >

2

3
.

Proof. (of theorem 5.7.8) Now suppose that we are given a promise problem Π such

that Π ≤L
bf−tt SDBP. We want to show Π ≤L

m SDBP, which by SZKL’s closure under ≤L
m

reductions implies Π ∈ SZKL.

We follow the steps below on input x to create an SDBP instance (F0, F1) which is

in SDBP,Y if x ∈ ΠY :

1. Run the L machine for the ≤L
bf−tt reduction on x to get queries (q1, . . . , qm) and

the formula ϕ.
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2. Build ψ from ϕ using lemma 5.7.6. Replace negated queries ¬qi with the query pro-

duced by the reduction from SDBP,Y to SDBP,N on qi, and then apply lemma 5.7.3

(the Polarization Lemma) with k = n on these queries to get (y1, . . . , yk). Pad the

output bits of each branching program so each branching program has m output

bits.

3. Build the template tree T . At the leaf level, for each variable in ψ, we will plug in

the corresponding query yi. By Lemma 5.7.6 the tree is full.

4. Given x and designated output position j of F0 or F1, there is a logspace com-

putation which finds the original output bit from y1 . . . ym that bit j was copied

from. This machine traverses down the template tree from the output bit and

records the following:

• The node that the computation is currently at on the template tree, with the

path taken depending on j.

• The position of the random bits used to decide which path to take when we

reach nodes corresponding to AND.

This takes O(logm) space. We can use this algorithm to copy and compute each

output bit of F0 and F1, creating (F0, F1) in logspace.

For step 4, we give an algorithm Eval(x, j, ψ, y1, . . . , ym) to compute the jth output

bit of F0 or F1 on x, for a formula ψ satisfying the properties of lemma 5.7.6, a list of

SDBP queries (y1, . . . , ym), and j. Without loss of generality, we lay out the algorithm

to compute only F0(x).

Outline of Eval(x, j, ψ, y1, . . . , ym) :

The idea is to compute the jth output bit of F0 by recursively calculating which

query output bit it was copied from. To do this, first notice that the AND and OR

operations produce branching programs where each output bit is copied from exactly

one output bit of one of the query branching programs, so composing these operations

together tells us that every output bit in F0 is copied from exactly one output bit from

one query. By lemma 5.7.6 and our AND and OR operations preserving the number
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of output bits, we also have that if every BP has l output bits, F0 will have 2al = |ψ|l

output bits, where a is the depth of ψ. This can be used to recursively calculate which

query the jth bit is from: for an OR gate, divide the output bits into fourths, and decide

which fourth the jth bit falls into (with each fourth corresponding to one BP, or two

fourths corresponding to a subtree.) For an AND gate, divide the output into fourths,

decide which fourth the jth bit falls into, and then use the 4 random bits for the XOR

operation to compute which fourth corresponds to which branching programs (2 fourths

will correspond to 1 BP or subtree, and the other 2 fourths will correspond to the 2

BPs from the other subtree.) If j is updated recursively, then at the query level, we can

directly return the j′th output bit. This can be done in logspace, requiring a logspace

path of “lefts” and “rights” to track the current gate, logspace to record and update j′,

logspace to compute 2al at each level, and logspace to compute which subtree/query

the output bit comes from at each level.

The resulting BP will be two distributions that will be in SDBP,Y ⇐⇒ x ∈ ΠY . By

this process Π ≤L
m SDBP.
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Chapter 6

Conclusion

In this dissertation, we use the lens of meta-complexity to further our understanding

of complexity theory. Specifically, we use concepts and standard problems from meta-

complexity to come up with results that provide new links between various complexity

classes and objects such as OWFs.

In our first project we address the following question :

Can the existence of OWFs be shown to be equivalent to the average-case

hardness of some NP-complete problem?

We present a candidate problem which is a conditional (and NP-complete) variant of

MKTP termed McKTP and almost characterize the existence of OWFs by the average-

case hardness of McKTP. In part inspired by our work, Liu and Pass [80] prove that an

(NP-complete) conditional variant of Kt is hard-on-average if and only if OWFs exist.

We also provide an exact characterization for logspace-computable OWFs by showing

that McKTP is hard-on-average if and only if logspace-computable OWFs exist.

In our next project, we give the first non-trivial characterization of a computational

complexity class in terms of reducibility to the Kolmogorov random strings. We show

that a decidable promise problem has a non-interactive statistical zero-knowledge proof

system if and only if it is randomly reducible to a promise problem for Kolmogorov-

random strings, with a superlogarithmic additive approximation term. We then build

on this to provide new characterizations for the zero knowledge classes SZK, SZKL and

NISZKL.

We also discuss how our new characterization of NISZKL opens a new avenue of

attack on whether NP = NL. MKTP, the problem of computing KT complexity, lies in

NP and is hard for co-NISZKL under nonuniform projections [17]. If MKTP ∈ NISZKL,
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then there must be a nonuniform projection f that takes strings of low KT-complexity

(and hence low K-complexity) to strings of high K-complexity, and simultaneously maps

strings of high KT complexity to strings of low K-complexity. It is plausible that one

could show unconditionally that no such projection can exist. Among other things,

this would show that NP ̸= DET (where DET is the complexity class, containing NL, of

problems that reduce to the determinant) since DET ⊆ NISZKL [17]. In this vein, let

us also remark that Kolmogorov complexity has already proved useful in developing

nonrelativizing proof techniques [54].

Equipped with these characterizations of zero knowledge classes, we investigated

these classes to understand them better. We show that the space-bounded Statistical

Zero Knowledge classes SZKL and NISZKL are surprisingly robust, in that the power

of the verifier and simulator can be strengthened or weakened without affecting the

resulting class. For example, we show that NISZKL and SZKL are resilient to restricting

the verifier and simulator to be AC0 machines. We also provide closure properties for

the classes NISZKL and SZKL.

These robustness results coupled with the recent characterizations of these classes

can be viewed as lending support to the conjecture that these classes may coincide with

the non-space-bounded classes SZK and NISZK, respectively.

Finally, it is our hope that this dissertation enhances the reader’s understanding

of meta-complexity and various related topics that have been discussed. We also hope

readers find some inspiration in our works to help push the boundaries of the current

state of the art.
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[72] Köbler, J., Schöning, U., and Wagner, K. W. The difference and truth-table
hierarchies for NP. RAIRO Theor. Informatics Appl. 21, 4 (1987), 419–435.

[73] Ladner, R. E., Lynch, N. A., and Selman, A. L. A comparison of polynomial
time reducibilities. Theoretical Computer Science 1, 2 (1975), 103–123.
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