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Project 3 —HTTP Server

HTTP Request

GET /document.htm HTTP/1.1
Host: example.com

Web Server

Web Client
—
=k
T N—— = Pa—

HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 1255
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HTTP Response

CS352 - Internet Technology Fall 2023
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HTTP Message Format

Request line

Header lines —| 7

Blank line

Entity body

Alborz Jelvani

cr

If

method |sp URL sp| Version | cr| If
header field name: [sp| value |cr| If
header field name: [sp| value |cr| If
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HTTP Message Example

Requests Responses

POST: / HPTP/151
Host: localhost:8000

Server:

Limeol

Agent 11la/5.0 {(Macir tent text/html; 1
¢ text/html,applicat wWed, 10 Aug 20186

Lan en-U8 (rx'C:TJ.J
A ’

Keep-Alive

-Enceding: gz 1;d, deflate

Connecticn: Xeep- Ve
~Insecura-Re qur sta: Date: Wed, 137
~Type: multipart/form-data; boundary=-12656974 X-Cache-Info:
Content-Length: 3435 empty ‘ontent-Length: 220

-1 1 <TDOCTYPE HIML PUBLIC =/7IETF//DTD HIML
(more data) 4— body —> 2.0//EN">
i (more data)
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HTTP Request Methods

Method Description

GET Request for resource from server

POST Submit data to the server

HEAD Same as GET but does not return the body

PUT The data within the request must be stored at the URL supplied, replacing any
existing data.

DELETE Delete a resource

OPTIONS Return the HTTP methods supported by the server

CONNECT Client requests the HTTP proxy to forward a TCP connection to some destination.

Used to create a TCP/IP tunnel for secure connections using HTTP proxies.
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HTTP Response Status Codes

200 OK
201 Created

202 Accepted

Success codes 203 Non-Authoritative information
204 No Content

205 Reset Content

206 Partial Content

400 Bad Request

401 Unauthorized

402 Payment Required
Client side errors 403 Forbidden

404 Not Found

405 Method Not Allowed
409 Conflict

413 Payload Too Large

415 Unsupported Media Type

422 Unprocessable Entity

429 Too Many Requests

451 Unavailable For Legal Reasons
500 Internal Server Error

Informational

503 Service Unavailable

504 Gateway Timeout

301 Moved Permanently

Redirectional 302 Found (Moved temporarily)
304 Not Modified

CS352 - Internet Technology Fall 2023




Parsing HTTP Messages

= """GET /hello.htm HTTP/1.
-Agent: Mozilla/4.0 (compatible; MSIES.
: www.tutorialspoi

Windows NT

01;
e: yummy cookie=choco; tasty cookie=strawberry
ccept-Language: en-u Cookies must
Accept-Encoding: gzi X
Connection: Keep-Alivg be further
e [ 4
m = str.replace(m, '\n', '\r\n') parSEd Into
lines = m.split ("\r\n")
start line = lines|[0] another

method, target,version = start line.split (" ") c’, t,
ictionary

lines[1l:]:
if header == "": break
hkey,hval = header.split(": ", 1)

headers[hkey] = hvall
print (method, target,version
print (headers)
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Cookies

@ HTTP is a stateless
protocol
® Cookies are used to

maintain a state
o Mostly used to maintain state

between browser and server
m “Is this request from the
same browser?”

Alborz Jelvani

3l

GET http://waw.example.com/ HTTP/1.1

HTTP/1.1 200 OK

set-Cookie: session-1d=12345;

GET http://waw.example.com/ HTTP/1.1
cookie: session-id=12345;
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Cookies

7
GET http://www.example.com/ HTTP/1.1
wn
) HTTP/1.1 200 OK ®
® set-Cookie: session-id=12345; <
=) )
-+ =
N
7
GET http://www.example.com/ HTTP/1.1
Cﬁk'nsession—iddzms;

/<

session-id used to
keep user logged

In L I I
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Cookies

7
GET http://www.example.com/ HTTP/1.1
w
O HTTP/1.1 200 OK ®
M set-Cookie: session-id=12345; <
3 0]
-+ -
If | steal the
7 L
GET http://www.example.com/ HTTP/1.1 :(fs;:(::i;:;::;
C)Ok'v'sess1’on—1’d=12345; gassword
—"

/
session-id used to
keep user logged

In L I I
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Cookies

7
GET http://www.example.com/ HTTP/1.1
w
O HTTP/1.1 200 OK @
M set-Cookie: session-id=12345; <
= M
-+ -
V4 Even easier, |
GET http://www.example.com/ HTTP/1.1 can just guess
c)Ok'v.sess1’on—1’d=12345;
—"

/
session-id used to
keep user logged

In L I I
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Cookies

GET http://www.example.com/ HTTP/1.1

N/

HTTP/1.1 200 OK
set-Cookie: session-id=12345;

3l

GET http://www.example.com/ HTTP/1.1

_w session-id=12345;
/

session-id used to
keep user logged
in...
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session-id should
be a completely

random value to
prevent guessing




Cookie-based User Authentication

Browser Server
Post /user/login
body:{usemame, pw} N SeSSion
stored in
Sends Cookie to browser server
{sessionld}
" memory
Send authenticate req with 2255
Check
cookie to
Sends response
get user
info from
session
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Cookie Format

¥ Request Headers
:authority: www.geeksforgeeks.org
:method: GET
:path: /http-headers-cookie/
:scheme: https
accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3
accept-encoding: gzip, deflate, br
accept-language: en-US,en;g=8.9
cache-control: max-age=0
cookie: G_ENABLED_IDPS=google; _ga=GA1.2.236891924.1569526@10; _ gads=ID=f8deb276b85d6f74:T=1569559579:S=ALNI_Ma9kGxkZV0d23UT2B6UIi0-1i
HksPw; _ utmz=245605906.1569597787.4.4 .utmcsr=google | utmccn=(organic) | utmcmd=organic |utmctr=(not%2@provided); _ utma=245685906.236891
924,1569526019.1569592113.1569597786.4; geeksforgeeks_consent_status=dismiss; gfguserName=Sabya_Samadder¥2Feyl@eXAi0iJKV1QiLCIhbGciOi
JSUzI1INiJ9.eyJpc3MiDiJodHRwezpcl lwvd3d3Lmd1ZWtzZm9yZ2V1a3Mub3InXC8iLCIpYXQiOFEINZIZNDM3NFAs ImVAcCISMTU3NDKzZNT c2MCwiaGFuZGx1IjoiU2Fiek
FFU2FtYWRKZXIiLCI16W1KIjoiYA2NZABN c3MDMzMmYAY2EyMDCxMDIMA0WT SMUVKNI EL£Q. F5BKyIskA6uX53XGIupbTHQPhSvigra_MCVSwhZFzkBSCEZR_nédw-5Imj5eS
a7TXuFS1r6NI1_VRnuz7AuBP_H-uBSEATSOVSkhssEMxBL60 SNDQwlik3ZAreK7dk_xyRLgnHsTIws4@GbLi%  Yirrp9q2BNGztaMVTtXsqri9knMAsOVKNmhEGM7bhSfps
EYh3PgKRRag4WI1dGRaZZ6Y-0orBA21Srj%0yzqYOOFK3zmXd9pHKW7b_ffHSsheGW2EM7uwtjoMiGA70c6RUGRGBsdpPPYLEKtfkai2g oHPRahoRsZ_UUQT3jNY91bHt75gx
12PMWw6KOUsNcujA; wordpress_test_cookie=WP+Cookie+check; AKA_A2=A
referer: https://www.google.com/
sec-fetch-mode: navigate
sec-fetch-site: cross-site
sec-fetch-user: 21
upgrade-insecure-requests: 1
user-agent: Mozilla/5.9 (Windows NT 19.9; Win64; x64) AppleiebKit/537.36 (KHTML, like Gecko) Chrome/77.8.3865.120 Safari/537.36
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Hashing Passwords

- - username: John >

— password: Apple
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Hashing Passwords

< {John: Apple} < >
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Hashing Passwords

5] =
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Hashing Passwords
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Hashing Passwords

- - username: John >

— password: Apple
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Hashing Passwords

=
-

Alborz Jelvani

Hash(“Apple”)

{John: f223fd}
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Hashing Passwords
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Hashing Passwords

Alborz Jelvani

Hash(“Apple”)

“f223fd”
looks
familiar...

{John: f223fd}
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Hashing Passwords

Hash(“Apple”)

%;_.

Alborz Jelvani

~ familiar...

“f223fd”
looks

{John: f223fd}
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Hashing Passwords

{John: f223fd}
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Hashing Passwords

Hash(“Apple”) p—p “f223fd”
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Hashing Passwords

{.. 223fd..}
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Hashing Passwords

e \We need a way to prevent commonly used passwords from
hashing to the same value...

® |dea: Add a random value (a salt) to the end of every users
password before hashing

o Goal: Will practically make each hash random
o Store the plaintext salt
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Salting Passwords

{John:

Hash(“Apple4f3d”) [26d263,43d]}
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Salting Passwords

; i {John:
=———| Hash(“Apple4{3d”) [26d263,43d])

“26d263”7??
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Salting Passwords

{John:
[26d263,4f3d]}

Hash(“Lime4f3d”) p———p «3595n4”

Hash(“Pear4f3d”) (e “hdh5ker”

Hash(“Apple4f3d”) p———yp “26d263”
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Salting Passwords

{John:
[26d263,4f3d]}

Hash(“Lime4f3d”) p———p «3595n4”

Hash(“Pear4f3d”) (e “hdh5ker”

Hash(“Apple4f3d”) p——pp “26d263”

Attacker must now hash every guess with the stolen salt for
every user
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