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Project 3 – HTTP Server
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HTTP Message Format
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HTTP Message Example
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HTTP Request Methods
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HTTP Response Status Codes
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Parsing HTTP Messages

m = """GET /hello.htm HTTP/1.0
User-Agent: Mozilla/4.0 (compatible; MSIE5.01; Windows NT)
Host: www.tutorialspoint.com
Cookie: yummy_cookie=choco; tasty_cookie=strawberry
Accept-Language: en-us
Accept-Encoding: gzip, deflate
Connection: Keep-Alive
"""
#make newlines CRLF - not for a real HTTP message
m = str.replace(m, '\n', '\r\n')
lines = m.split("\r\n")
start_line = lines[0]
method,target,version = start_line.split(" ")
headers = {}
for header in lines[1:]:
    if header == "": break #reached body
    hkey,hval = header.split(": ",1)
    headers[hkey] = hval
print(method,target,version)
print(headers)

Cookies must 
be further 
parsed into 
another 
dictionary
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Cookies

● HTTP is a stateless 
protocol

● Cookies are used to 
maintain a state
○ Mostly used to maintain state 

between browser and server
■ “Is this request from the 

same browser?”
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Cookies

session-id used to 
keep user logged 
in…
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Cookies

session-id used to 
keep user logged 
in…

If I steal the 
session id I can 
login without a 

password…
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Cookies

session-id used to 
keep user logged 
in…

Even easier, I 
can just guess 

it!
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Cookies

session-id used to 
keep user logged 
in…

session-id should 
be a completely 
random value to 
prevent guessing



Rutgers University

CS352 - Internet Technology Fall 2023Alborz Jelvani

Cookie-based User Authentication
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Cookie Format
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Hashing Passwords

username: John
password: Apple
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Hashing Passwords

{John: Apple}
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Hashing Passwords

{John: Apple}
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Hashing Passwords

{John: Apple}
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Hashing Passwords

username: John
password: Apple



Rutgers University

CS352 - Internet Technology Fall 2023Alborz Jelvani

Hashing Passwords

{John: f223fd}Hash(“Apple”)
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Hashing Passwords

{John: f223fd}Hash(“Apple”)
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Hashing Passwords

{John: f223fd}Hash(“Apple”)

“f223fd” 
looks 

familiar…
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Hashing Passwords

{John: f223fd}Hash(“Apple”)

“f223fd” 
looks 

familiar…

{.. f223fd..}

{.. f223fd..}

{.. f223fd..}
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Hashing Passwords

{John: f223fd}Hash(“Apple”)

“f223fd” 
looks 

familiar…

{.. f223fd..}

{.. f223fd..}

{.. f223fd..}
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Hashing Passwords

Hash(“Apple”) “f223fd”
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Hashing Passwords

{.. f223fd..}

{.. f223fd..}

{.. f223fd..}

{.. f223fd..}
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Hashing Passwords

● We need a way to prevent commonly used passwords from 
hashing to the same value…

● Idea: Add a random value (a salt) to the end of every users 
password before hashing
○ Goal: Will practically make each hash random
○ Store the plaintext salt
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Salting Passwords

{John: 
[26d263,4f3d]}

Hash(“Apple4f3d”)
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Salting Passwords

{John: 
[26d263,4f3d]}

Hash(“Apple4f3d”)

“26d263”??
…

{.. d9sk3j..}

{.. 53kfa0..}

{.. 3dj4je..}
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Salting Passwords

Hash(“Lime4f3d”)

“26d263”

Hash(“Pear4f3d”)

Hash(“Apple4f3d”)

“hdh5ker”

“3s95hd”

{John: 
[26d263,4f3d]}
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Salting Passwords

Hash(“Lime4f3d”)

“26d263”

Attacker must now hash every guess with the stolen salt for 
every user

Hash(“Pear4f3d”)

Hash(“Apple4f3d”)

“hdh5ker”

“3s95hd”

{John: 
[26d263,4f3d]}


