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Socket Workflow (UDP)
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Network Packets

● A packet is a formatted 
chunk of data
○ Typically holds 

information for control 
and data
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Structs in Python

import struct
'''
!: Byte order: network (= big-endian)
I: unsigned int
?: bool
'''
fs = "!3I?"
b = struct.pack(fs,123,456,789,True)
print(b)
print(struct.calcsize(fs))
arr = struct.unpack(fs,b)
print(arr)

● Pack formatted binary 
data
○ Needs a format string

https://docs.python.org/3/library/struct.html

https://docs.python.org/3/library/struct.html
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A Toy Example - Student Class Registration

import socket, struct
HOST="127.0.0.1"
PORT=1234
ADDR = (HOST,PORT)
sock = socket.socket(socket.AF_INET, 
socket.SOCK_DGRAM)
fs = "!II?" #(Student ID, Course Number, 
Enroll Boolean)
pkt = struct.pack(fs,186395729,352,True)
sock.sendto(pkt,ADDR)
data,addr = sock.recvfrom(2048)
print(data)
sock.close()

Client

import socket, struct
HOST, PORT="127.0.0.1", 1234
sock = socket.socket(socket.AF_INET, 
socket.SOCK_DGRAM)
sock.setsockopt(socket.SOL_SOCKET, 
socket.SO_REUSEADDR, 1)
sock.bind((HOST,PORT))
roster = {}
while True:
    pkt, addr = sock.recvfrom(1024)
    if not pkt: continue
    id,course,val = struct.unpack("!II?",pkt)
    if val: #add course for student
        if id in roster:
            roster[id] |= {course} #set union
        else: roster[id] = {course}
    else: #remove course for student
        if id in roster:
            try: roster[id].remove(course)
            except KeyError: pass
    sock.sendto(bytes(str(roster),'utf-8'),addr)
sock.close()

Server
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Network Time Protocol

● An application layer 
protocol for computer 
clock synchronization over 
networks

● Uses UDP on port 123
● Each layer of time sources 

is called a stratum

Try calling (202)-762-1401
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NTP Packet

NTP timestamp format (64 bits) :

Seconds (32-unsigned) Fraction (32)

Seconds and Fractions since 01.01.1900

Fraction: 0x00|0x00|0x00|0x03 → 3/232

Seconds: 0x00|0x00|0x00|0x07 → 7

7.0000000006985

Epoch: January 1st, 1900
Y2038 problem
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Unix Time Format

● Most used time format in 
computing

● Epoch: January 1st, 1970
○ Y2038 problem

● 32-bit signed integer

Unix ←→ NTP
● 2,208,988,800 seconds from 1900 

to 1970

Unix = NTP - 2208988800

NTP = Unix + 2208988800



Rutgers University

CS352 - Internet Technology Fall 2023Alborz Jelvani

NTP Clock Synch Algorithm

● delay =(T3–T0)–(T2-T1)    
-> 65ms

● offset = 
((T1-T0)+(T2-T3))/2

-> -128.5ms

Simple Clock Update

time = time + offset
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Project 1
#!/usr/bin/env python
'''
CS352 Assignment 1: Network Time Protocol
You can work with 1 other CS352 student
DO NOT CHANGE ANY OF THE FUNCTION SIGNATURES BELOW
'''
from socket import socket, AF_INET, SOCK_DGRAM
import struct
from datetime import datetime
def getNTPTimeValue(server="time.apple.com", port=123) -> (bytes, float, float):
    return (pkt, T1, T4)
def ntpPktToRTTandOffset(pkt: bytes, T1: float, T4: float) -> (float, float):
    return (rtt, offset)
def getCurrentTime(server="time.apple.com", port=123, iters=20) -> float:
    return currentTime
if __name__ == "__main__":
    print(getCurrentTime())
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