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Network Sockets

● A software abstraction used for creating network 
endpoints for applications

● Managed by the operating system
● Identified by a socket address

○ An ip address and port number
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Ports

● There exists a server and 
client
○ Client makes request to server

● What port to use?
○ Client must send request to a 

port that’s pre-agreed upon
■ Client can use any of its own 

ports!
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Socket Workflow

Server

1. Bind socket to port and 
address

2. Wait for connection 
requests

3. Receive data, process it, 
send back data

4. Disconnect

Client

1. Connect to a remote 
socket

2. Send requests, receive 
replies

3. Disconnect
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Socket Workflow (TCP)
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Socket Workflow (UDP)
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TCP Client/Server Python

import socket
HOST="127.0.0.1"
PORT=1234
sock = socket.socket(socket.AF_INET, 
socket.SOCK_STREAM)
sock.setsockopt(socket.SOL_SOCKET, 
socket.SO_REUSEADDR, 1)
sock.bind((HOST,PORT))
sock.listen()
while True:
    (conn, address) = sock.accept()
    data = conn.recv(1)
    if not data:
        continue
    data = data[0]
    if data == 0x1b:
        print("1")
        conn.sendall(b"first!")
    elif data == 0x2b:
        print("2")
        conn.sendall(b"second!")
sock.close()
   

import socket
HOST="127.0.0.1"
PORT=1234
sock = socket.socket(socket.AF_INET, 
socket.SOCK_STREAM)
sock.connect((HOST,PORT))
m = bytearray(1)
m[0] = 0x1b
sock.sendall(m)
data = sock.recv(1024)
print(data)
sock.close()

Server Client
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UDP Client/Server Python

import socket
HOST="127.0.0.1"
PORT=1234
ADDR = (HOST,PORT)
sock = socket.socket(socket.AF_INET, 
socket.SOCK_DGRAM)
m = bytearray(1)
m[0] = 0x1b
sock.sendto(m,ADDR)
data,addr = sock.recvfrom(1024)
print(data)
sock.close()

Client

import socket
HOST="127.0.0.1"
PORT=1234
sock = socket.socket(socket.AF_INET, 
socket.SOCK_DGRAM)
sock.setsockopt(socket.SOL_SOCKET, 
socket.SO_REUSEADDR, 1)
sock.bind((HOST,PORT))
while True:
    data, addr = sock.recvfrom(1)
    if not data:
        continue
    data = data[0]
    if data== 0x1b:
        print("1")
        sock.sendto(b"first!",addr)
    elif data== 0x2b:
        print("2")
        sock.sendto(b"second!",addr)
sock.close()

Server
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Berkeley Socket Specification (Extra Slide)


