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Dumping Info from Binary

● Dump assembly
○ objdump -d bomb > file.s

● View strings
○ strings bomb > strings.txt
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Debugging Assembly

● Assembly layout in GDB
○ Text user interface mode

■ ctrl-x + ctrl-a
■ tui enable

○ layout asm
○ layout regs
○ focus cmd

● Screen becomes glitched?
○ Redraw screen:

■ ctrl-L
■ refresh
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Useful GDB Commands for Bomblab

● Step through each instruction
○ Into calls: si
○ Over calls: ni

● Write to memory or registers
○ set *((int*)($rsp)) = 0x38f
○ set $rax = 5

● Examine memory address
○ x $rsp + 4
○ x/16d $rsp
○ x/s $rsp+4

● Avoid bomb explosion
○ break explode_bomb
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Bomblab Workflow

● Create the text file ~/.gdbinit
○ Add initialization commands to it:

layout asm

layout regs

focus cmd

break explode_bomb

● On gdb startup
○ source ~/.gdbinit



Rutgers University

CS211 - Computer Architecture Spring 2024Alborz Jelvani

PA4 Live Demo

In-class Bomb Defusal


