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Dumping Info from Binary

. 000000000000153f <main>:
153f: 3 of le endbréd

push %
5 mov  %rsp,%rbp
4 $OXFFFEFFFFEFFFFFBD, %rsp

o objdump -d bomb > file.s  BEE. B B

%rax, -0x8(%rbp)
%eax, %eax

® \iew strings ; e

o strings bomb > strings.txt - L.

-0x80 (%rbp) , %rax

rax), %rax
bp) , %rex
x

%rex, %rsi

%rax, %rdi

10e@ <strtoll@plt>
%eax,-0x5c(%rbp)
-0x5¢ (%rbp) , edx
-0x60(%rbp) , ¥eax
%eax, ¥esi
0xa50(%rip), %rax #2004 <_TO_stdin_used+0x4>
srax, %rdi

$0x0, %eax

10d <printf@plt>
-0x5c(%rbp) , ¥eax

a x
~0x60(%rbp) , %eax
%rdx, %rsi

13b8 <another_way>

%rax, -0xU8(%rbp)
0(%rbp), Srax
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Debugging Assembly

e Assembly layout in GDB

o Text user interface mode

® Screen becomes glitched?

ge

niversity

ctrl-x + ctrl-a
m tui enable

o layout asm
o layout regs
o focus cmd

o Redraw screen:

ctrl-L

refresh

gene:
0x555555555228
0x555555557db0
OxTFFFFFffdfc8
Ox7Fffffffdebd
OxTFFFf7f9af10
Ox7Ffff7fc3908
OxTFFffffdfc8
0x555555557dbO
0x555555555234
0x33

0x0

0x0

93824992236072
93824992247216
140737488347080
OxT7FFfffffdebd
140737353723664
140737353890056
140737488347680
93824992247216
0x555555555234 <main+12>
51

0

]

X
OXTFFFFFEFAFA8
0

[}
1407374883U47096

x1 1
OxTFffffffdead Ox7fffffffdead

OxTFFFf7fco0U0
OxTFfff7fde660
0x555555555228
rl5 OxTFFFf7ffdOUe
eflags 0x206
ss 6x2b
es 0x0
gs 0x0

149737353912384
140737353999968
93824992236072
140737354125376
[ PF IF ]

3

<main+27>
<main+34>

in+d1l>
<main+45>
<main+49>
<main+52>

<main+60>
<main+63>
<main+66>
<main+68>
<main+75>
<main+78>
<main+83>

<, i
Ell0x 555555555234 < mov %fs:0x28, %rax|
E [¢ )

# 0x55555555600a

(gdb) ni
in main Q)
(gdb) frefreshQuit
(gdb) refresh
(gdb) |

multi-thre Thread Ox7ffff7d7c7 In:

main
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Useful GDB Commands for Bomblab

e Step through each instruction
o Intocalls: si
o Over calls: ni

e \Write to memory or registers
o set *((int*)(Srsp)) = 0x38f
o set Srax =5

® Examine memory address
o X Srsp + 4
o x/16d Srsp
o x/s Srsp+4

e Avoid bomb explosion
o break explode bomb

Alborz Jelvani CS211 - Computer Architecture Spring 2024



Bomblab Workflow

® C(Create the text file ~/.gdbinit
o Add initialization commands to it:
layout asm
layout regs
focus cmd

break explode bomb

e On gdb startup

o source ~/.gdbinit
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PA4 Live Demo

In-class Bomb Defusal
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